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Preface

On behalf of the Program Committee, it is our pleasure to present to you the
proceedings of the Sixth Symposium on Recent Advances in Intrusion Detection
(RAID 2003).

The program committee received 44 full paper submissions from 10 countries.
All submissions were carefully reviewed by at least three program committee
members or additional intrusion detection experts according to the criteria of
scientific novelty, importance to the field, and technical quality. The program
committee meeting was held in Berkeley, USA on May 14-15. Thirteen papers
were selected for presentation and publication in the conference proceedings.

The conference technical program included both fundamental research and
practical issues, and was shaped around the following topics: network infras-
tructure, anomaly detection, correlation, modeling and specification, and sensor
technologies.

The slides presented by the authors are available on the RAID 2003 web site,
http://www.raid-symposium.org/raid2003.

We would like to thank the authors that submitted papers as well as the pro-
gram committee members and the additional reviewers who volunteered their
time to create a quality program. In addition, we want to thank the Confer-
ence General Chair, John McHugh, for organizing the conference in Pittsburgh,
Joshua Haines for publicizing the conference, Don McGillen for finding support
from our sponsors, and Christopher Kruegel for maintaining the RAID web site
and preparing the conference proceedings.

Special thanks go to our sponsors Cisco Systems and Symantec, who pro-
vided financial support for student participation to the symposium, and to
CERT/CMU for hosting the conference.

September 2003 Giovanni Vigna
Erland Jonsson
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Mitigating Distributed Denial of Service Attacks
Using a Proportional-Integral-Derivative Controller

Marcus Tylutki and Karl Levitt

Security Laboratory
Department of Computer Science
University of California, Davis
{tylutki,levitt}@cs.ucdavis.edu

Abstract. Distributed Denial of Service (DDoS) attacks exploit the availability
of servers and routers, resulting in the severe loss of their connectivity. We pre-
sent a distributed, automated response model that utilizes a Proportional-
Integral-Derivative (PID) controller to aid in handling traffic flow management.
PID control law has been used in electrical and chemical engineering applica-
tions since 1934 and has proven extremely useful in stabilizing relatively un-
predictable flows. This model is designed to prevent incoming traffic from ex-
ceeding a given threshold, while allowing as much incoming, legitimate traffic
as possible. In addition, this model focuses on requiring less demanding modi-
fications to external routers and networks than other published distributed re-
sponse models that impact the effect of DDoS attacks.

Keywords: Distributed Attacks, PID control law, Distributed Denial of Service,
DDoS, Denial of Service, DoS, Control Theory, Automated Response.

1 Introduction

Distributed Denial of Service (DDoS) attacks originate from multiple slave machines,
each previously compromised by a worm or worm-like behavior [1]. DDoS attacks
such as Stacheldraht, Trinoo, and Tribal Flood Network [1, 2] have become an in-
creasing threat since the CERT advisory [3] released on January 10, 2001. This is due,
in part, to the increasing number of novel worms (e.g., Nimda [4]) and Denial of
Service (DoS) attacks. Newer versions of well-known DDoS attacks generally use
newer vulnerabilities to propagate, creating more slaves, and use new DoS vulner-
abilities to increase the effectiveness of each slave’s attack [2].

Previously, there have been two main components used in approaches that alleviate
the effects of DDoS attacks: IP traceback [5, 6] and bandwidth pushback [7-9]. Each
of these approaches requires a significant amount of cooperation from external net-
works. IP traceback is initiated from the local network and expands to external net-
works to localize the sources of the attack. As the traceback occurs, bandwidth
pushback filters DDoS traffic within the routers closest to the attack. These ap-
proaches require all pushback routers to be directly connected to at least one addi-
tional pushback router. Extending this pushback network to include most backbone
routers is expected to be difficult, if not impossible. Although distinct remote
pushback router networks can exist to mitigate the effects of an attack, if the attack is

G. Vigna, E. Jonsson, and C. Kruegel (Eds.): RAID 2003, LNCS 2820, pp. 1-16, 2003.
© Springer-Verlag Berlin Heidelberg 2003



2 M. Tylutki and K. Levitt

sufficiently distributed, the effects will be minimized, since foreign pushback net-
works may not identify the attack traffic.

We present a bandwidth pushback model that only affects one router per external
network, and does not require modifications of backbone routers, but does require a
multilateral trust model and authentication via a public key infrastructure (PKI). The
focus of this paper is to describe how a control theoretic model typically used in
vastly different applications, can be integrated into aspects of computer security. This
assumes all external hosts must pass through one of these border routers. This ap-
proach requires much less router communication and cooperation within an external
network since this approach does not require IP traceback within an external network,
and only requires the use of one border router per external network capable of drop-
ping packets destined for the local network. This model uses a filtering method based
on Proportional-Integral-Derivative (PID) control theory to predict traffic flow!
changes in each border router. This information, along with the ratio of legitimate to
DDoS packets, determines how much traffic that is destined for the local network
each router should drop. Traditional traffic models [10-13] predict aggregate traffic
flows of various types (e.g., wireless, DSL, ISDN), or are used to generate traffic [14,
15]. PID control theory gives immediate, real-time predictions of highly erratic flows,
and how best to respond to maintain preset conditions. Similarly, PID control theory
can account for hidden patterns in traffic flow, and has been widely used in many
engineering disciplines [16]. Traditional traffic models, on the other hand, do not
account for these additional unknown attack patterns. According to recent surveys
[17], 90% of control loops in process industries use PID control.

2 PID Control Law Background

Many new intrusion detection and response research projects use control theory to aid
in reasoning from unpredictable events. One widely used application of control theory
is PID control theory [16], which has proven extremely useful in controlling variables
exhibiting unpredictable behavior. We examine three key types of parameters to aid in
controlling such a variable:

e vy, : the observed value of the parameter we wish to control
e vy, : the desired value of the parameter we wish to control
e x : the value of a directly controllable variable which effects y,

The parameter y, is prone to disturbances that are impossible to definitively pre-
dict, thus making y_ impossible to predict. However, the value of y, can be influenced
by a directly controlled parameter, X. Suppose a vehicle heating system is activated
and warm air is circulated inside the vehicle, making the passengers more comfort-
able. As time passes, the temperature inside the vehicle becomes too warm, causing
the passengers to lower the heat. Perhaps they lower the heat too much and become
cold again. The variable x in this example represents the heating system control set-
ting. The parameter y, represents the temperature at which the passengers are com-
fortable, and the parameter y  represents the temperature that the passengers experi-
ence.

! Traffic flows analyzed are those that are only destined for the local network, as opposed to
total traffic passing through the external border router.
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PID control law helps predict and stabilize of the value of y, so that it converges to
the desired value y,. As the name states, there are three main components (Propor-
tional, Integral, and Derivative) that shall be discussed separately to explain each of
their roles.

Proportional Mode. This mode yields a control signal that is proportional to the
disturbance affecting the observed parameter:

c(t)y=K_e(t)+c, (1)

The value of e(f) represents the error at time ¢, which is usually y, - y,. K. is the
proportionality constant between x and y,. The value of ¢, represents an offset be-
tween the theoretical and actual value of c(¢) and typically refers to mechanical ab-
normalities, such as poorly calibrated measuring instruments. This method is usually
utilized alone in systems with highly unpredictable disturbances.

Integral Mode. This mode yields a control signal that responds to errors that build up
over time:

c(t)= K. e(t)dt+c, )
T

1

Here 7, represents the reset time or aging constant. This effectively controls how
fast or slow errors build up over time. The drawback with this mode is that miscon-
figurations can cause integral windup which is caused by lasting errors and control
signal boundaries and results in the signal remaining at a maximum (or minimum)
value indefinitely (unless particular counter-measures are employed).

Derivative Mode. This mode yields a control signal that predicts future changes by
examining the rate of change in the error signal, and is represented by:

de(t)

ct)=K,, +c, (3

This mode anticipates future errors by examining the rates of error change. 7,
represents how much influence the rates of error change have on the control signal.

All of these modes can be combined to yield the final overall form of PID control
law:

c(t)=K, e(t)+—je(t)dt+rD d(t) c, 4

The values of K, 7, and 7,, are generally learned from training data or empirically

derived in specific cases.

3 Response Model

Fig. 1 depicts how this response model can be used to mitigate the effects of DDoS
attacks originating from Networks A and B that target Network C. The term border
router used in this case represents both the actual border router, and additional sys-
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tems required to implement certain actions, such a firewall for dropping packets. Each
border router in Fig. 1 is the only access point between the network and the rest of the
Internet. Border router C notifies all other border routers how much traffic destined
for Network C they should drop. Since attack packets primarily come from Network
B, a majority of traffic from Network B is dropped at Network B’s border router.
Since Network A’s traffic has many fewer attacks, nearly all of their traffic is ac-
cepted by Network C.

Network Border Border
A Router Router
A C

Dropped Packets Border
destined for Net- Router Network
work C B C

Network B

Fig. 1. Overall response model

3.1 Assumptions

For this model to function properly, a few assumptions must be made:

e There is a sensor available that can determine if a packet is part of a DDoS attack.

e The flow of packets destined for the protected network from any border router can
be detected.

e There is a technique that can be employed that will drop a percentage of packets
destined for the protected network at the source’s border router.

e The border router that forwarded a particular DDoS attack packet can be accurately
identified.

Now we shall rationalize the feasibility of each of our assumptions. The first as-
sumption may be satisfied with work previously done in this area by attempting to use
heuristics and attack signatures to identify DDoS packets [18]. Most response ap-
proaches towards DDoS attacks either treat the attack as a congestion problem [8, 9],
or allude to heuristics that may be used to detect such attacks with significant uncer-
tainty [7, 8]. It is important to note that using this detection tool on every incoming
packet is infeasible. However, using it probabilistically gives a rough estimate of
attack and non-attack packets coming from a particular network. This assumption
does not require a perfect detector, merely one that has reasonable performance, as
described later in Section 4.1. If no such detector is available, this model can resort to
categorizing attack traffic from non-attack traffic based off of traffic flow analysis, as
previous response approaches have done [7-9].
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The itrace protocol [19] is a possible candidate to satisfy the second assumption.
The itrace protocol must be in place on all border routers. This protocol probabilisti-
cally sends itrace packets from the border router to the destination and source in an
attempt to trace back the actual sources of the DDoS attack. In addition, the protocol
can be used simply for flow measurement, to quantify the flow of traffic headed to-
wards the target network that is passing through that border router. If our fourth as-
sumption is valid, itrace packets need only to be sent to the destination.

Authentication of itrace messages could be implemented with HMAC [28], as sug-
gested in a previous itrace draft [29]. Additionally, filtering requests sent from one
border router to another can be authenticated with SSL. SSL requires a PKI, although
HMAC uses a single secret shared key. Both of these authentication mechanisms
require a PKI. Since each filtering request only involves traffic destined for the sender
of the request, then provided the sender is authenticated, the filtering request should
be processed. The discovery of new border routers could be done at a centralized
location, although it will serve as an attack magnet, and present difficulties such as
scaling issues, and conflicts of commercial interests. Alternatively, it may be assumed
for the purposes of this paper that all border routers are participating, and the mecha-
nism is in a form of steady state (i.e., the list of participating border routers remains
constant). If this assumption is used, filtering requests would only be initiated from
participating border routers (or from compromised backbone routers), since filtering
requests initiated behind a particular border router could be easily blocked.

Running a secure server on each border router is a simple implementation that sat-
isfies the third assumption. The server then modifies the appropriate outgoing firewall
rule based on packets that are destined for the border router that is sending the update.
Similarly, one or more firewalls could be placed before reaching the border router that
could run a secure server. Most DDoS response approaches require this assumption as
well, and utilize similar implementations [7-9].

The fourth assumption can be upheld with the cooperation of foreign networks. If
each foreign network drops outgoing packets that have source addresses not within
their domain, the attacks are forced to spoof only addresses within the network of the
actual source. Cisco Express Forwarding [20] is an example of a technology that may
be used to accomplish this with virtually no effect on throughput. Since each border
router drops packets not originating from within their network, it may be easy to share
this information with cooperating border routers along the same channel as filtering
requests. Additionally, a traceroute may be initiated to determine the corresponding
border router closest to the particular foreign address, or traceroute may be used to
verify that certain addresses lie behind the border router that claims to be closest to it.
By examining the list of hops between the local border router and a particular foreign
address, depicted explicitly in traceroute output, the foreign border router address,
taken from the list of authenticated participating border routers, that is located closest
to the particular foreign address is the closest border router in front of the particular
foreign address, given the assumption that all border routers each provide the only
connection from the network behind them to backbone routers and all other foreign
addresses. Thus, the source address of all packets that the protected network receives
can be used with a hash table to determine which border router forwarded the packet.

Unlike some pushback models [8][9], this model does not identify attack prefixes
in order to prevent spoofed packets. If attack prefixes were identified, attacking hosts
behind the border router could spoof attacks appearing to originate from a distributed
set of addresses, making prefix identification difficult. Similarly, at a leaf pushback
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router, attackers may initiate spoofed attacks from a distributed set of addresses, foil-
ing any attempts at attack prefix identification. Since border routers used in the model
we present are similar to these leaf pushback routers, attack prefixes are not identi-
fied.

3.2 Application of PID Control

There are three main goals of this model:

e Maximize the percentage of legitimate packets in the flow reaching the protected
network.

e Bound the total amount of traffic passing through to the protected network.

e Minimize the overall impact of the overhead produced by this model.

In order for a PID controller to optimize these goals, we define c(¢), y
follows:

y, and X, as

o?

¢,(t) = the change in the filter ratio of border router i.
y, = the observed value of incoming traffic.

y, = the desired value of incoming traffic.

x, = the filter ratio of border router i, which effects y_

For example, a value of .60 for c(#) would translate to border router i dropping an
additional 60% of all packets destined for the protected network. If border router i
was already blocking 15% of the packets destined for the protected network, it would
now block 75% of these packets.

3.3 Border Router Reconfiguration Details

The response model first sorts each border router by the percentage of legitimate
packets in their flow destined for the protected network. The border router with the
most legitimate traffic percentage is unblocked and added to a running sum until
adding the traffic of the next border router in the list would violate the limit of the
total amount of traffic set by the protected network. For example, suppose the pro-
tected network depicted in Fig. 1 has a traffic limit of 1000. Suppose Network A has a
traffic flow of 400, and Network B has a traffic flow of 3,000, each destined for Net-
work C. First, all of Network A’s traffic would be allowed since it has relatively
fewer attacks. Network B’s traffic would not be added yet, since adding it would
violate the limit of 1000. PID control law would then be used to determine the per-
centage of traffic that should be allowed from Network B in order to obtain a total
traffic flow close to the limit. If Network D was added to Fig. 1, where Network D
has an even higher percentage of attack traffic than Network B, all of Network D’s
traffic would be blocked.

One disadvantage of this model is its bias against “smaller” routers. Although these
border routers are significantly close to backbone routers and handle a significant
amount of traffic, the traffic one border router sends to another particular border
router may be much smaller than those of other border routers. If the system still
requires to service as many legitimate packets as possible within the constraints of
this model, then this must be accepted. Alternatively, if this activity is undesirable,
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smaller routers could occasionally be unblocked for brief periods, sacrificing a few
legitimate packets in order to give smaller routers a chance at successfully transmit-
ting.

Additionally, new multi-lateral trust issues inherent in this model introduce new
problems, not present in pushback. Although it is assumed that it can be determined if
a border router is indeed a border router, their trustworthiness towards the execution
of received filtering requests may be uncertain. If a border router is asked to block
100% of traffic destined for a protected network, and traffic still persists after a sig-
nificant time period, it is obvious that particular border router is untrustworthy. In the
more complex case, where a border router is asked to block a percentage of traffic
between 0 and 100%, the results may be tested by the observation of the success of
TCP replies from machines within the protected network, although this is notably
difficult. Another possible solution may include the examination of flow rates from
the particular border router. If the border router’s flow appears to raise or remain
constant, despite numerous filtering requests with continually increasing block per-
centages, then it may be requested to block 100% of such traffic, and the border router
with the next highest percentage of legitimate traffic may switch places with the er-
ratic border router.

Additional trust issues can arise on the opposite side. If a border router receives a
throttling request, ISP service level agreements (SLAs) may prevent them from exe-
cuting a valid request. Additionally, there may be an issue with attacks on the throt-
tling request channel. These issues are very challenging, and generally beyond the
scope of this paper. However, in order to address these issues, the assumption men-
tioned earlier can be applied, in which all border routers are authenticated and partici-
pating, and the list of border routers is in a form of steady state. As a result, attacks
initiated from behind border routers are prevented, provided border routers are not
compromised. This significantly reduces the likelihood of attacks on this communica-
tion channel. Another assumption, required in order to satisfy these secondary trust
issues, is that SLAs of ISP border routers must be in agreement with throttling re-
quests produced by the model. This heavily depends on the wording of SLAs, as well
as other legal issues. From a technical point of view, however, if a border router de-
cides not to comply with a throttling request from a foreign border router, they may
experience a more extreme form of “throttling” at the requesting foreign border
router, resulting in a much lower amount of end-to-end service than if the throttling
request was honored.

Similar trust issues are present for the acquisition of information regarding foreign
address to border router translations. It is possible the border router may send false
information, or perhaps the border router is an internal gateway rather than a border
router. These complex trust issues are difficult to resolve, and beyond the scope of
this paper.

4 Experiment

This section will discuss the details of an experiment carried out to determine the
effectiveness of this response model in comparison to a pushback model and the base-
line case. Fig. 2 depicts the overall setup of our experiment. Host xeno represents the
target border router of the DDoS attack, where hosts baruntse and izzy represent bor-
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der routers that are relaying traffic that includes attack and non-attack packets. How-
ever, for this experiment, the attack and non-attack traffic is generated by hosts ba-
runtse and izzy and is received by host xeno.

comm. 4
client < comm. client
comm. server
attacker attacker
firewall l firewall server
server 4 PID controller ’

baruntse

Xeno izzy

Fig. 2. Experiment setup

4.1 Assumptions

We shall now discuss a few assumptions that were made during this experiment:

Uniform packet weights. DDoS attack packets and non-attack packets are assumed
to have an equal impact on the protected services.

Only one DDoS target. It is assumed that only one network, xeno, is experiencing a
DDoS attack.

Firewall servers in place. It is assumed that each border router is running a firewall
server.

Limited types of spoofed packets. The border router that forwarded a particular
attack can be identified. This assumption was described in detail within Section 3.1.

DDoS traffic protocol. This experiment assumes that all DDoS traffic is over
TCP/TP. Although this model can handle attacks over UDP, UDP tests were not in-
cluded in this experiment. In the event UDP traffic is included, a partially blocked
router may have the effect of a fully blocked router, since a significantly lossy voice
or video link is useless®.. One known solution to this problem includes the use of in-
corporating Quality of Service (QoS) guarantees towards DoS attacks [21].

2 However, periodic status updates sent over UDP may be relatively unaffected.
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Table 1. Example with an inaccurate packet analyzer

Border Actual OLT% Range Result on BR OLT% w/
Router LT% w/ DA=90% Ordering FP=30%,
(BR) (ALT %) (DA=90%) FN=40%
1 100% 90%-100% remains same 70%
2 75% 65%-85% remains same 62.5%
3 50% 40%-60% remains same 55%
4 25% 15%-35% may swap with 5 47.5%
5 10% 0%-20% may swap with 4 43%

Attack packets must be detected consistently. The initial assumption used for this
experiment held that attack packets are assumed to be distinguishable from non-attack
packets with 100% accuracy and every packet is analyzed. However, with some
analysis, this assumption was lessened due to the properties and assumptions of this
model. A less accurate detector could potentially modify the order in which border
routers are sorted. Table 1 depicts an example comparing results of inaccurate detec-
tors with a flawless detector. The percentage of legitimate traffic (LT%) sent from the
corresponding border router measured by a flawless detector is shown in the second
column. The variance of the observed LT% (OLT%) is inversely proportional to the
detector’s accuracy. If the detection accuracy (DA) is 90%, the only result (on aver-
age) would be the possible swap of border router 4 with border router 5, since the
observed LT% of border router 4 may be 15%, and the observed value of border
router 5 may be 20%. If traffic is only accepted from border routers 1, 2, and 3, then
the possible swap of border router 4 and 5 is insignificant, since their traffic will be
fully blocked in either case. In the second case, the detector has a constant false posi-
tive percentage, and a false negative percentage. If the detector maintains constant
false positive and false negative percentages for each traffic flow from different bor-
der routers, the border router order remains unchanged for almost any accuracy, as
long as the false positive percentage (FP) plus the false negative percentage (FN) is
no larger than 100%. This statement is based on the following facts. The equation for
determining the average observed LT% is:

ALT% +(1— ALT%) - FN — ALT% - FP = ALT% - (1— (FP + FN)) + FN

where ALT% represents the actual legitimate traffic percentage. This equation for
observed LT% increases as ALT% increases, as long as FP + FN is no greater than
100%. Thus, this assumption was modified to hold that the detector must have a false
positive and false negative rate such that their sum does not exceed 100% and each
packet must be analyzed. As long as multiple DDoS attacks are not in progress, it may
be reasonable to assume that the FP and FN performance of a detector will remain
constant across traffic flows from different networks. All other DDoS response ap-
proaches [7-9] only identify DDoS attacks based on traffic flow analysis. This model
can support large, but consistent errors in a detector. If such a detector meets these
constraints, this model may be used to evaluate traffic flows in a way that is superior
to previous response approaches. Similarly, if the sensor used in pushback, which
categorizes attack traffic based on traffic flow rates, satisfies these properties, it may
be used within an implementation of this model to classify attack traffic as well as a
sensor with 100% accuracy.
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Attacks do not originate from within the protected network. Attack packets are
assumed to not originate from within the protected network.

PID mode and parameters are static. Once the PID controller is started, the mode
of control (Proportional, Proportional-Derivative, or Proportional-Integral-Derivative)
cannot be changed, nor can the corresponding constants K, 7, and 7,, which are used
for both izzy and baruntse.

Attacks do not bypass the TCP stack. Attack packets are assumed to not violate the
TCP stack. If attacks bypassed the TCP stack (e.g., a syn flood [22]), they would
presumably be easier to detect with TCP header analysis. Such attacks could be repre-
sented by a different packet weight.

4.2 Technical Details

Each host was installed with FreeBSD 4.5-stable, and hosts baruntse and izzy were
configured with dummynet [23] and ipfw. Ipfw can simulate a lossy network by
dropping a random percentage of packets with a plr argument (e.g., ipfw pipe 1, con-
fig plr .50 would simulate a network that drops 50% of the packets for traffic match-
ing the characteristics described in pipe 1).

The program comm. server on xeno accepts multiple simultaneous connections
created from the non-attack client (comm. client) and the attack client (attacker) on
each border router. Each of these connections sends a single character via TCP/IP to
comm. server, with a non-attack connection sending the character ‘B’ and an attack
sending the character ‘A’. A Poisson probability distribution function was used to
determine when the next “event” (i.e., connection and transmission) should occur to
generate psuedo-random legitimate and attack traffic [24]. Attack traffic is crafted to
have smaller delays than legitimate traffic. The comm. server program then sends a
report every 20 seconds to the PID controller program, which includes the total traffic
received and the portion of non-attack traffic received within that interval. The PID
controller program then uses PID control theory to predict the percentage each border
router should block to maintain the two major overall constraints: bound the incoming
traffic to xeno to a predetermined limit and maximize the incoming traffic flow to
contain the highest percentage of non-attack traffic as possible. Many of the calcula-
tions require information of traffic that xeno and baruntse would send if they were
unblocked. This was estimated from the traffic received by xeno and the percentage
that the corresponding router was blocking. For example, if 100 transmissions were
received from baruntse within the 20-second interval, and baruntse is blocking 50%
of packets destined for xeno, then roughly 200 transmissions could have been sent if
baruntse was not blocking outgoing packets to xeno. This becomes extremely difficult
to predict if baruntse was blocking 100% of packets destined for xeno. As a result, the
highest block percentage is set to 99%, always allowing some transmissions to be
received from baruntse and izzy.

Blocking a percentage of packets does not necessarily translate into blocking the
same percentage of successful transmissions over TCP/IP. TCP uses exponential
backoff for retransmissions [25], essentially doubling the timeout timer for each re-
transmission. This translation of blocking percentages was incorporated into the PID
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controller before sending corresponding UDP blocking messages to the appropriate
firewall server. Once received, the firewall server updates the appropriate rule with
the ipfw command.

5 Results and Interpretation

In this section, we shall discuss the results of our experiment and how they may be
applied. In each case, PID control law constants (K, 7, and 7,) were manually tuned
by trial and error. Numerous other standard tuning techniques exist [16], although
each tends to make varying assumptions in order to use them (i.e., they are applicable
only for certain well-defined chemical or electrical systems). Most approaches tend to
utilize a seesaw approach comparable to Newton’s Method for obtaining the root of
an equation. Due to the dependencies between control parameters, this tuning ap-
proach becomes more complex as a more advanced form of PID control is used. Since
PID control law has not yet been applied towards computer security or network flows
to create useful simplifications, a trial and error approach was used.

P, PI, and PD Control
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Fig. 3. Results of Proportional, Proportional Integral, and Proportional Derivative Control

Fig. 3 depicts the effects of this model under the effects of a DDoS attack from
hosts izzy and baruntse using P, PD, and PID modes of control. Traffic is measured in
successful single character TCP/IP transmissions (SCTs). The limit of total permissi-
ble traffic for this experiment was set to 120 SCTs/second. Baseline represents the
traffic experienced if no responses are initiated to the DDoS attack and the system is
capable of handling the increased flow resulting from the attack. Given that the limit
is set to 120 SCTs/second, the protected system will likely continually halt and restart,
resulting in an average traffic flow that is serviced to be as low as 20 SCTs/second.
The pushback line in Fig. 3 depicts the effects if an optimal pushback model was
used, in which attack packets were detected instantaneously with 100% accuracy, and
all responses to block every source of the attack occur instantaneously. An actual
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pushback approach generally attempts to cache and/or throttle bandwidth as soon as
an attack is detected, while it traces back attacks to block as close to the sources as
possible. This would result in a higher traffic rate at the beginning of the attack, as
well as a lower percentage of legitimate traffic serviced if their cache is not large
enough. Additionally, since all pushback approaches categorize attack traffic from
traffic flow analysis, it is highly likely the percentage of legitimate traffic in the flow
entering their protected network will be significantly less than 100%. The oscillations
present in Fig. 3 are primarily due to the impact of Poisson probability distribution on
transmission delays described in Section 4.2. The three modes of PID control (P, PD,
PID) shown performed best in their respective modes. Although the performance of
optimal pushback is clearly superior, the performance of the various modes of PID
control perform significantly well, considering their more realistic assumptions.

Table 2. Statistical results

Average
K | 1 | 7 T:guc g’z’l‘;?;: Max | Min | LT%
(SCTs/sec)

1.3 0.2 20 113.316 82.8875 325 15 | 49.65%
1.3 0.2 50 100.421 86.1300 306 5 53.11%
1.6 0.1 10 96.316 40.1072 165 36 | 52.64%
1.3 0.1 90.684 59.3240 248 21 50.63%
1.3 0.2 103.211 74.5509 265 3 50.94%
1.5 0.1 104.579 87.6263 282 10 | 55.91%
1 76.368 70.0216 288 3 50.96%
1.2 - 107.158 65.1001 231 4 51.13%
1.4 112.211 97.1811 423 4 49.88%
1.6 - 119.158 72.9926 282 6 51.37%

Pushback | --- 117.368 17.0366 148 86 100%
Baseline | --- --- | 290.962963 | 26.4217 356 246 | 38.59%

Results with different values of K, 7, and 7, have been summarized in Table 2 on
the following page. The values in each column are taken after the second update of
traffic information, since some runs started with a report of no traffic during the first
update, and the response model only starts after receiving the first traffic report indi-
cating a DDoS attack. Like with most control theory applications, the optimal solution
of control parameters is relative to the capabilities of the protected network. If the
protected servers have a very large queue, then perhaps a solution with a large stan-
dard deviation is acceptable as long as the average is close to the acceptable limit. An
example in the table satisfying these conditions is K. = 1.6, since it has the closest
average to the traffic limit. If they have a very small queue, standard deviation would
become much more important, even if the total traffic received is significantly lower
than other approaches that are closer to the limit. These conditions may be satisfied
with the PID mode of control, with K. = 1.6, 7,=10, and 7, = .1, since this has a much
lower standard deviation than other modes of control, while providing a moderate
average traffic flow. Another consideration is the percentage of legitimate packets
(LT%) serviced within the incoming traffic flow, although in this experiment it is
believed the differences in LT% are mostly due to randomness from the Poisson traf-
fic generation.
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Additionally, the percentage of legitimate traffic that was serviced is relatively low
due to the limited number of border routers used in the experiment, and the fact that
the two border routers had attack rates that were designed to be within 10% of each
other (i.e., baruntse was designed to produce 10% more attack traffic than izzy on
average). If a relatively low LT% border router, pinatubo, was added to this experi-
ment, the baseline case’s LT% would decrease. However, the LT% of an implementa-
tion using our model would not decrease, since it would be dropped in favor of traffic
from border routers izzy and baruntse, which both have a higher LT%. Similarly, if a
relatively high LT% border router, halfdome, is added, the Baseline LT% increases.
However, the LT% of an implementation using our model increases more signifi-
cantly than the baseline case, since the new higher LT% traffic would be substituted
for lower LT% traffic from border router baruntse’. The total traffic limit also impacts
the difference between the LT% of the baseline and the LT% of an implementation
using this model. Suppose we have border routers baruntse, izzy, and halfdome, as
described previously. If the limit were decreased to the point where we can only ac-
cept traffic from border router halfdome, then the LT% of our implementation would
be much greater than the baseline case, since all traffic from lower LT% border
routers is completely dropped by our implementation, yet completely accepted by the
baseline case. Increasing the total traffic with respect to the limit has a similar effect.
Thus, the larger the DDoS attack is compared to the limit, the larger the difference
between the Baseline LT% and the LT% of an implementation using our model.

Going by the criteria of an average close to our limit of 120, and a relatively small
standard deviation, the optimal solution appears to be proportional integral derivative
mode with K. = 1.6, 7, = 10, and 7, = .1, due to the fact that it has a much lower stan-
dard deviation than other modes of control, and has the lowest maximum traffic rate,
with an acceptable average traffic flow. If standard deviations and large spikes are
permissible, proportional mode with K. equal to 1.6 may be acceptable as well. Addi-
tionally, if the traffic generation were to introduce more subtle patterns (e.g., a non-
instantaneous DDoS attack), PID control should perform even better.

Once a set of optimal parameters has been determined, they may be used in the
event of a DDoS attack of this type. If desired, various flows, network settings, etc.
could be used to store multiple sets of PID control law parameters. In the simplest
case, parameters could be determined and stored for DDoS attacks of varying sever-
ities. In the event of an attack, an external system could determine the severity of the
attack, and use the corresponding set of PID control law parameters to defend against
the attack.

Additionally, a few modifications can be made to this implementation to handle
more complex attacks, such as syn floods. A stateless syn flood detector, such as one
described in [30], could provide input to a component between comm. server and the
PID controller in Fig. 2, where the presented implementation has attack flow informa-
tion delivered directly from comm. server.

6 Conclusion

We have presented a model for mitigating the effects of DDoS attacks, currently lim-
ited to particular types (i.e., uniform resource consumption per packet) and other

3 This assumes that the limit does not change, nor does the total flow per border router.
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assumptions listed in Section 4.1. This model requires considerably less cooperation
from foreign networks than other current approaches and has been proven to be effec-
tive against such attacks. Current approaches can have difficulties with spoofed pack-
ets, whereas the impact of spoofed packets with this model is eliminated if the fourth
assumption of Section 3.1 is valid. Similarly, current models require a technique for
perfectly accurate identification of the true source of the attack. This model provides
graceful or no degradation of effectiveness, as described in Section 4.1, when used
with a lower accuracy attack detector. Additionally, as long as the attack packet detec-
tor performs consistently across each traffic flow, relatively poor detectors can still be
used to achieve identical results to those of a flawless detector, as described in detail
in the 6" assumption of Section 4.1. Current approaches [7-9] rely solely on traffic
flow information and categorize abnormally high traffic flows as attack traffic. Al-
though some of the assumptions of the model presented are demanding, they may be
lessened with relatively little impact on its effectiveness.

While the model has not yet proven itself against a popular DDoS attack such as
Stacheldraht, we believe modifications to the implementation can be made to handle
such attacks. Although the experiment was limited to TCP/IP traffic, alternative attack
types such as ICMP floods, UDP floods, and syn floods could be tested with rela-
tively minimal changes, as briefly discussed in the end of Section 5. The main weak-
ness of the model lies with the multi-lateral trust issues between border routers. Al-
though some suggestions on how to deal with these issues were presented, they would
still pose tremendous problems in an actual implementation on currently existing
border routers. Another weakness of the model lies in the case where all foreign net-
works have nearly identical percentages of attack traffic. Worms such as Nimda [4]
tend to infect machines within the same network more quickly than machines outside
their local network. Clearly some networks are traditionally more secure than others.
University networks tend to be less secure than a Fortune 500 corporate virtual private
network (VPN). Similarly, it is typically easier for an attacker to compromise ma-
chines on the same network than on a remote network. Thus, it is likely that a few
networks will have a very high percentage of attack traffic, and other networks will
have no attack traffic. It should be extremely rare that all networks contain nearly
identical percentages of attack traffic, which is the worst-case scenario for this model.
Although this model does not provide the optimal protection from a DDoS attack by
blocking as close to the source as physically possible, we believe it shows an effec-
tive, less intrusive, rapid response for mitigating the effects of DDoS attacks. More
importantly, this paper shows how control theoretic approaches widely used in other
disciplines can be applied to aspects of computer security.

7 Future Work

Given the numerous assumptions made throughout this paper, there are many ways to
improve upon this model. Some venues for future improvements include:

More dynamic attacks. Currently the attack and non-attack traffic are relatively
static, despite using a Poisson distribution. Attacks that produce a more dynamic
traffic flow would help exhibit the usefulness of PID control law in this context. Simi-



Mitigating Distributed Denial of Service Attacks 15

larly, chaotic maps [14, 15] could be used to provide a more accurate representation
of traffic than Poisson.

Multidimensional PID control. PID control could be made multidimensional, pre-
dicting streams of legitimate traffic flow and attack traffic flow as opposed to total
traffic flow. Similarly, PID control could be used to predict HTTP traffic flow or
SMTP traffic flow. It may be likely that only traffic destined for specific ports or
services are causing the DDoS. This would allow all traffic going to different ports to
remain unblocked. Much of the previous work [8] can be used to achieve this.

Apply weights to attack flow. Attack packets typically consume more resources than
non-attack packets. These weights could vary on the type of DoS used in the attack.
This enables the model to be tested against more popular DDoS attacks [1, 2]. Simi-
larly, these weights could be used to slow attacks that require multiple attempts, such
as TCP sequence number guessing. This could also be used to model CPU and/or
memory usage to slow potential attack processes.

Support for non-border routers. Add support for routers where hosts can pass
through various border routers to reach the protected network.

Use of commercial PID controllers. Several commercial controllers exist which
automatically determine the optimal PID parameters of K., 7, and 7, and prevent
many situations that would otherwise cause the controller to go out of control.

Faster, more accurate PID parameter tuning. Additional research needs to be done
into assumptions that can possibly be made about network flow in these circum-
stances to aid in faster, more accurate tuning of K, 7, and 7,. One potential solution
[26] uses unfalsified control theory [27] to automatically tune PID controllers without
any knowledge of the underlying processes, and is derived from aspects in machine
learning.
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Abstract. The Border Gateway Protocol (BGP) is a fundamental com-
ponent of the current Internet infrastructure. Due to the inherent trust
relationship between peers, control of a BGP router could enable an at-
tacker to redirect traffic allowing man-in-the-middle attacks or to launch
a large-scale denial of service. It is known that BGP has weaknesses that
are fundamental to the protocol design. Many solutions to these weak-
nesses have been proposed, but most require resource intensive crypto-
graphic operations and modifications to the existing protocol and router
software. For this reason, none of them have been widely adopted. How-
ever, the threat necessitates an effective, immediate solution.

We propose a system that is capable of detecting malicious inter-domain
routing update messages through passive monitoring of BGP traffic. This
approach requires no protocol modifications and utilizes existing moni-
toring infrastructure. The technique relies on a model of the autonomous
system connectivity to verify that route advertisements are consistent
with the network topology. By identifying anomalous update messages,
we prevent routers from accepting invalid routes. Utilizing data provided
by the Route Views project, we demonstrate the ability of our system to
distinguish between legitimate and potentially malicious traffic.

Keywords: Routing Security, BGP, Network Security

1 Introduction

Research in network security is mainly focused on the security of end hosts. Little
attention has been paid to the underlying devices and protocols of the network
itself. This has changed with the emergence of successful attacks against the
infrastructure of the global Internet that resulted in major service interruptions.
The services to handle the translation between domain names and IP addresses
(such as the Domain Name System) and protocols to facilitate the exchange
of reachability information (such as routing protocols) have been recognized as
essential to correct network operation.

The Internet can be described as an interconnected collection of autonomous
domains or local networks, each of which is subject to the administrative and
technical policy of a single organization. There exist two types of routing proto-
cols: intra-domain and inter-domain routing protocols. The task of intra-domain
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routing protocols is to ensure that hosts inside a single domain or local network
can exchange traffic. The goal of inter-domain routing protocols, on the other
hand, is to exchange reachability information between such domains. This en-
ables hosts to communicate with peers that are located in different networks.

There are several different intra-domain protocols used today (e.g., RIP [19],
OSPF [22]), while the Border Gateway Protocol (BGP) is the de facto standard
for inter-domain routing.

Version 4 of the Border Gateway Protocol was introduced in RFC 1771 [28].
It specifies an inter-autonomous system routing protocol for IP networks. The
definition given for an autonomous system (AS) is “a set of routers under a
single technical administration, using an interior gateway protocol and common
metrics to route packets within the AS, and using an exterior gateway protocol
to route packets to other ASes’.

The basic function of BGP is to enable autonomous systems to exchange
reachability information that allows so-called BGP speakers to build an internal
model of AS connectivity. This model is used to forward IP packets that are
destined for receivers located in other ASes. The protocol includes information
with each reachability message that specifies the autonomous systems along each
advertised path, allowing implementations to prune routing loops. In addition,
BGP supports the aggregation of path information (or routes) and utilizes CIDR
(classless inter-domain routing) to decrease the size of the routing tables.

The protocol operates by having BGP speakers, usually routers, in different
ASes exchange routing information with their BGP peers in the neighboring
ASes. In addition to announcing its own routes, a BGP speaker also relays rout-
ing information received from its peers. By doing this, routing information is
propagated to all BGP speakers throughout the Internet. The two basic opera-
tions of the BGP protocol are the announcement and the withdrawal of a route.
The routing data itself is exchanged in UPDATE messages. Although BGP defines
three other message types, none of these are directly related to the routing pro-
cess. A route consists of a set of IP prefixes (stored in the NLRI — network layer
reachability information — field of an UPDATE message), together with a set of
attributes. When a route is announced, the sending BGP speaker informs the
receiver that the IP prefixes specified in the NLRI field are reachable through
the sending AS. The withdrawal process revokes a previous announcement and
declares certain IP prefixes as no longer reachable via the AS. The most impor-
tant attribute of an announcement is the AS_PATH. It specifies the path (i.e., the
sequence of autonomous systems) that the route announcement has previously
traversed before reaching that AS. Other attributes give information about the
origin of a route or indicate whether routes have been aggregated at a previous
AS.

Recently, a security analysis of BGP [23] and related threat models [5] pointed
out two major areas of vulnerabilities of the inter-domain routing process.

One area includes threats that emanate from outsiders. Outsiders can disrupt
established BGP peer connections and thereby launch denial of service attacks.
They do not have privileges to influence the routing infrastructure directly, but
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can attempt to gain access to (break into) a legitimate router or impersonate a
trusted BGP peer. Threats at this level usually do not aim at the routing protocol
design but at the implementation level, in which bugs or vulnerabilities in routing
software can be exploited to crash a machine or to elevate one’s privileges. It
might also be possible to bypass the authentication scheme to impersonate a
legitimate BGP peer.

When an outsider is successful in compromising a trusted machine or an
attacker already is in legitimate control of such a router, the focus shifts to direct
threats from BGP peers. This area includes problems that occur when routers
that legitimately participate in the routing infrastructure maliciously (or by
accident) insert incorrect routing information. This can be the announcement of
false IP address origins or invalid AS paths. Attacks at this level primarily focus
on vulnerabilities in the routing protocol design and exploit the fact that there
exists a significant level of trust between BGP peering partners. Invalid updates
can propagate despite message filtering performed by many ASes, because it is
often impossible to evaluate the validity of an update message given only local
information. This might lead to worst-case scenarios where a single malicious or
misconfigured router influences the routing state of the whole Internet.

We propose a technique that is capable of detecting malicious BGP updates
utilizing geographical location data from the whois database and the topolog-
ical information of an AS connectivity graph. By passively monitoring UPDATE
messages, the connectivity graph is constructed by connecting two autonomous
systems if traffic can be directly exchanged between them. Using this graph,
we classify all autonomous system nodes as either core or periphery nodes. In
general, core nodes represent the autonomous systems of the Internet backbone
(such as large ISPs) while periphery nodes correspond to local providers, compa-
nies or universities. An important observation is that periphery AS nodes that
are directly connected to each other are also close in terms of geographic dis-
tance. In most cases, peripheral autonomous systems have at most a few links
to core nodes to obtain connectivity to distant networks and additionally peer
only with partners in their geographic neighborhood. This observation leads to
the determination that a valid AS_PATH contains at most a single sequence of
core nodes, which must appear consecutively. That is, a path that has traversed
core nodes and enters a periphery node never returns to the core of the graph.
By checking the AS_PATH attribute of update messages, we can determine if the
sequence of autonomous systems satisfies the constraints dictated by our obser-
vations and detect violations.

The structure of the paper is as follows. Section 2 presents related research
in the area of routing security. Section 3 introduces the underlying threat model
and discusses the attacks the system is designed to detect. Section 4 and Sec-
tion 5 explain our proposed detection techniques. Section 6 provides experimen-
tal validation of important assumptions and reports on the results of our system.
Section 7 outlines future work and Section 8 briefly concludes.
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2 Related Work

Much research effort has focused on the security issues of intra-domain routing
protocols [4, 24,27, 30] and systems that perform intrusion detection for RIP [12,
21] as well as for OSPF [12,26] have been proposed.

In contrast to intra-domain protocols, research on inter-domain protocols
has concentrated on BGP, and its apparent weaknesses. Several authors have
proposed extensions to the BGP protocol [14,30] that attempt to authenticate
routing information by means of cryptography. These modifications aim at coun-
tering threats from BGP peers that inject bogus information into the routing
process, exploiting the fact that this information cannot be verified and, there-
fore, has to be trusted.

The most well-known approach is called the Secure Border Gateway Protocol
(S-BGP) [13,14] and operates as follows. During the propagation of an UPDATE
message from AS to AS, each member on the path appends its information to
the message and cryptographically signs the result before passing it along. This
allows everyone in the chain to verify that the NLRI information is correct and
that the update has actually traversed the autonomous systems that appear
in the AS_PATH attribute. Unfortunately, this solution requires a public key in-
frastructure in place that assigns public keys to all participating autonomous
systems. Because it cannot be expected that S-BGP will be adopted by all ASes
simultaneously, it is necessary to be backward compatible with BGP. Hence,
during the transition phase, an attacker might send information using the old
protocol. In case of plain BGP updates, the level of trust in the included routing
information is set by the site policy. The obvious risk is that such policies will
often default to accepting the normal BGP update, especially in the beginning
of the change-over.

A major drawback of S-BGP and related schemes is the requirement to ap-
ply changes to the existing protocol. Such changes not only imply a huge cost as
hardware devices need to be upgraded, but there is also a reluctance to switch
to designs that are not proven to work effectively on a large scale. Currently,
it is not clear whether S-BGP will eventually take hold or how long the nec-
essary transition phase will last. In [9], Goodell et al. highlight the fact that
existing BGP security approaches have not been widely deployed. The authors
consider the protocols’ limited ability to be incrementally deployed, the high
computational costs and the infeasibility of modifying the vast installed base
of BGP software as the main contributors to the slow rate of adoption. Recog-
nizing these limits, a protocol (ASRAP — autonomous system routing authority
protocol) that can be incrementally deployed in parallel to the existing routing
infrastructure is proposed. Similar to S-BGP, this protocol allows autonomous
systems to verify routing updates. Unlike S-BGP, however, the UPDATE messages
themselves are not modified. Instead, each participating AS has to provide an
ASRAP service that can be queried by others to verify transmitted routing up-
dates. The authors themselves realize that the success of their solution requires
AS administrators to install such services and maintain an additional database,
initially without receiving any obvious benefit. Even if such a solution is even-
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tually realized, it would take a considerable amount of time until a majority of
ASes support ASRAP. In the meantime, however, there is a need to provide a
mechanism that can help routers to decide whether information received in up-
date messages appears suspicious or not. This functionality is provided by our
techniques to verify route updates.

3 Threats from BGP Peers

Threats from BGP peers have their origin in the trust a router has to place
in the information it receives from its peers. The protocol standard does not
include or suggest any mechanism to verify this information — that is, the routing
data. Therefore, a malicious or misconfigured router can propagate invalid route
advertisements or route withdrawals virtually without restrictions.

The most important information in a routing UPDATE message consists of
the reachability information in the NLRI field and the AS_PATH attribute. The
NLRI field specifies the IP address blocks that are either announced as reachable
through a route or that are withdrawn as unreachable at this point in time. The
AS_PATH attribute enumerates the autonomous systems that have to be traversed
to reach the announced address blocks. This is needed to prevent routing loops
but can also be used to make routing decisions based on policy or performance
metrics. For example, when receiving a route to the same target IP address via
multiple routes, the shorter one (as represented by less intermediate entries in
the AS_PATH attribute) can be chosen.

As neither the reachability information nor the path attribute can be vali-
dated by a BGP peer receiving an UPDATE message, a malicious router is able
to

1. specify an invalid AS path to an IP block so that the path includes the
malicious AS itself (i.e., invalid AS path announcement).

2. announce that it controls an IP block that it has no authority over (i.e., IP
Address ownership violation).

Such malicious injections can cause traffic to be routed to the malicious AS
while legitimate sites become unreachable. This enables the attacker to perform
man-in-the-middle attacks or to launch a large-scale denial of service.

Although many ISPs employ filters to discard invalid route updates, these
mechanisms do not provide sufficient protection. This is confirmed by the con-
tinuous occurrences of incidents [7,15,16, 18] where invalid BGP updates are
accepted, leading to large scale loss of connectivity. The following two sections
describe detection techniques that are capable of identifying updates that are
suspicious in the two ways enumerated above.

4 Detection of Invalid AS Path Announcements

An invalid AS path is an AS_PATH entry in an UPDATE message that announces
a potential route to a certain IP address range, although the route does not
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exist. The AS path specifies the sequence of autonomous systems that a route
announcement has previously traversed and describes a potential route to the
destination IP addresses in the NLRI field. When a malicious AS crafts an update
message with an invalid AS path, it offers a route to the advertised IP desti-
nations that does not exist. Such update messages mislead other ASes, causing
them to send traffic to the malicious AS and enabling the aforementioned man-
in-the-middle and denial of service attacks.

It is infeasible to determine the validity of an AS path that has not been
observed before by solely analyzing single BGP update messages. Consider a
malicious AS that advertises a direct route through itself to the address block
that it intends to hijack. The update message is crafted such that it appears to
originate from the victim AS and an AS that receives such a message cannot tell
whether a new, legitimate connection has been established or whether the route
is invalid.

4.1 AS Connectivity Graph

The required additional information that enables us to analyze AS_PATH entries
is obtained from the topology of the AS connectivity graph. This graph is only
based on autonomous systems and the links between them. We do not consider
single routers. We observe that each AS, in addition to having authority over
a set of IP address blocks, is connected to a set of neighboring autonomous
systems. The idea is that these inter-AS connections can be extracted or, to be
more precise, sufficiently well approximated from processing UPDATE messages.

The AS connectivity graph is a graph G that consists of a set of n vertices
{v1,v2,...,v,}, each representing a different autonomous system. Each vertex
is labeled with a unique identifier that represents the 16-bit autonomous system
number that is assigned to organizations by their responsible Internet number
registry (e.g., American Registry for Internet Numbers — ARIN [2]). Each node
v; can be connected to zero or more other vertices {v;,..., vz} by undirected
edges {ei;,...,eir}. An edge (or link) e;; represents a direct network connection
between the autonomous systems represented by v; and v; such that routers
located in those systems can exchange traffic without having to traverse another
autonomous system. Connections between ASes manifest themselves as adjacent
AS numbers in the AS_PATH attributes of UPDATE messages. More precisely, they
can be retrieved from sequence segments of AS_PATH attributes.

In addition to sequence segments that show the exact trail of a route update,
an AS_PATH attribute can also contain AS sets. AS set segments store autonomous
systems in an arbitrary fashion and commonly appear in the announcement of
aggregated routes. Aggregated routes are utilized to decrease the size of routing
tables and are created by an AS that does not forward BGP update messages
from its peers immediately. Instead, it collects these messages and merges their
address sets into a single block. The AS then announces the resulting block,
essentially claiming that it owns the aggregated address space. In most cases,
however, there is no single AS path that leads to all the aggregated IP address
destinations and the AS_PATH attributes have to be merged as well. This is done
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by combining all autonomous systems into the unordered collection of AS num-
bers called AS set. This AS set is then used as new AS_PATH attribute.

The AS set is needed to prevent routing loops. If the sets were omitted and
the aggregating router announced a path originating at the local AS, the route
might be propagated back to one of the autonomous systems that originally
announced parts of the aggregated route. This AS would be unable to determine
that it has previously announced parts of that aggregated route itself and might
install or forward the update instead of discarding it. Although the omission of
the AS sets when propagating aggregated routes is bad practice and might lead
to routing loops, it is the default setting in Cisco’s BGP implementation. When
an AS set is encountered in the AS_PATH attribute, no connectivity information
can be retrieved from it.

Several previous studies of the BGP topology [11,20, 32] have utilized data
extracted from BGP routing tables or BGP update messages. The resulting
graphs have proven to be useful in determining correspondence between IP
addresses, prefixes and ASes. A common classification in this research distin-
guishes between core and periphery nodes of the connectivity graph. According
to [10], the core consists of international, national and North American regional
providers while the periphery corresponds to metropolitan area providers, com-
panies and universities. In [33], the core and the periphery nodes are called
transfer and stub nodes, respectively. The authors state that the connectivity
graph is hierarchical with transfer nodes being highly interconnected while stub
nodes attach to at most a few other stub nodes and have one or two links to
transfer nodes.

Both studies utilize the node degree (i.e., the number of neighbors or links
to other nodes) as a distinguishing criteria to classify ASes as either core or
periphery systems. Following this observation, we adapted a technique described
in [6] to determine the core nodes of the AS graph. The algorithm operates by
successively pruning nodes from the graph that have a degree of two or less (i.e.,
nodes that have at most two connections to the remaining nodes in the graph).
The pruning is continued until no more nodes can be removed, and each removed
node is classified as periphery. Note that each node of the graph can be evaluated
multiple times as the pruning progresses. It is possible that the number of links
of a node with a degree greater than two is reduced due to other nodes that
are removed from the connectivity graph. When the algorithm terminates, all
remaining nodes are classified as core nodes. This process labels between 10%
an 15% of all autonomous systems as core nodes, a finding that is in agreement
with the two studies mentioned above [10,33] as well as results reported in [8].
For exact results obtained for a selection of data sets, see Section 6.

Other methods [8, 31] to classify autonomous systems are possible and might
improve our detection results. In our work, however, we have chosen the straight-
forward approach presented in [6] and leave the assessment of alternative classi-
fication algorithms for future work.

When the core and periphery nodes of the connectivity graph have been
determined, the complete AS connectivity graph can be decomposed into clusters
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of periphery nodes. This decomposition is achieved by removing all core nodes
from the graph. The resulting graph is no longer connected — instead it consists
of many small groups of interconnected periphery nodes. These groups no longer
have paths between them. This can be expected, as the core nodes represent the
backbone of the Internet that provides the links between collections of smaller
networks. A set (or group) of periphery nodes where each node is reachable from
every other node in the set via at least one path is called a cluster. Note that
the path between nodes in a cluster may contain intermediate nodes. It is not
necessary that each node in a cluster has a direct link to every other node. One
exemplary cluster of six ASes located around Toronto in Ontario, Canada is
shown in Figure 1. The distances between individual autonomous systems range
from 0 kilometers, when two ASes are in the same town (here Toronto), to 238
kilometers. The figure also shows four uplinks that connect ASes to core nodes
(such as the link from AS 2767 — AT&T Canada to AS 7018 — AT&T WorldNet).

Core nodes

.~ "AS7018 ™~
[ AT&T L
*\ _WorldNet _ -

AS2767
AT&T Canada
Telecom Services
Company

AS18621
Connestoga
College

AS19737
Military College of
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Canadian
Res. Network

AS239
Univ. of Toronto

Fig. 1. AS Cluster around Toronto, Canada

We claim that the geographical distances between autonomous systems that
are represented by the nodes of a single cluster are small. To capture the geo-
graphical distances of a cluster more precisely, we define the cluster diameter as
the maximum geographical distance between any two of its ASes. In Figure 1, the
maximum distance is 285 kilometers between AS 18621 and AS 19737. For the
calculation of the cluster diameter, it is not necessary that a direct link exists
between the most distant ASes. The idea is to confine a geographic area or
region in which all ASes are located. The validity of our claim can be intuitively
understood by the fact that periphery nodes represent small networks that are
connected to large providers to obtain Internet connectivity (represented by
core nodes) and to other small networks that are located in close vicinity. It is
neither economically nor technically reasonable for a periphery network to install
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a direct link to another periphery network that is far away (from a geographical
point of view). Our hypothesis is verified by deriving the cluster diameters for
AS connectivity graphs (containing several thousand ASes) constructed from
update messages collected at different points in time over the last two years. For
a description of the test methodology and the exact results, consult Section 6.

4.2 Detection Techniques and Limitations

Based on the partition of the AS connectivity graph into core and periphery
nodes and the observation that the cluster diameter is small, we define the
following two constraints that a valid AS_PATH must satisfy.

1. The sequence of autonomous systems in an AS_PATH may only contain a
single subsequence of core ASes. That is, a path that has traversed and left
the core may never enter the core again.

2. All consecutive pairs of periphery ASes in an AS_PATH must either be part
of the same cluster or, when they establish a link between two previously
unconnected clusters, must be in close geographical vicinity.

The first constraint ensures that valid routes between two periphery ASes
only traverse the core once and do not detour through a different periphery sys-
tem before reaching the destination. As the core represents the backbone of the
Internet, it is capable of delivering packets between any two periphery clusters
directly. This constraint is also discussed in [33] and [8]. Both authors observe
that valid paths traverse the core only once and do not have any intermediate
periphery nodes.

The second constraint refers to direct connections between periphery systems.
As shown in Section 6, periphery ASes that are directly connected are in a close
geographical vicinity. When two periphery ASes are consecutively listed in an
AS path, a direct link between these two is indicated. When a link between the
two ASes already exists or when both belong to the same cluster, the connection
is considered legitimate. When the link connects two previously unconnected
clusters, the geographical distance between the two ASes has to be calculated.
To be a valid update message, this distance has to be below a certain, adjustable
threshold that can also depend on the diameter of the two clusters involved. For
our experiments, this threshold is set to the maximum between the sum of the
two cluster diameters and 300 kilometers®.

The two aforementioned constraints allow us to validate certain properties of
the AS paths in BGP update messages. For example, a malicious periphery AS
that attempts to craft an invalid path to a victim usually cannot simply announce
a direct route to the victim’s AS. This is because such a direct link would violate
the second constraint (assuming that the malicious AS and the victim are far
enough away). In case the malicious nodes attempts to evade detection and

1300 kilometers was chosen as a reasonable low value to capture the notion of close
proximity. The threshold was selected prior to the evaluation and was not tuned to
improve the experimental results afterwards.



26 C. Kruegel et al.

inserts a core AS between itself and the victim’s AS, the advertisement of this
new route to any core AS would result in a sequence of core nodes that is
interrupted by the offending AS. Such an update message would then violate
the first constraint.

An obvious restriction of the topology-based approach is that only connec-
tions between periphery ASes can be validated using the geographical distance
measurement. When a core node installs a new, direct route to another node
(which may be either periphery or core), there is no reason why this announce-
ment should be distrusted. It is perfectly reasonable to conclude that simply
another direct link has been established. This limitation, however, only affects
updates sent by large providers. Since these organizations usually employ net-
work monitoring and implement high security standards, the threat that em-
anates from them is small compared to local providers or companies. Also note
that this limitation does not affect updates that providers receive from their
peers. They can still be checked and potential problems detected.

Another limitation prevents the detection of invalid updates when an AS
claims that is has a direct connection to another autonomous system that is
in a close geographical vicinity. In this case, the distance between the nodes
representing the attacker and the victim AS is short and the model assumes
that a valid, direct route has been installed. This allows a malicious AS to affect
routing to other ASes that are located nearby. However, only a limited number
of periphery ASes are located close to any specific autonomous system. This puts
a limit on the number of potential targets and the freedom that the attacker has
in choosing the victim. When an attacker attempts to forge a route to a distant
AS, our system is capable of detecting the invalid path update.

The problem of dynamically updating the network model is left for future
work. In our current design, it is necessary to rebuild the network model when
the underlying topology changes in an extent that causes a significant raise in
the number of false alarms. Note, however, that the network topology model can
be built very fast. The model creation process required, for our experiments,
update messages collected in a period of less than a day before it converged.
Convergences was reached when new update messages did not result in any
new information inserted into the graph for more than six hours. The detection
process also exhibits a certain robustness against invalid updates during the
model creation phase. Although invalid information is entered into the topology
graph, the defect remains confined locally.

5 Detection of IP Address Ownership Violation

An IP address ownership violation occurs when an AS announces an IP block
that it is not entitled to. This announcement is done by setting the NLRI field
of the update message to the illegitimate IP range and transmitting it using an
AS_PATH that starts with the malicious AS. An AS that receives such a message
considers the originating malicious AS authoritative for the announced IP block
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and will forward corresponding packets there (given that it has not received a
more preferable path to that IP block from the legitimate owner).

This problem, also called Multiple Origin AS (MOAS) conflict, was exten-
sively studied by Zhao et al. [34]. The authors point out that MOAS conflicts
occur relatively frequently, and also provide several non-malicious explanations
for this phenomenon.

One possibility to distinguish between malicious and legitimate MOAS con-
flicts are BGP protocol enhancements, either using cryptographic solutions such
as S-BGP [14] or protocol extensions such as MOAS lists [35]. A MOAS list
contains a list of all ASes that are entitled to announce a certain IP block, and
is attached to BGP route announcements. Although individual MOAS lists can
be altered or forged, the solution relies on the rich connectivity of the Internet.
It is assumed that a router will, in addition to a malicious MOAS list sent by
an attacker, also receive a valid MOAS list from a legitimate source, thus being
able to detect the inconsistency and raise an alarm.

In contrast to that, we pursue a more naive strategy and attempt to prevent
as many MOAS conflicts as possible that originate from probably legitimate
configurations. This is done by ignoring BGP updates with aggregated NLRI
fields or set COMMUNITIES attributes, as described in more detail below. Also,
updates that announce large IP ranges (in our case, network masks with 8 or
less bits) are excluded from our model. This approach aims to reduce the number
of false positives, with the downside of an increased false negative rate. Future
work will investigate improvements of this technique.

In our current approach, we build a model that stores a mapping between
IP address blocks and their respective, authoritative ASes to detect address
ownership violations. This mapping is constructed from BGP update messages
during the model building phase. In the simplest case, the IP address block that
a particular AS owns can be extracted directly from update messages. An IP
range is announced by its owner by creating a suitable BGP UPDATE message
and sending it to the peering partners of the particular autonomous system. As
each AS forwards such updates, it is required to prepend its own number to the
already existing AS_PATH attribute. Thus the originating AS appears as the last
entry in the path list. Whenever our system observes a BGP message announcing
an address block, the mapping between the IP range and its owner is inserted
into our model.

It is not a requirement that an AS actually owns an IP block to be entitled
to announce it. In fact, it is possible (and quite common) that an autonomous
system would be granted the right to announce a block for a related AS. All TP
packets that are forwarded to that AS are then correctly relayed to the actual
target. In such a case, however, the actual owner is not supposed to announce
the address block itself. For an external observer, it appears as if the address
block is owned by the AS that announces it.

Unfortunately, there are situations when the owner of an IP block cannot
be identified easily. The most common reason is the aggregation of IP address
ranges. As previously stated, when an AS performs aggregation it claims that
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it is the origin of the aggregated address space, effectively masking the true
owners of the aggregated IP subranges. An autonomous system that performs
this step is required to tag this announcement with a special flag. This enables an
external observer to identify aggregated update messages as such. A mechanism
similar to aggregation is used with communities. The COMMUNITIES attribute
was introduced in RFC 1997 [3] and is used to describe a group of autonomous
systems with common properties. It is used to control the propagation of routing
information based on communities instead of IP prefixes and AS paths alone in
an attempt to simplify routing policies. When routes from different ASes that
belong to the same community are aggregated, the aggregation tag is not set.
Nevertheless, the original source of an update can no longer be determined with
certainty.

The straightforward solution to the problem of aggregated routes? is to sim-
ply exclude them from the analysis. Unfortunately, a malicious AS could then
evade detection by marking a route update as aggregated. Therefore, update
messages that announce aggregated routes cannot be discarded immediately. In-
stead, we only discard these updates when the originating AS is a core node.
In this case, it is very probable that the NLRI field contains IP ranges of many
different destinations and the information cannot be reliably utilized. In the case
of a periphery node, however, a mapping between the aggregated IP block and
the corresponding AS is installed. When a periphery AS aggregates routes, we
assume that the aggregated IP blocks are unlikely to be announced indepen-
dently by the actual owner (that is a periphery AS as well). This assumption
is confirmed by the low false alert rate that our system produces (as shown in
Section 6).

The knowledge of IP address ownership helps to detect attacks or misconfig-
urations where an AS announces an address block that is not under its author-
ity. UPDATE messages that contain addresses in their NLRI field that are already
owned by someone else are classified as malicious. For similar reasons as outlined
above, we discard all aggregated routes that originate at core nodes.

In general, the ownership of an address is relatively stable. Although flapping
connections or broken links may cause a specific route to certain target addresses
to be withdrawn, we cannot delete the address binding from our database as the
ownership of the respective block has not changed. The problem of changes in
the ownership of IP blocks can be solved in two ways. One approach involves a
human operator that notices the increase of alleged attacks caused by clashing
IP blocks and removes the old binding after making sure that the alerts are
incorrect. Then, the new owner of the now vacant address can be entered into
the model and normal operation continues. A more sophisticated automated
mechanism determines whether the previous owner has recently announced the
disputed IP blocks. When a sufficient amount of time has elapsed since the last
announcement, the new owner is considered to be legitimate and ownership is
transferred.

2 In the following discussion, the term aggregated routes applies to update messages
with community attributes as well.
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6 Experiments

We have developed several criteria that help to assess the validity of routing
data using an underlying model of the global routing infrastructure. Our model,
consisting of the mapping of IP prefixes to ASes and the AS connectivity graph,
is built by processing routing updates collected at Looking Glass sites such as the
one run by the University of Oregon [32]. Looking Glass sites are passive BGP
peers that maintain connections to a number of major BGP routers throughout
the Internet and obtain the routers’ forwarding tables as well as any UPDATE
messages the routers receive. This allows one to get BGP data from multiple
vantage points in different locations. The data is archived and made publicly
available.

The techniques described in the previous sections have been implemented
to detect potentially invalid route messages sent by BGP peers. Note that the
detection system does not have to be installed at the actual BGP routers. In-
stead, in a setup that is similar to the one used by Looking Glass sites, UPDATE
messages can be forwarded by routers to a regular desktop machine where the
analysis can be performed.

The empirical evaluation of our approach uses BGP data collected during four
different weeks over the last two years. The first data set contains BGP update
messages collected during the week starting from April E)th7 2001, the second
set starting from January 10th, 2002, the third set starting from September
15th, 2002, and the fourth starting from March 3rd’ 2003. The first day of each
week was used to build the IP address to AS mapping and the AS connectivity
graph. The subsequent six days were then used as an input for the detection
process. We assume that the day utilized for the model creation phase is free
of any major incidents. However, minor misconfigurations are likely to occur.
This results in a slightly imprecise topology graph, and thereby, might result in
incorrect detections. We claim that the effect of these misconfigurations is small;
a claim that is supported by the evaluation of the quality of the model and the
detection process in the following two sections.

6.1 Model Validation

Our detection mechanisms depend upon both reliable classification of core and
periphery ASes, as well as the validity of the assumption that ASes making up
each cluster in the periphery are geographically close. Prior to investigating the
detection performance of the system, this section explores these requirements in
more detail.

Table 1 provides statistical data for each AS connectivity graph constructed
from the BGP update messages of the first day of the respective four data sets.
The iterative algorithm for partitioning the AS connectivity graph into core
and periphery nodes (described in Section 4.1) performs well. Upon removing
the core, the remaining nodes in the graph fall into disjoint clusters. The total
number of core AS nodes represent, on average, 12.6% of the total number of



30 C. Kruegel et al.

Table 1. AS Connectivity Graph Statistics

Date Periphery Core Clusters | Max. Size | Avg. Size
Apr. 5th, 2001 || 5831 (89.5%)| 686 (10.5%) 4437 64 1.31
Jan. 10th, 2002|| 10592 (85.1%)| 1860 (14.9%) 8692 72 1.20
Sep. 15th7 2002(| 12006 (87.1%)| 1773 (12.9%) 9762 63 1.23
Mar. 3'4, 2003 || 8422 (87.9%)| 1162 (12.1%) 6418 68 1.31

nodes in the graph. This is in close agreement with [10] and [33], which find about
10% of ASes that constitute the core of the Internet. The number of nodes in
each cluster is small, usually one, but there are also large clusters with a few
tens of nodes. Table 1 shows, for each data set, the number of clusters ( Clusters)
as well as the maximum (Maz. Size) and average number of nodes per cluster
(Avg. Size).

For each cluster, we calculate the cluster diameter as defined in Section 4.1.
This requires determining the maximum geographical distance between any two
of its ASes. To obtain the distance between two autonomous systems, it is nec-
essary to determine the locations for both ASes and to calculate the great circle
geographic distance between them. The location for an AS is extracted from
the whois database entry of the appropriate local registry (ARIN [2] for the US
and Canada, RIPE for Europe, LACNIC [17] for Latin America and APNIC
[1] for Asia and the Pacific). The whois entries in the ARIN database list the
city, state and country for the autonomous system location in explicitly marked
fields. This makes it straightforward to extract the required data. The other three
databases, however, do not follow a standardized method of specifying locations.
Therefore, we have developed a parser that retrieves the provided organizational
description and contact information for each AS and attempts to determine a
probable geographical position. Manual inspection of a few hundred locations
indicate that the extraction of geographical data is successful. Additionally, our
results show that connected periphery ASes are in close proximity (see Figure 2
below). Note, however, that the location information is only useful for periphery
nodes. Although core nodes have a specific geographic location as well, their
corresponding networks usually span a large geographical area and, thus, this
information has less value. Only for peripheral ASes, the location information is
meaningful.

Figure 2 is a log-scale histogram plot that shows the distribution of cluster
diameters for the four datasets considered in this evaluation. In all cases, the
fraction of clusters whose diameter is greater than 300 kilometers is less than
2.4%. There is a relatively small number of high-diameter (i.e., > 4000 km)
outliers in each plot. These are due to obviously incorrect or stale entries in the
whois database or are caused by special purpose links operated by ASes that
are not classified as core nodes. For example, NASA operates a branch office
in Moscow with its own AS number and this AS has a direct connection to a
location in the US. However, the special links are expected to be stable and the
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Fig. 2. Cluster Diameter Distribution (logarithmic scale)

installation of such a connections is a relatively infrequent event. Therefore, we
do not expect a noticeable influence on the number of false alerts; an assessment
that was confirmed by our measurements shown in Section 6.2. Note that we did
not manually change any of these ‘anomalies’ for the evaluation of the detection
process, but we expect them to contribute to the observed false alarms.

6.2 Detection Evaluation

The detection approach was evaluated on BGP data collected during four dif-
ferent weeks over the last two years. We used the first day of each week to build
our models and the subsequent six days as an input to the detection algorithms.

The first two data sets are important to assess the detection capability of
our system as both hold traces of significant misconfiguration problems. The
first data set (that starts on April 5th, 2001) contains an incident where Cable
and Wireless (AS3561) propagated more than 5000 improper route announce-
ments from one of its downstream customers [7, 18] that illegitimately claimed
large IP ranges. This lead to global connectivity problems for about 90 minutes.
Clearly, the corresponding messages should be identified as IP address ownership
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Table 2. Alert Overview

Week Update Address Violation Invalid AS Path
starting at Messages || Correct | Incorrect || Correct |Incorrect
Apr. Bth, 2001 1,507,673 2148 18 0 0
Jan. IOth, 2002|| 5,918,085 0 23 76 0
Sep. 15th, 2002|| 7,065,598 0 23 0 0
Mar. 3rd7 2003 5,499,401 0 14 0 0

violations. The second data set (that begins on January 10th, 2002) contains ev-
idence of a misconfiguration where a customer propagated routes received from
its upstream provider to a peering partner [18]. This peer then continued to
forward the routes to its own upstream provider, thereby advertising routes to
parts of the Internet through the customer AS itself. This misconfiguration is
similar to an attack where a periphery AS announces a route to other periphery
ASes through itself and the involved updates should be classified by our system
as invalid AS paths.

The third and fourth data set are, after reviewing the mailing list of the
North American Network Operators’ Group [25] for the periods in question, free
of major attacks or misconfigurations. These two weeks serve as more recent
data to verify that our assumptions about the AS connectivity graph are valid
and to provide an estimate for the false positive rate for the Internet at present.

Table 2 provides the results of our detection system. For each data set (col-
lected over six days), the table shows the total number of processed update
messages, the number of IP address ownership violations and the number of in-
valid AS paths that were reported. All alerts are classified as either correct or
incorrect. An alert is classified as correct when it is obviously related to one of
the two incidents in the first two data sets as described above. All other alerts
are classified as incorrect. Closer examination of the incorrect alerts reveals that
a large percentage is due to the misclassification of periphery nodes that are
in fact part of the core. Such misclassifications occur mainly for autonomous
systems located in Asia or Eastern Europe. The update messages collected from
Route View mostly contain traffic sent between ASes in Europe and the US, re-
sulting in an AS connectivity graph that is sparse for other regions. As the node
classification relies on the degree of connectivity, core nodes in those regions may
not have enough neighbors in our graph and are thus labeled as periphery. To
obtain more precise data from these regions, we would require BGP data from
routers located in there. Other incorrect alerts might have been the result of
actual misconfigurations, but no supporting evidence was found for the relevant
dates on the network operator mailing list [25] and the alerts had to be classi-
fied as incorrect. Another possible cause are invalid data utilized to create the
network topology model.

Note that the numbers in Table 2 reflect unique violations. That is, when mul-
tiple invalid update messages with identical routing information are observed,
only one alert is produced. This shows the potential tremendous impact of a sin-
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gle misconfiguration on the global infrastructure. For example, the 2148 different
address ownership violations detected during one day of the first test week were
the result of a single incident.

It is interesting to observe that the properties of the network graph as well as
the behavior of the system do not change noticeably for the test sets that reflect
samples from a period of over two years. This indicates that our assumptions
are stable and that detection can be performed reliably.

7 Future Work

This section gives an overview of our plans to extend the security model as well
as our presented technique.

A useful extension of the proposed approach to BGP security is the inclusion
of BGP policies. BGP speakers usually define policies that restrict the informa-
tion exchange with their respective neighbors and influence routing decisions.
This allows us to determine whether the current network graph conforms to
the specified policies and raise an alarm in case a deviation is detected. Such
deviations could either result from misconfigurations or malicious behavior.

The presented design does not automatically take into account changes of IP
address ownership and the removal of connections between autonomous systems.
It would be desirable to determine when IP address blocks have been transferred
between ASes without the intervention of an operator that has to remove the
binding from the database. This could be done by including information from the
Route Arbiter Project [29] or from miscellaneous network information centers.
Also, the information in withdrawal messages is not utilized. This is because it
is not straightforward to extract topology information from such updates.

8 Conclusion

The Border Gateway Protocol is the de facto standard for inter-domain routing
in today’s Internet. Although protocol design weaknesses and implementation
flaws in many devices running BGP are well-known, it is difficult to overcome
them. The huge base of installed equipment and the fact that, despite several
successful attacks, global routing seems to work satisfactorily create an enormous
reluctance to the adoption of newer protocols. Although approaches such as S-
BGP seem appealing at first glance, they have not been widely deployed. In the
meantime, the concept of “security by obscurity” is the only protection against
potentially devastating attacks.

We have developed a technique to validate routing data in BGP UPDATE
messages to protect routers from installing falsified routes. The mechanism is
based on topology information of the autonomous systems connectivity graph
and geographical data from whois databases. It is capable of identifying updates
where a malicious or misconfigured router announces illegitimate IP address
blocks or invalid routes that do not exist. Our system can be applied immediately
and does not interfere with the existing infrastructure.
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Abstract. Integrated Network-Based Ohio University Network Detec-
tive Service (INBOUNDS) is a network based intrusion detection system
being developed at Ohio University. The Anomalous Network-Traffic De-
tection with Self Organizing Maps (ANDSOM) module for INBOUNDS
detects anomalous network traffic based on the Self-Organizing Map al-
gorithm. Each network connection is characterized by six parameters
and specified as a six-dimensional vector. The ANDSOM module creates
a Self-Organizing Map (SOM) having a two-dimensional lattice of neu-
rons for each network service. During the training phase, normal network
traffic is fed to the ANDSOM module, and the neurons in the SOM are
trained to capture its characteristic patterns. During real-time opera-
tion, a network connection is fed to its respective SOM, and a “winner”
is selected by finding the neuron that is closest in distance to it. The
network connection is then classified as an intrusion if this distance is
more than a pre-set threshold.

Keywords: Intrusion Detection, Anomaly Detection, Self-Organizing
Maps

1 Introduction

We have seen an explosive growth of the Internet in the past two decades. As
of January 2003, the Internet connected over 171 million hosts [I2]. With this
tremendous growth has come our dependence on the Internet for more and more
activities of our lives. Hence, it has become critical to protect the integrity and
availability of our computer resources connected to the Internet. We have to
protect our computer resources from malicious users on the Internet who try to
steal, corrupt, or otherwise abuse them. Towards this goal, intrusion detection
systems are being actively developed and increasingly deployed.

Intrusion detection systems have commonly used two detection approaches,
namely, misuse detection and anomaly detection. The misuse detection approach
uses a database of “signature”s of well known intrusions and uses a pattern
matching scheme to detect intrusions in real-time. The anomaly detection ap-
proach, on the other hand, tries to quantify the normal operation of the host, or
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the network as a whole, with various parameters and looks for anomalous values
for those parameters in real-time.

Integrated Network Based Ohio University Network Detective Service (IN-
BOUNDS) is an intrusion detection system being developed at Ohio University.
INBOUNDS uses the anomaly detection approach to detect intrusions, and is
network-based i.e., it can be used to passively monitor the network as a whole.
In this paper, we present the Self-Organizing Map based approach for detecting
anomalous network behavior developed for INBOUNDS.

We organize this paper as follows. In Section 2, we give a brief description
of Self-Organizing Maps and follow up in Section 3 with details of related work
in the intrusion detection domain based on Self-Organizing Maps. In Section 4,
we describe the INBOUNDS system and the design of the Self-Organizing Map
based module for detecting intrusions. In Section 5, we present some of our ex-
perimental results, and in Section 6 we conclude and give some recommendations
for future work.

2 Self-organizing Maps

The concept, design, and implementation techniques of Self-Organizing Maps are
described in detail in [25]. The Self-Organizing Map algorithm performs a non-
linear, ordered, smooth mapping of high-dimensional input data manifolds onto
the elements of a regular, low-dimensional array [25]. The algorithm converts
non-linear statistical relationships between data points in a high-dimensional
space into geometrical relationships between points in a two-dimensional map,
called the Self-Organizing Map (SOM). A SOM can then be used to visualize
the abstractions (clustering) of data points in the input space.

The points in the SOM are called neurons, and are represented as multi-
dimensional vectors. If the data points in the input space are characterized using
k parameters and represented by k-dimensional vectors, the neurons in the SOM
are also specified as k-dimensional vectors.

2.1 Learning

In the SOM Learning phase, the neurons in the SOM are trained to model the
input space. This phase has the following two important characteristics:

— Competitive. Each sample data point from the input data space is shown
in parallel to all the neurons in the SOM, and the “winner” is chosen to be
the neuron that responds best. The k-dimensional values of the winner are
adjusted so that it responds even better to similar input.

— Cooperative. A neighborhood is defined for the winner to include all neu-
rons in its near vicinity in the SOM. The k-dimensional values of neurons
in the neighborhood are also adjusted so that they too respond better to a
similar input.

The SOM learning principle, illustrated in Figure [1, shows the SOM, with
the circles representing neurons. The input data point is fed in parallel to all the
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Fig. 1. SOM Learning

neurons in the SOM. The winner neuron is colored black, and a square of length
5 centered around it represents the neighborhood.

During the learning phase, samples of data are collected from the input space
and “shown” to the SOM. For this purpose, sample vectors representing input
data covering the range of operational behavior are collected. The neurons in
the SOM are initialized to values chosen from the range of sample data. The
neurons can be assigned values linearly in the range (linear initialization), or
assigned random values within the range (random initialization).

Distance Measure. For the purpose of locating the winner neuron given the
data sample, a suitable measure of distance has to be defined. The commonly
used distance measures are the Euclidean and the Dot-product measures. In the
Euclidean measure, given two points X (z1,22,...,2x) and Y (y1,¥2,...,Yk) in
k-dimensional space, the Euclidean distance is given by

\/(»Tl —y) (@2 — )"+ (o — )

If the Dot-product measure is to be used, the input data points and the neu-
rons in the SOM have to be normalized. Normalization of a vector V (v1, v, . .
vk) is a process of transforming its components into
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so that the modulus of the normalized vector is unity. The dot-product of the
input data point is calculated individually with each of the neurons, where the
dot-product of two normalized vectors X (z1,22,...,2k), and Y (y1,y2,...yx) is
defined to be

T1.Y1 + 2.y + ...+ Tr Yk
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The winner is selected to be the neuron that gives the maximum dot product.

Neighborhood Function. The neighborhood function determines the size and
nature of the neighborhood around the winner neuron. The commonly used
neighborhood functions are Bubble and Gaussian. In the Bubble function, the
neighborhood radius is specified by a variable o, and all neurons within the
neighborhood are adjusted by the same factor o towards the winner. The pa-
rameter «, called the learning rate factor, and the neighborhood size o, are
generally chosen to be monotonically decreasing functions of time ¢, where ¢ is a
discrete time measure incremented with every iteration of the training process.
The Bubble neighborhood function h.;(¢) is specified as:

) |[7e,mil| < o(t)
hei(t) = {O otherwise

where r. and r; represent the positions of the winner ¢ and neuron ¢ in the SOM,
and ||r., ;|| is the distance between them.

The Gaussian neighborhood function adjusts the winner neuron the most
towards the sample data, and adjusts the remaining neurons within the neigh-
borhood lesser and lesser as their distance from the winner increases, based on
a bell shaped Gaussian function. It is specified as:

_re.ril? ‘
hei(t) = {g(t)exp( 207 (t) ) [|7e, || < o(t)

otherwise

The Gaussian neighborhood function is illustrated in Figure [II The winner
shown in black is moved the most towards the sample data, while the neurons
in the neighborhood are moved lesser and lesser as shown in the gray-shades.

Learning Function. After the winner is found and the neighborhood is de-
termined, the k-dimensional values of the neurons are adjusted based on the
learning function. The learning function is specified as:

mi(t+1) = m;(t) + hei(t)[x(t) —mi(t)]

where m;(t), m;(t + 1) represent k-dimensional values of neuron i, at time ¢ and
t + 1 respectively; x(t) represents the k-dimensional values of the sample data.

To summarize, for every neuron in the SOM, the learning function calculates
its distance from the sample data, and adjusts its k-dimensional values towards
the sample data by a factor specified by the neighborhood function h.;(t).

2.2 Algorithm

The choice of the factors described in the previous section affect the nature of the
SOM generated. Once these factors are decided upon, the following algorithm
can be used to train the SOM.
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After the SOM is initialized, the learning process is carried out in two phases.
In the initial phase, a relatively large neighborhood radius is chosen. The learn-
ing rate factor a(t) is also chosen to have a high value, close to unity. This phase
is carried out for relatively lesser number of iterations. Most of the map organiza-
tion happens in this phase. In the final fine-tuning phase, a smaller neighborhood
radius and smaller learning rate factor are chosen. This phase is carried out for
relatively larger number of iterations. The adjustment done to the neurons are
much smaller in this phase.

2.3 Operation

In a k-dimensional space, the sample data and the SOM neurons appear as
points. During the course of the learning algorithm described above, the neurons
“move” in the k-dimensional space to characterize the sample data as closely as
possible. While clusters of neurons would form at spaces where the sample data
points are concentrated, fewer neurons would represent the space where sample
data occur sparsely.

During operation, a real-time sample can be fed to the SOM, and its winner
located. It can be flagged normal if it is sufficiently closer to the winner, and
flagged anomalous if its distance from the winner is more than a preset threshold.

3 Related Work

In the work cited in this paper, SOM-based profiles of various network services
like web, email, etc., are built to perform anomaly-based intrusion detection.
Using network-service profiles to perform intrusion detection is not new how-
ever. The paper [7] discusses the approach used to build statistical profiles of
network services for the EMERALD [20] intrusion detection system. The paper
[16] discusses a Neural network based approach to develop connection signatures
of common network services.

Self-Organizing Maps have also been used in the past in the intrusion de-
tection domain for various purposes. The paper [10] describes a Multi-level Per-
ceptron/SOM prototype used to perform misuse-based intrusion detection. The
paper [23] describes a system that uses SOMs as a monitor-stack to profile net-
work data at various layers of the TCP /IP protocol stack. This system was used
to detect buffer-overflow attacks by building profiles of application data based
on percentage of bytes that were alphabetical, numerical, control, or binary. The
paper [15] describes a system that uses Neural networks using the Resilient Prop-
agation Algorithm (RPROP) to detect intrusions that uses SOMs for clustering
and visualizing the data.

The paper [18] describes a host-based intrusion detection system that uses
multiple SOMs to build profiles of user sessions, and uses them to detect ab-
normal user activities. The paper [17] describes an anomaly-based intrusion de-
tection system that characterizes each connection based on the following fea-
tures: Duration of the connection, Protocol type (TCP/UDP), Service type
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Fig. 2. INBOUNDS Architecture Diagram

(HTTP/SMTP /etc.), Status of the connection, Source bytes (Bytes sent from
Source to Destination), and Destination bytes (Bytes sent from Destination to
Source). SOMs based on these features were used to classify network traffic into
normal or anomalous. In our approach cited in this paper, we characterize each
network connection based on a different set of features, and build SOMs for each
individual network service of interest.

4 SOM-Based Anomaly Detection

In this section, we describe the Anomalous Network-traffic Detection using Self-
Organizing Maps (ANDSOM) module used by INBOUNDS for detecting intru-
sions. We briefly describe the design of the INBOUNDS system as a whole, and
then describe the ANDSOM module in detail.

4.1 INBOUNDS Architecture

The INBOUNDS Architecture diagram is shown in Figure[2 Some of the mod-
ules of the INBOUNDS system are currently under development. The goal of
this section is only to present a high-level view of the INBOUNDS system, so as
to give proper context to describe the ANDSOM module.

The Intrusion Detection Engine is the heart of the INBOUNDS system. Mul-
tiple Data Source modules feed real-time network data into the engine. This en-
gine makes a decision on whether a network connection looks normal or anoma-
lous. The Display module shall display real-time network traffic seen in the
network on which INBOUNDS is being run, with a GUI front-end. The Active
Response module takes response actions against intrusions. The response actions
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include being able to add a rule in the network firewall (if available) to block
the traffic, to rate-limit traffic, to close the TCP connection by sending a RST
packet to the sender etc. The Intrusion Detection module is present as a place-
holder for a module that can make the final decision on whether the connection
being analyzed is intrusive or not. The goal of this module is to incorporate
the results of other modules, beside the ANDSOM module, and come up with
a final decision. The modules that could be added in future include signature-
based intrusion detection systems like SNORT [3] and modules based on other
paradigms like the Bayesian module under development.

Data Source Module. The Data Source module feeds live network data pack-
ets to the Intrusion Detection Engine. The program tepurify [9] runs as the Data
Source module, captures network packets off the wire, removes the application
data from the packet and reports only the first 64 bytes of each packet, covering
the IP and TCP/UDP protocol headers. The tcpurify program can also obfus-
cate the sender and receiver IP addresses and provide anonymity to the two
hosts involved in the network connection during traffic analysis. This module is
explained in detail in [22].

Data Processor Module. This module receives the raw packets from the Data
Source modules as input and runs the teptrace [19] program with the INBOUNDS
module. The INBOUNDS module for tcptrace reports the following messages for
every connection seen in the network.

Open messages are reported upon seeing a new connection being opened in
the network. The Open (O) message is of the format:

0 TimeStamp Protocol <src host:port> <dst host:port> Status

The TimeStamp field reports the time the connection was opened. The Pro-
tocol field keeps track of if the protocol was TCP or UDP. Since UDP traffic
doesn’t have an implicit notion of connection unlike TCP, the Data Processor
module groups UDP traffic between unique

< Sourcel P, SourcePort, Destinationl P, DestinationPort >

4-tuples as connections, and uses a time-out mechanism to expire old connec-
tions. The < srchost : port >, and < dsthost : port > fields together identify the
end-points involved in the connection. The Status field is reported as 0 if both
SYN packets opening the connection were seen, and reported as 1 otherwise, for
TCP connections. For UDP connections, the Status field is always reported as 0.

Update messages are reported periodically during the lifetime of the con-
nection. The Update (U) message is of the following format:

U TimeStamp Protocol <src host:port> <dst host:port>

INTER ASOQ ASOA QAIT AQIT
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The period with which successive Update (U) messages are reported is tun-
able and defaults to 60 seconds. The INTER field reports the interactivity of
the connection, defined as the number of questions per second seen during the
past period. A sequence of data packets seen from the sender to the receiver
constitute a single question until the receiver sends a packet carrying some data
(pure TCP acknowledgments do not count), which would mark the end of the
question. The answers are similarly defined for the receiver to sender direction.
The ASOQ field reports the Average Size of Questions seen during the past pe-
riod and the ASOA field reports the Average Size of Answers seen during the
past period. The QAIT (Question-Answer Idle Time) field reports the idle time
seen between seeing a question and an answer during the past period, averaged
per second. The AQIT (Answer-Question Idle Time) similarly identifies the idle
time between seeing an answer and a question, averaged per second, in the past
period.

Close messages are reported when a previously open connection is closed in
the network. The Close (C) message is of the following format:

C TimeStamp Protocol <src host:port> <dst host:port> Status

For TCP connections, the Status field is reported as 0 if both the FIN packets
were seen during the connection close. If the connection was closed with a RST
packet, the Status is reported as 1. UDP connections are reported as closed if
they are found inactive for an expire-interval. The expire-interval is tunable,
and defaults to 120 seconds. The Status field is always reported as 0 for UDP
connections.

4.2 ANDSOM Module — Training

The ANDSOM module implements the SOM-based approach for intrusion de-
tection. In the training phase, SOMs are built to model different network services
like web, email, telnet etc. For example, if we are trying to model web traffic in
our network, a training data set is first collected by capturing dumpfiles from
the network having a large number of sample web connections. It is important to
make sure that intrusions themselves do not get into the training data set, since
such intrusions may be perceived as normal by the SOM being built. For this,
the signature-based intrusion detection system SNORT is run on the dumpfile,
and connections reported by SNORT as intrusive are removed. However, it is
still possible that we could have intrusions missed by SNORT if it had no rules
to detect them. To make our system robust against this possibility, we could
use multiple training data sets to generate multiple SOMs for each network ser-
vice and run training data sets against other maps to prune out anomalies from
getting into our model, as discussed in [23].
The submodules that make up the ANDSOM module are explained below.

TRC2INP Submodule. This submodule receives the ‘O’, ‘U’, and ‘C’ mes-
sages generated by the Data Processor module as input and generates six-
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dimensional vectors characterizing network connections. The parameters con-
stituting the six dimensions are INTER, ASOQ, ASOA, L_QAIT, L_AQIT, and
DOC. The INTER, ASOQ, and ASOA dimensions are calculated by averaging
the INTER, ASOQ, and ASOA values from the ‘U’ messages received during
the lifetime of the connection. The dimensions L_QAIT, and L_AQIT represent
log base 10 values of the average QAIT and AQIT parameters calculated from
the ‘U’ messages received during the course of the connection. The DOC di-
mension reports the Duration of Connection, and is the difference between the
TimeStamps reported in the ‘O’ and ‘C’ messages of the connection.

The rationale behind using log base 10 values of QAIT and AQIT is to be
more robust to false-positives. Since the QAIT and AQIT values tend to be
relatively low in magnitude compared to other dimensions, if the QAIT value of
a connection was reported as 0.0008 for example, and if the mean value found
in the training data set was 0.0002, the connection was perceived to be four
times the mean and had a high probability of being found anomalous. However,
this might turn out to be a false-alarm, and what we might actually need is the
order of QAIT and AQIT, whether they are in milli-seconds or micro-seconds
etc., than the actual values themselves. We observed false-positives similar to
the above example during our experiments, and decided to use the log value of
the dimensions to mitigate the problem.

Normalizer Submodule. Using the six-dimensional vectors reported by the
TRC2INP module to build SOMs directly tends to be biased to certain dimen-
sions, as different dimensional values tend to be in different units. Normalizing
all dimensions to values from 0 to 1, for example, could help, but still the di-
mension with the most variance would tend to dominate the SOM formation.
Hence we use the following variance normalization procedure in this submodule
to normalize the six-dimensional vectors.

The goal of variance normalization is to normalize the six-dimensional vec-
tors of the training data set so that, in the set of normalized vectors, each
dimension has a variance of unity. This normalization process is done in two
steps. In the first step, the mean (u) and standard deviation (o) values are
calculated for each of the six dimensions in the training data set. In the sec-
ond step, a six-dimensional vector < di,ds,ds,ds,ds,ds > is normalized to
< ny,ng9,n3, N4, N5, Ng >, by
_ di — i

gi

Uz

where p; and o; are the mean and standard deviations of dimension 1.
At the end of the normalization process, the mean and standard deviation
values found are stored in a data file for use in real-time operation.

SOM Training. We used the public domain software packages SOM_PAK [5],
and SOMTOOLBOX [], during this phase. The SOM_PAK is a set of C pro-
grams that implement various stages of the SOM algorithm. The SOMTOOL-
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BOX is a Toolbox for the MATLAB package, which we used for its graphical
visualization functions.

SOM Initialization The SOMs were initialized with the som_lininit function

from the SOMTOOLBOX. This function uses Principal Component Anal-
ysis [14] to arrive at the SOM dimensions by calculating the eigen values
and eigen vectors of the auto-correlation matrix of the training data set.
The orientation corresponding to the two largest eigen values, which are the
directions in which the data set exhibits the most variance, is found. The
ratio between the SOM dimensions are chosen based on the ratio of the two
largest eigen values. The actual dimensions are chosen depending on this
ratio and on the number of vectors in the training data set, and is explained
in further detail in [22].
The SOM was chosen to be of hexagonal topology, and an Euclidean distance
measure was used. After choosing the dimensions, the som_lininit function
initializes the neurons in the SOM to values linearly chosen from the range
of values in the training data set.

Initial Training Phase The vsom program from the SOM_PAK package was
used to train the neurons in the SOM. The number of iterations of training
in this phase were chosen to be low, in the order of a few thousands. In
our experiments, for each network service, we typically had a few thousand
samples, and this phase was done so that each sample was shown at most
once to the SOM being built. The Gaussian neighborhood function was used
with an initial neighborhood radius as the lower of the SOM dimensions.
The neighborhood radius decreased linearly to 1 at the end of the training.
The learning rate factor «(t) was chosen to be 0.9 and reduced linearly to 0
at the end of training.

Final Training Phase The vsom program was used again in the final training
phase, and the number of iterations of training was chosen to be high, in
the range of 100,000s. The number of iterations was set to be 500 times the
product of the lattice dimensions (based on the heuristic recommended in
[25]). The Gaussian neighborhood function with a low initial neighborhood
radius of 5, and a low learning rate factor of 0.05 were set, and the map was
fine-tuned in the Final Training Phase.

SOM Validation. We evaluate the SOM at the end of the training phase, by
feeding back the training data set to the SOM, and calculating the distance
to winner for each of the samples. We validate the SOM if at least 95.44% of
sample vectors in the training data set had a winner within 2 units of distance.
This heuristic assumes the training data set to follow Gaussian distribution. If
the data in the training data set were to follow Gaussian distribution strictly,
95.44% of the samples must fall within 2 units of standard deviation from the
mean, according to properties of Gaussian distribution. If the 95.44% heuristic
is not met at the end of training, the samples that do not have a winner within
2 units are shown more often to the SOM, and the training is repeated.
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Although this heuristic lets the SOM model capture the behavior exhibited
by the bulk of traffic, it does not capture the out-lier behavior exhibited by fewer
connections. These outliers may give rise to false-positives with our model. If we
were to raise the heuristic and try to capture more outliers into our model, we
could get rid of some false-positives, but would be subjecting ourselves to more
false-negatives. Note that to include an out-lier in our model, we need a SOM
neuron within 2 units of standard deviation from it in six-dimensional space,
as all connections with winner more than 2 units distant will be classified as
anomalous. When we have such a neuron, all connection samples within the
six-dimensional hyper-sphere of radius 2 units from the neuron will be classified
as normal traffic. If an attack were to fall in such a hyper-sphere surrounding
such a neuron, it would give rise to a false-negative. Thus, as we increase our
heuristic value, we would add a lot of such hyper-spheres for the outliers into
our model and the SOM would tend to get more and more general in nature,
losing its specificity of modeling only the network service of interest.

We believe that our 95.44% Gaussian heuristic is a reasonable value to cap-
ture the characteristics exhibited by the bulk of traffic. However, our experiments
need to be repeated with various threshold percentages for the heuristic as a fu-
ture work, to study the trade-off more thoroughly.

4.3 ANDSOM Module — Operation

9

During real-time operation phase, the ANDSOM module receives the ‘O’, ‘U,
and ‘C’ messages of connections from the Data Processor module. These mes-
sages are converted to six-dimensional vectors by the TRC2INP module. If a
SOM was built for that network service, it is normalized based on the mean (u;)
and standard deviation (o0;) values found from the training data used to build
the SOM. The normalized vector is then fed to the SOM, and the winner is
found. The network connection is classified as anomalous, if the distance to the
winner was more than 2 units.

5 Experimental Results

In this section, we describe our experiments with the SOM models for Domain
Name System (DNS) and web (Hyper-Text Transfer Protocol) traffic, and ana-
lyze the performance of the models built.

5.1 DNS

DNS [21] traffic runs on top of both TCP and UDP. Although some DNS con-
nections are observed on top of TCP, typically when two name servers transfer
bulk domain information, the bulk of DNS traffic is found to be on top of UDP,
and involve simple query-response of domain information. We collected dump-
files from our network yielding 8857 sample DNS connections, and a SOM of
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Table 1. DNS Training Data Statistics

lDimensions[ Mean[Standard Deviation

INTER 0.653 0.701
ASOQ 29.082 19.831
ASOA 112.352 94.651
L_QAIT 1.142 1.376
L_AQIT -0.016 0.186
DOC 2.033 1.056

Table 2. DNS Exploit Vector

[INTER[ ASOQ [ ASOA [L_QAIT]L_AQIT[DOC]
[ 1.989 [493.000[626.000] -2.847 [ -2.375 [1.006]

Table 3. DNS Normalized Exploit Vector

[INTER]ASOQJASOAJL_QAIT[L_AQIT[DOC|
[ 1.906 [23.393] 5.427 | -1.239 [-12.664 [-0.973]

dimensions 19x25 was built and linearly initialized. The mean and standard de-
viation values of this data set found by the Normalizer submodule shown in
Table [ illustrate the traits of DNS traffic found in our network.

The mean INTER value of 0.65 and the DOC value of 2 seconds, indicate that
a DNS connection has 1.3 questions asked during the course of a connection. This
is expected since the bulk of DNS connections involve a single query-response.
The relative mean values of ASOQ and ASOA indicate that the answers tend to
be much bigger than the questions, which is expected since DNS responses tend
to be much bigger than DNS queries in general. The mean L_QAIT indicates that
the QAIT value tends to be in hundredths of second per second. The L_AQIT
value close to 0 corresponds to an AQIT value close to a second per second and is
expected because single query-response traffic has no request (question) following
a response (answer). The AQIT value is hence reported as the maximum value
of 1 second per second for these connections, causing the mean L_AQIT value
to be close to 0.

For testing the SOM model, we generated anomalous DNS traffic with an
attack based on an exploit of the BIND [1I] DNS server. BIND server version
8.2.x was run as a vulnerable server in our test-bed. The exploit [1], available in
the public domain, is based on the buffer-overflow vulnerability [6] in processing
Transaction Signatures found in 8.2.x versions.

Table £ shows the six-dimensional values of the DNS exploit vector, and
Table [B] shows the normalized values of the DNS exploit vector, based on the
mean and standard deviation values found in the training data set. We can
observe from these tables that the ASOQ value of 493 bytes is highly anomalous
with a distance of 23.393 standard deviations, since the training data set had a
mean ASOQ value of 29 bytes. The ASOA value of 626 bytes is also anomalous
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Table 4. DNS Winner Neuron

[INTER|ASOQJASOA[L_QAIT[L_AQIT[DOC [Distance]
[ 0.708 [6.072[-0.799] 0.150 [ -0.212 ]-0.128] 22.314 |

+ Training data + Training data
O SOM neurons O SOM neurons
*_Attack *_Attack

AsOQ -5 -10 INTER L_AQIT -25 -2 ASOA

(a) View 1 (b) View 2

Fig. 3. DNS Exploit View (Units: Standard-Deviations from Mean)

from the training data set with 5.427 standard deviations away from the mean
ASOA of 112.35 bytes. Further, the L_AQIT value of the -2.375 indicates that
the actual AQIT was in the order of milli seconds per second. This happens
to be highly anomalous with a normalized value of -12.664 standard deviations
because the mean L_AQIT was in the order of -0.016, corresponding to an AQIT
value of close to one second per second.

The winner neuron for the DNS exploit, and its distance to the winner in six
dimensional space, are shown in Table @l We can see that the winner neuron was
at a distance of 22.314 standard deviations in the six-dimensional space, resulting
in the DNS exploit being successfully classified with our intrusion threshold of
2 units.

To aid in the visualization of the six-dimensional space, we split the space
into two three-dimensional views. The dimensions that take the X, Y, and Z
axes of the two views were chosen arbitrarily with the goal of showing the attack
point from the training data points clearly. The two three-dimensional views are
shown in Figure 3.

5.2 HTTP

We built a SOM to model web traffic based on the HTTP [§] [13] protocol. A
training dataset of 7194 HTTP connections collected from our network was used,
and a SOM of dimensions 16x27 was built and linearly initialized. The mean
and standard deviation values of the training data set found by the Normalizer
submodule are shown in Table
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Table 5. HTTP Training Data Statistics

lDimensions[ Mean[Standard Deviationl

INTER 0.829 0.773
ASOQ 589.120 743.973
ASOA 6302.338 59463.781
L_QAIT -1.383 0.874
L_AQIT 3714 3.324
DOC 9.463 27.244

The mean interactivity of a HT'TP connection is close to 0.8 questions per
second. The mean size of questions is an order of magnitude smaller than the
size of the answers, implying that more data seems to come from web-servers to
web-clients than in the other direction. However ASOQ and ASOA tend to be
highly variant as indicated by their high standard deviations. The QAIT seems
to be in hundredth-s of a second per second, which could correspond to the fact
that web-servers tend to be across the Internet causing the delay between the
questions and answers. The AQIT value is in the order of ten-thousandths of a
second per second and seems to indicate the fact that it takes very less time for a
web-client to generate the next question, once the answer to a previous question
is received. The mean duration of a HTTP connection is 9 seconds, although
this duration is found to be highly variant with a standard deviation of 27.

We used the HT'TP Tunnel [2] program to generate anomalous HTTP traffic
in the network. The HTTP Tunnel program creates application-layer HTTP
tunnels between two hosts, and lets any type of traffic to be run on top of HT'TP.
The HTTP tunnel program can be used by attackers inside an organization to
break firewall rules. For example, assuming an organization firewall allows traffic
to a host A on HT'TP port 80, a malicious user inside the organization could setup
an HTTP tunnel server on host A, and could let a user outside the organization
on host B establish a telnet session to A by encapsulating all data as HTTP. The
HTTP tunnel program uses the HT'TP POST and GET methods to establish a
duplex connection between two hosts; the POST method is used by the tunnel
client on B to send data to A, and the GET method is used by the client on B
to fetch data from A.

We used this program for our experiment by running a tunnel server in our
test-bed, and establishing a telnet session to it from a tunnel client across the
Internet. Although this traffic shows up as HT'TP, we expect our model to clas-
sify it as anomalous since its connection characteristics might be different from
normal HTTP traffic. The telnet connection was run on the HTTP tunnel for
approximately 10 minutes, during which 13 connections (3 POST connections
and 10 GET connections) were opened. We present the GET and POST con-
nections that turned out to be highly anomalous amongst the 13 connections.
The six dimensional vectors of those GET and POST connections are shown in
Table [6] and the normalized values of these vectors are shown in Table [7].

In the HTTP GET connection, a single query is made at the beginning of
the connection by the client, and all replies from the server form a single answer.
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Table 6. HTTP Tunnel Traffic

| [INTER[ASOQ[ ASOA [L_QAIT[L_AQIT] DOC |

GET | 0.004 |17.200 |22860.200| -5.699 | -5.854 |247.687
POST| 0.023 [491.667| 0.000 -5.523 | -10.000 |307.706

Table 7. HTTP Normalized Tunnel Traffic

| [INTER[ASOQJASOAJL_QAIT[L_AQIT] DOC]
GET [ -1.068 [-0.769] 0.270 [ -4.937 [ -0.644 | 8.744
POST]| -1.044 |-0.131[-0.114] -4.735 | -1.891 [10.947

Hence, the QAIT value is calculated only once, when the first data packet is
seen on the tunnel from the server after the GET request is made. Such a QAIT
value, calculated and normalized to a 60 second update interval, turns out to
be very low, in the order of micro-seconds, which results in the L_QAIT value
of -5.699, which is considered to be highly anomalous, being approximately -
4.94 standard deviations from the mean. The duration of the connection (DOC)
happens to be 247 seconds and is found to be highly anomalous with a distance
of 8.74 standard deviations.

Similarly, since the POST connection lasts for 307 seconds approximately,
the DOC dimension is considered highly anomalous. The ASOA value is found
to be 0 bytes in Table Blbecause all data in the POST connection flows from the
tunnel client to the tunnel server, with only pure TCP ACKs arriving from the
tunnel server. The L_AQIT value is also calculated to be -10.000 since no sample
was available to calculate AQIT as there were no answers. The AQIT is found
to be its initial value of 0 at the end. Since log base 10 of 0 is negative infinity,
a low value of -10.000 is reported by the TRC2INP submodule. The L_QAIT is
found to be anomalous with the value of -5.523, which corresponds to a QAIT
value in microseconds. This again is due to the fact that no data flowed in the
opposite direction, causing all data from tunnel client to server to be perceived
as one question. The QAIT value was calculated when the FIN packet was seen
on the connection. This happens to be low, as the first FIN packet seen is also
sent from the tunnel client.

To summarize, both the GET and POST connections are found to be anoma-
lous because the packet flow in both directions is found to be almost completely
uni-directional, which is unusual for HT'TP traffic, and because of the fact that
the connections last a much longer time compared to the normal HTTP traffic
used in training. The same winner neuron was found for both the GET and
POST connection traffic, which is presented in Table

Both the connections are classified as intrusions with the intrusion threshold
of 2 units. The two three-dimensional views of six-dimensional space for HTTP
traffic, are shown in Figure 4.

5.3 Performance Analysis
In this section, we present the Run-time and Modeling analyses of our system.
Run-time analysis is aimed at estimating the feasibility of using the SOM-based
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Table 8. HTTP Winner Neuron

| [INTER]ASOQJASOAJL_QAIT[L_AQIT[DOC|Distance

GET | -0.953 |-0.389| 0.022 | -1.460 | 1.131 |[5.895| 4.855
POST| -0.953 |-0.389 | 0.022 | -1.460 | 1.131 [5.895| 6.743
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Fig. 4. HTTP Exploit View (Units: Standard-Deviations from Mean)

approach real-time, and the Modeling analysis is aimed at evaluating the effi-
ciency with which the traffic characteristics of a network-service are modeled by
its SOM.

Run-Time Analysis. We performed an off-line evaluation of the modules of
the INBOUNDS system to estimate its run-time performance. Traffic from our
department network was captured in dumpfiles of varying durations (15 min, 30
min, 45 min, 1 hour, 2 hours, and 3 hours), and the Data Processor module was
run off-line on them to generate the ‘O’,U’, and ‘C’ messages [Sec. EI]. These
messages were fed to the TRC2INP module to generate six-dimensional vectors
of network connections. The locator module normalized the vectors based on the
HTTP training statistics (mean and standard deviation of the dimensions), fed
it to the HTTP SOM, determined the winner neuron and the distance to it. The
connection is classified anomalous if this distance was more than 2 units. Com-
munication between the modules was through pipes, with each module reading
its input from STDIN and writing out its output to STDOUT. Finally, as the
goal was just to estimate the peak run-time performance, traffic from all network
services found (not necessarily HTTP) was fed to the HTTP SOM.

Here, we present the results of the 1-hour, 2-hour, and 3-hour dumpfiles. The
tests were performed on a GNU/Linux system running on a 800 MHz Pentium
III processor with 256 MB RAM. The reader is referred to [22] for a more detailed
analysis of the evaluation.
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Table 9. Off-line Run-time Performance Analysis

Duration Bytes Avg. Data Rate| Packets | Conns. |[Proc. Time|Proc. Rate
(Hours) (Mbps) (sec) (Mbps)
1 1,096,577,208 2.44 2,536,807| 10,704 57.11 153.61
2 1,954,570,814 2.17 5,322,218| 87,817 214.6 72.86
3 2,810,266,341 2.08 7,686,773|124,935| 295.6 76.06

Table [9] illustrates the total bytes seen for various durations of capture, the
Average Data Rate seen in that duration, total number of packets seen, the total
number of connections found, total Processing Time taken by all the modules
together, and the corresponding Processing Rate of the modules. The net pro-
cessing time depends on the size of the dumpfile and the number of packets
and connections per unit time found in the network. Further, the bulk of the
processing time is spent on the Data Processor module that needs to keep state
of all active connections. For example, when the experiments were repeated to
evaluate the time taken by individual modules for the 3-hour dumpfile, the Data
Processor module took 254.9 seconds, the TRC2INP module took 21.9 seconds,
while the locator module that actually implements the SOM algorithm took
just 11.24 seconds. The SOM algorithm itself seems to be fairly light-weight in
that once a trained SOM is available, it merely involves normalizing the vector
based on the service statistics (mean and standard deviation of the dimensions)
and computing the distance from the normalized vector to all the neurons in the
SOM (taking linear time in the number of neurons in the SOM) and determining
the winner.

Modeling Analysis. To determine the modeling efficiency of the SOMs con-
structed, the amount of false-positives generated for the vectors from the train-
ing data set for different values of threshold (distance to the winner on which a
connection is considered anomalous) was measured.

The percentage of false-positives generated for the DNS and HTTP SOMs
shown in Figure 5 show the false-positive percentages as the threshold value is
increased from 0.1 in steps of 0.1 until the threshold required to classify all the
vectors in the training data set are classified as normal. For the threshold of 2
units used in our modules, which was sufficient to classify the attacks studied as
anomalous, 1.18% and 1.16% of the DNS and HTTP training data set vectors
give rise to false positives. The false-positive percentage drops exponentially,
and increasing the threshold beyond 2 units seems to yield limited drops in the
percentages of false-positives.

We also tested the HTTP SOM for streaming music and chat programs as
these programs tend to run on HTTP port 80, and hence could be perceived
as HTTP traffic. Streaming music connections (running on TCP) tend to be
classified as anomalous, giving rise to false-positives. Such connections exhibit
high ASOA values since unidirectional streams are treated as single huge Answers
from the server to the client. Chat sessions are classified as anomalous too based
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Fig. 5. SOM Sensitivity

on the DOC dimension when they last for more than a couple of minutes, since
the Mean and Standard-deviation values of DOC for the HTTP training data
set were 9.5 seconds and 27.2 respectively. Although we can mitigate the false-
positives rising out of such streaming music and chat sessions by adding multiple
samples of them to the training data set and repeating the SOM training process,
this could make the HT'TP SOM to be more generic in nature, yielding false-
negatives to attacks that resemble music streams/chat sessions.

6 Conclusions

The ability of the SOM based approach to correlate multiple aspects of a net-
work connection (reported by the six parameters) to decide if it looks normal or
abnormal, makes it a powerful technique for anomaly detection. The SOM model
we built to characterize SMTP (email) traffic was also successful in detecting a
Sendmail [24] buffer overflow attack, and is described in [22]. The SOM based
approach seems to be particularly well suited to detect buffer-overflow attacks,
as they tend to differ from the normal traffic behavior on the six dimensions.

However, the ANDSOM module may not detect attacks that resemble normal
operational behavior. An intrusion massaged to resemble normal traffic might
go un-noticed. Another limitation is that although the behavior exhibited by the
bulk of traffic for a network service can be modeled, corner-case behavior occur-
ring infrequently may be classified as intrusions, giving rise to false-positives.

For future work, it could be interesting to study the effects of modification to
the SOM algorithm, including trying other neighborhood functions and different
map topologies. It would also be interesting to construct and validate maps with
various values of threshold with the Gaussian heuristic, and also by assuming
other distributions of data besides Gaussian for the training data set.
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Abstract. This paper develops a new approach for detecting self-propagating
email viruses based on statistical anomaly detection. Our approach assumes that
a key objective of an email virus attack is to eventually overwhelm mail servers
and clients with a large volume of email traffic. Based on this assumption, the
approach is designed to detect increases in traffic volume over what was observed
during the training period. This paper describes our approach and the results of
our simulation-based experiments in assessing the effectiveness of the approach
in an intranet setting. Within the simulation setting, our results establish that the
approach is effective in detecting attacks all of the time, with very few false alarms.
In addition, attacks could be detected sufficiently early so that clean up efforts need
to target only a fraction of the email clients in an intranet.

1 Introduction

Email viruses have become one of the major Internet security threats today. An email
virus is a malicious program which hides in an email attachment, and becomes active
when the attachment is opened. A principal goal of email virus attacks such as Melissa
[1] is that of generating a large volume of email traffic over time, so that email servers
and clients are eventually overwhelmed with this traffic, thus effectively disrupting the
use of the email service. Future viruses may be more damaging, taking actions such as
creating hidden back-doors on the infected machines that can be used to commandeer
these machines in a subsequent coordinated attack.

Current approaches for dealing with email viruses rely on the use of anti-virus soft-
ware at the desktops, network servers, mail exchange servers and at the gateways. Detec-
tion of email viruses is usually based on a signature-based approach, where the signature
captures distinguishing features of a virus, such as a unique subject line or a unique se-
quence of bytes in its code. This approach is effective against known email viruses, but is
ineffective against unknown (i.e., newly released) viruses. To overcome this drawback,
techniques have been recently developed that focus on virus behavior rather than its
representation. Such “behavior-blocking” approaches detect viruses by using signatures
of behavior, such as fast generation of emails or self-replication.

Although behavior-blocking is more effective against unknown viruses, it can still
be fooled by carefully designed viruses that propagate slowly, or replicate after a period.
For instance, if system is set to block the behavior that an email attachment should
not cause generation of more than k£ other email messages, a virus that generates only

* This research was supported in part by NSF under grant CCR-0098154 and the Defense Ad-
vanced Research Agency (DARPA) under contract number N66001-00-C-8022.

G. Vigna, E. Jonsson, and C. Kruegel (Eds.): RAID 2003, LNCS 2820, pp. 55-72, 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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k — 1 copies will go undetected. Similarly, an email attachment that causes time-delayed
propagation may also go undetected. More generally, a virus can employ a combination
of low propagation factor, high incubation period, and randomization to evade behavior-
blocking approaches.

An alternative approach for detection is one that focuses on the ultimate effect of
self-propagating email viruses: increase in email traffic. Simple adaptations on the part of
the virus, such as reducing the propagation factor below a certain threshold, introducing
time delays or other randomizations do not alter this ultimate effect. For this reason, our
approach is based on detecting email viruses based on increases in the volume of email
traffic generated.

Given the variations in email traffic from one site to another, and from one time to
another, it is difficult for manual development of characterizations of excessive email
traffic. An alternative approach is to use machine learning — the system is trained to
learn characteristics of normal email traffic, and then detect significant increases. In the
context of intrusion detection, such anomaly detection approaches have been associated
with relatively high false-alarm rates, as well as a moderate rate of false negatives (i.e.,
missed attacks). In this paper, we develop and study an approach that appears to be
capable of detecting attacks with very low false alarm rate, while still being able to
detect attacks reasonably early.

This paper first presents our approach for anomaly-based detection of the self-
propagating email viruses. It begins with an overview of our approach in Section 2.
We have studied the performance of this approach using two complementary experi-
ments, both based on simulation. The first experiment focuses on creating stealthy virus
behaviors, but uses a simplistic user model. The second experiment strives for more
realistic user models, as well as more accurate reproduction of the behaviors of different
software components of the email system, but the virus models are not as stealthy or
variable as the first experiment.

Section 3 describes our first experiment. Our experimental results show that viruses
similar to the ones that are prevalent currently, can be detected early. This is because
such viruses are very “noisy.” For stealthier viruses that use a small replication factor,
detection is still achieved fairly early in our simulation, when a minority of email clients
are infected. For the most stealthy viruses that use a combination of low replication
factor and delayed propagation, a majority of the network is infected by the time of
detection. In all cases, detection is achieved before the time the email server experiences
a high overload. Since our technique promises to provide low false alarm rates, there is a
potential to launch automated responses at detection time so as to quarantine emails with
attachments on the mail server'. At this point, a more careful investigation of the virus
can be performed, followed by a cleanup phase (on the email clients) if a virus is indeed
present. Note that early detection of the virus reduces the cleanup costs significantly, as
only a fraction of the computers in an organization need to be cleaned up.

The second experiment, described in Section 4, used a more elaborate user model.
Moreover, an actual email system was used so as to make the simulation results more
realistic. The goal of the experiment, conducted as part of a DARPA-sponsored research

! Such a quarantine will be effective in arresting further spread of the virus, assuming that viruses
can spread only through attachments.
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program, was to study the effectiveness of automated response to check the spread of such
viruses. A number of signature and behavior based detectors were used in combination
with our anomaly detector. The signature and behavior based detectors were tuned for
early detection, but this meant that the more stealthy viruses would not be caught by
them. The anomaly detector was therefore tuned for delayed but certain detection. The
detection delay was artificially increased so that the anomaly detector will not raise an
alarm until it is certain that any responses based on other detectors have failed. For this
reason, our primary effectiveness criteria in this experiment was detection, rather than
early detection. Of the hundreds of experiments conducted in this set up, there were 7
cases where the virus was not checked by other detectors, and in each of these cases,
our anomaly detector was able to detect the attack. These experimental results show
that our approach is effective, subject to the accuracy of the simulation models used in
the experiment. They also indicate that our approach can complement other “behavior-
blocking” approaches, which are typically tuned for early detection but may be fooled
by stealthy viruses.
Some of the key benefits of our approach are:

— Accurate detection. In our simulation-based experiments, our approach demonstrated
near-zero false alarm rates with zero false negatives (i.e, 100% detection). The latter
is possible because of the nature of self-propagating email, wherein the email traffic
keeps increasing until it is detected.

— Robust against polymorphic and stealthy viruses. Our technique is unaffected by
polymorphic viruses. It promises to reliably detect stealthy viruses that pose chal-
lenges to previously developed detection techniques, although the detection may be
delayed.

A practical benefit of our approach is that it has a low runtime overhead. Moreover, its
learning phase is robust enough to operate without expert supervision.

While the above results are promising, they are tempered by the fact that they are
based exclusively on simulated behaviors of email users. The first experiment used
a particularly simple model for user behaviors: each user was modeled as a Poisson
process. The second experiment used a non-uniform model taking into account such
factors as address books. User behavior was simulated using a 3-state (“reading email,”
“composing email,” and “idle””) Markov process that makes random transitions between
states that is governed by a set of transition probabilities. Thus the user model was
much more realistic in this experiment. Nevertheless, it is well known in the context of
anomaly detection that real system behavior tends to exhibit more variability than what
can be observed in a simulation. Thus, the results obtained using simulation experiments
cannot be directly extrapolated to real operating environments. Our ongoing work aims
to address this weakness by using simulation only for the purpose of modeling viruses;
normal email traffic will be taken from actual mail server logs.

2 Overview of Approach

Our approach is based on specification-based anomaly detection [36], a technique that
combines state-machine specifications of network protocols with statistical machine-
learning. In this case, the protocol models the interaction between email clients in an
organization with the email server of the same organization. These interactions are called
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Fig. 1. A State Machine Modeling Email Server Operation

events. The state machine (implicitly) classifies events into different categories based
on the transition taken by them in the state machine. Machine learning techniques are
then used to learn statistics associated with each of these classes. Several choices exist
for such statistics, including: average number of attachments to an email, size of a
message, etc. Our focus, however, was on characteristics that are necessarily associated
with increased email traffic, and hence we chose statistics relating to frequency of taking
different transitions. The fact that this simple measure was effective supports the claim
of [36] that the use of protocol state machines simplifies feature selection, i.e., even a
naive choice of features produces good results.

The first step in our approach is to develop a state machine modeling the behavior
of an email service, as observed at a mail server. For the rest of this paper, we concern
ourselves mainly with email service within an intranet. We assume that all email clients
transfer each of their outgoing messages to the intranet mail server, which in turn forwards
the messages to each of the recipients?. Since we are only concerned with emails within
the intranet, the email server simply queues each message received from any client on
the mail queues associated with the respective recipients.

Figure 1 shows the simplified model of email server behavior described in the preced-
ing paragraph. The state machine has three states that are identified as INIT, RCV D
and DON E. The reception of an email from a client from at the server is modeled using
the event send that takes several parameters: the first parameter identifies the sender,
the second is a unique identifier for the message, and the rest of the parameters denote
the recipients of the message. The contents of the message are not modeled in this state
machine. When the server receives this message, it forwards the message to each of the
email recipients. This forwarding operation is modeled using the deliver event, which
takes the sender name, the message identifier and the recipient names as parameters.
This event may occur zero or more times, depending on the number and email ids of the
recipients. Note that there is no easy way to relate the number of recipients in the send
message with the number of recipients to which the message is forwarded by the server.
The number of actual recipients of a message may be more (e.g., when a recipient name
corresponds to a mailing list), or less (e.g., when a recipient name is in error, or due to
duplicates or mail aliases within the recipient list). For this reason, the state machine
indicates that there may be zero or more instances of the deliver event corresponding to
each send event. The correspondence between the send and deliver events is identified
in the state machine by storing the message identifier and sender in two state variables ¢d
and sender, and then comparing these state variables with the arguments of the deliver
event.

2 This assumption holds for most popular email clients such as Microsoft Outlook and Netscape
Messenger.
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The DON F state in the state machine signifies the completion of the processing of
a particular email from a client. Due to the difficulty outlined above in recognizing when
such processing is completed, we use a time-out to model completion. The assumption
being made here is that once an email is received by the server, it will be processed and
the message sent to all recipients within a short period of time. The time-out value is set
well above the expected time for such processing of email.

Formally, we use extended finite state automata (EFSA) to capture the state machine
model shown in Figure 1. An EFSA is similar to a finite-state automaton in that it is
characterized by a set of states, some times called control states of the automata, and a
set of transitions between these states. EFSA differ from FSA in that (a) EFSA make
transitions on events that may have arguments, and (b) EFSA can use a finite set of state
variables in which values can be stored. The EFSA in Figure 1 consists of three control
states I N IT (the start state), RC'V D, and DON FE (the final state); three events send,
deliver and timeout; and two state variables sender and id.

To understand how such EFSA specifications can be used for monitoring email
traffic, consider the state machine diagram again. When an email is accepted by the
mail server for delivery, a new instance of the state machine is created, and this instance
makes a transition from INIT to RCV D state. The sender and message identifier are
stored in the state variables associated with this instance. As copies of this message are
delivered to the recipients, the deliver transition is taken. Finally, after a timeout period,
a transition to the DONFE state is taken. This being a final state, the state machine
instance is no longer needed, and is cleaned up, i.e., all resources allocated for this state
machine instance are released. Note that in general, there will be multiple instances of
the state machine active at any time. The number of such active instances is determined
by how many email messages are sent by clients over the duration of the timeout period.

Now, we superimpose statistical machine learning over this state-machine specifica-
tion of email server behavior. An obvious statistical property of interest is the frequency
with which various transitions in the state machine are taken. A self-propagating email
virus will cause an increase in many of these frequencies. We may also be interested in
statistical properties across a subset of instances, rather than all instances. The instances
of interest can be specified on the basis of state variable values. For instance, we may
be interested in the number of emails sent to any recipient by a particular user C' on the
network. We will do this by selecting instances that have sender equal to C' in their
RCVD state, and identifying the number of times the transition on the deliver event was
taken in these instances.

2.1 Statistics of Interest and Their Representation

In the state machine in Figure 1, there are two significant transitions, taking place on
the send and delitver events respectively. We therefore choose frequencies of these two
transitions as statistical information of interest, and maintain the following statistics:

— frequency with which the send transition is taken, across all clients

— frequency with which the deliver transition is taken, across all clients

— for each client C, the frequency with which emails from C' take the send transition
— foreach client C, the frequency with which emails from C' take the deliver transition
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Each of these statistics were maintained at multiple (of the order of ten) time scales,
ranging from about a second to about an hour.

We could maintain average frequency information, but since most phenomena re-
lated to email can be bursty, we choose to maintain frequency distributions rather than
averages. In particular, we define a time window w over which we count the number of
times a transition is taken. Let np , ..., n7, denote the counts associated with a transition
over k successive time periods 71, ..., T) that are w units long. Then a histogram of the
values nry, ..., nq, is used to represent the frequency distribution over a time window
w, as observed during a training period of duration w * k units.

Since we do not know in advance the range of the values np_1, it is more con-
venient to use a histogram with geometric bin ranges, i.e., the range of values corre-
sponding to jth bin in the histogram is a times the range of the (j — 1)th bin, for
some factor a. In our experiments, a was set to V/2. Thus, the histogram bins were
[0,1),[1,2),[2,4),[4,7),[7,11),[11,17),[17,25) and so on.

As with other anomaly detection techniques, our approach consists of a training
period, followed by a detection period. During the training period, a histogram H;
representing the frequency distribution observed during the training period is computed
and stored. For detection, the histogram H; computed during detection is compared
with the histogram ;. An anomaly is flagged if H, is “more” than H;. The notion of
“more” can be defined in multiple ways, but we need some thing that can be computed
efficiently, and moreover, represents a clear and significant change from H. For this
reason, we compare the highest non-zero bin HNZ B, in H; with the highest non-
zero bin H N Z B; computed during training. The severity of the anomaly is defined to
be HNZBy; — HNZ By, provided HNZB; > HN ZB,;. Otherwise, no anomaly is
flagged. The condition HNZ B, > HN Z B, reflects our bias for detecting increased
email traffic, as opposed to detecting a reduction in email traffic. Note that with this
simple threshold criteria, there is no need to maintain entire histograms, but only the
highest nonzero bins. More complex threshold criteria may take into account the entire
histogram H; to derive a threshold, so it is useful to compute and maintain histograms
during training. During detection, however, the potential benefits of having the extra
information will likely be more than offset by the additional storage needed to maintain
histograms.

By choosing different values for the time window w, we can capture statistical
information at different time scales. A small value of w will enable fast detection of
intense attacks, as such attacks can be detected with a delay of the order of w. However,
a slow but sustained attack may not be detected using a small time window. This is
because there can be much more burstiness in email traffic at shorter time scales than
larger time scales. Such burstiness means that the peak frequencies observed at shorter
time scales will be much higher than average values, thus making it difficult to detect
small increases in traffic. Since burstiness at higher time scales tends to be smaller, the
difference between peak and average is smaller in those time scales, thus making it easier
to detect modest increases in traffic. For this reason, we use several different time scales
in our experiment, starting from 0.8 seconds and increasing to about 83 minutes, with
each time scale being three to five times the previous one.

The above discussion separates the training phase from the detection phase. In a live
system, user behaviors evolve over time, and this must be accommodated. The usual
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technique used in anomaly detection systems is to continuously train the system, while
ensuring that (a) very old behaviors are “aged” out of the training profile, and (b) very
recent behaviors do not significantly alter this profile. This technique can be incorporated
into our approach as well, but we did not pursue this avenue as the change would have
no direct effect on the results reported in this paper.

3 Experiment I

The primary goal of the first set of experiments was to study the effectiveness of our
approach for detecting self-propagating email viruses. In particular, we wanted to study
the false alarm rate and detection latency as the stealthiness of the virus is changed. This
experiment us based on simple models of user behavior. (More complex and realistic
user models are considered in Experiment I1I.)

One obvious way to study the effectiveness of the approach is to install it on a real
mail server, such as the mail server in a university or a large company. Apart from is-
sues of privacy that need to be addressed in such experiments, there is another serious
impediment to such an approach: it is not practical to introduce viruses into such sys-
tems for the purpose of experimentation: it would seriously impact email service in the
organization. Given the critical role that email has begun to assume in practically every
large organization, such an approach is impractical.

Even if we were able to introduce such viruses in a real email system, existing email
viruses are rather noisy: as soon as they are read, they send copies of themselves to
all (or most) users in the address book. This causes a sharp spurt in email generation
rate in the system, and would be immediately detected by our approach. To pose any
challenge to our approach or to assess its capabilities, we would have to create new email
viruses, which would be a significant task by itself. Therefore our experiment is based
on simulation. Below, we describe the simulation environment, and proceed to present
the results of the experiments.

An important aspect of these experiments is that the training, as well as detection
took place in an unsupervised setting. No attempt was made to tune or refine the anomaly
detector based on observed results. Such tuning or refinement could further improve the
results.

3.1 Experimental Setup

For this experiment, we simulated an intranet with several hundred users. Three sizes of
the intranet were considered: 400 users, 800 users and 1600 users. Our simulation could
have been based on actual mail servers and mail clients that were driven by simulated
users. However, the realism in the simulation is almost totally determined by the model
used for user behavior, and is largely unaffected whether real email clients or mail servers
were used?. On the other hand, leaving out real mail servers and clients in a simulation has
several important benefits. First, we do not need a large testbed consisting of hundreds

3 The only condition when the presence of real mail clients and servers can become important
is when the system gets overloaded, due to propagation of email virus. In our experiments, the
virus was always detected well before there was any significant increase in email traffic, and
hence the absence of actual email servers and clients is unlikely to have affected the results we
obtained.
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of computers, real or virtual. Second, a light-weight simulation that avoids real mail
servers and clients can complete in seconds instead of taking hours.

Our simulation used discrete time, where each cycle of simulation was chosen to
correspond to roughly 0.2 seconds. This is a rather arbitrary number — our main con-
cern in this context was to choose a small enough granularity that the results would be
essentially the same as with a simulation based on continuous time.

Email users are modeled as Poisson processes, reading or sending emails at random
during each simulation cycle. Specifically, in a single simulation cycle, the probability
of auser sending email was set at 0.0006 and the probability of checking email was set at
0.0003. This means that users send out emails with a mean interval of about 5 minutes,
and that they check emails with a mean interval of about 10 minutes. The recipients for
each mail was determined at random, and the number of recipients was chosen using
a positive normal distribution with a mean of 1 and standard deviation of 2. Whereas
sending of mails was assumed to take place one at a time, email reading was modeled
as a batch process — each attempt to read email reads most of the emails queued for
the user. Moreover, for each message, the user randomly chooses to reply to the sender,
reply to all recipients, or not reply at all. We have used identical models for all users in
this experiment, while the experiment described in Section 4 uses a non-uniform model
where different user behaviors are different.

In this experiment, we wanted to model not only the viruses prevalent today, all of
which propagate very rapidly, but also stealthy viruses. For stealth, viruses may employ
a combination of the following techniques:

— low propagation factor, i.e., when the virus is read, it does not cause generation of
emails to a large number of users, such as the set of names in the address book of
the reader. A high propagation factor makes the virus much more noticeable.

— long incubation period, the delay between when the virus is read and the time it
causes propagation of email is large. The long delay makes it difficult to associate
the propagation with the virus.

— polymorphism, the virus modifies itself, so that the emails generated do not look
like the virus that was read. For additional stealth, the virus can propagate non-virus
carrying emails as well as those carrying the virus.

— matching user behavior, i.e., the virus avoids sending out emails with a large recipient
list, instead partitioning such messages into multiple ones with recipient lists of the
size observed on normal messages.

— randomization, i.e., all of the above techniques are randomized — for instance, the
incubation period is a random number over a range. Similarly, the propagation factor
is a random number.

Of these techniques, polymorphism does not affect our approach, as it is not based on
email content. Among the rest, propagation factor and incubation period were found to
have the maximum impact on detection effectiveness, while randomization had modest
effect. Matching of user behavior seemed to have no effect. Thus, our results discussion
considers only two of the above factors: propagation factor and incubation period.
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Fig. 3. Percentage of Infected Hosts

3.2 Maetrics Used for detection

The first and most obvious metric is the detection time: the time between the introduction
of the virus and the time of detection. Figure 2 shows how the detection time changes
as the propagation factor (also known as fanout) and incubation period are changed.
Note that longer incubation periods and lower propagation factors delay detection. The
detection delay is somewhat mitigated by the fact that the virus itself propagates more
slowly in these cases. We therefore look at other metrics that factor out the speed at
which a virus spreads. Some of these metrics are:

— percentage of clients that are infected at the time of detection

— percentage of email traffic due to viruses at the time of detection

The first of these metrics is related to the costs for cleaning up after the virus infection.
The other metric relates to the load on the email server, and the degree to which its
function is degraded by the virus.

Figure 3 shows the percentage of infected hosts at the time of detection of the attack.
The results are for an intranet consisting of 400 clients. This figure shows that for noisy
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viruses, detection occurs early, but very stealthy viruses, especially those that use a
combination of large incubation periods and low propagation factors, can potentially
infect most of the network before being detected. Figure 4 shows that for a given value
of propagation factor (fixed at 8 for this graph), and incubation period, the fraction of
infected hosts is lower when the number of clients in the intranet is higher.

Figure 5 shows the fraction of email traffic that is due to the viruses as of the time
of detection. Specifically, we calculated the fraction of email traffic due to viruses in
the few seconds (2 seconds) preceding the detection. Note that the virus traffic is in the
40% to 70% range, which means that the email server is only slightly overloaded. Due
to burstiness of emails, servers are typically designed to handle a few to several times
the average rate at which emails are generated in the system. For this reason, a 40% to
70% increase in email traffic is not very significant.
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3.3 False Alarms

False alarm rates were computed using two different criteria:
— Criteria I: Count even a single alarm as a false alarm: Using this criteria, there were
a total of 3 false alarms across 8 runs, or a rate of about 0.38 false alarms per hour.
— Criteria 2: Apply a threshold criteria, and count a false alarm when the threshold
is exceeded. This threshold is established through experimentation. We found that
by registering an alarm when more than 3 alarms are reported over a period of two
seconds, zero false alarm rate could be achieved in our simulation.
We note that in the detection results reported earlier, Criteria 2 was used. Thus, those
detection results were obtained with zero false alarm rate.

Runtime Performance and Memory Usage.

The whole implementation was done in Java. With 400 clients, about 800 frequency
distributions were maintained, each over 8 time scales. Due to these structures the total
memory use of the Java program was 30MB. When run on a Intel Pentium III system
operating at IGHz, it was able to simulate about 500 cycles per second, i.e., simulate 100
seconds in one second of operation. In addition to the simulation, the anomaly detector
was processing about 100 messages per second. This performance was adequate to
provide fast simulation. If used in a live environment, these performance results show
that the anomaly detector will consume 1% of CPU on a similar system.

4 Experiment I1

This experiment was conducted as part of the DARPA SWWIM program. The SWWIM
Autonomic Response Architecture (SARA) experiment was conducted by a collaborative
team of organizations, each responsible for a key function. This experiment differed from
the previous experiment in several aspects. First, the user models were asymmetric, i.e.,
the behavior models for different users were different. Second, the experiment was
conducted with real email servers (sendmail) and clients. Third, the simulation as well
as the viruses were designed by a third party that had no vested interest in how the
detectors from different organizations performed.

The overall goal of the SARA experiment was to evaluate the value of orchestrated re-
sponse to attacks. The system consisted of several virus detection components, response
components in the form of mail server and client enhancements to purge suspected
messages, and an orchestrator. The orchestrator took its input from the detection compo-
nents, evaluated the system state based on these inputs, selected a response action, and
communicated these actions to the response components. Several detection components
were built, including (a) simple behavior based detectors that looked for more than a
certain number emails within a certain time period or within a certain time period after
an attachment was opened, (b) more complex behavior based detectors that were tuned
to detect the tree-like flow of emails produced by email viruses, and (c) our anomaly
detector.

Early on in the experimental design, it was decided that the above detectors would
be used in different stages of virus spread: the behavior based techniques will be used
for early detection, at which point the system would attempt a carefully orchestrated
sequence of responses. But these detectors can be fooled by stealthy viruses, at which
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point, the results from the anomaly detector would be used to identify the spread of the
virus. Note that the anomaly detector cannot provide precise identification of offending
email messages — the only thing that can be said is that a predominant number of
email messages causing an alarm are bound to be viruses. Due to the absence of precise
identification of virus-carrying emails, and given the time constraints associated with the
conduct of this experiment, it was decided that the orchestrator would simply shutdown
the system if the only information it had was from the anomaly detector. Clearly, this
is a response of last resort, and not to be attempted unless every thing else failed. In
particular, the orchestrator should be allowed to try intelligent responses based on inputs
from other detectors; and only when all of this failed, it should consider shutting down
the system. In order to make sure that these responses were given adequate time to work,
it was decided that the anomaly detector would artificially delay detection until such
time it became clear that the virus was established in spite of an orchestrated response.

4.1 Experimental Setup

The experiment was carried out using a “full scale” simulation of an email system
for a single subnet of 400 clients. This included an email server (modified version of
sendmail) and 400 email clients. The detection, response, and orchestration components
communicated and worked in conjunction with the email server and clients.

Similar to Experiment I, the actions of users were emulated by 400 “bots.” However,
these bots were significantly more complex than user models used in Experiment I. In
particular, user behavior was simulated by 400 bots that were implemented as processes
that run concurrently. User behavior was modeled using a three-state Markov model, with
the states corresponding to the user reading email, composing email and being idle. The
bots will make transitions at random among these states, with a specified probability
for each of the six possible transitions. In this manner this model avoids the pitfalls
associated with a Poisson model used in Experiment I.

A second important improvement in the user model is that it is asymmetric, and it
captures the concept of address books. When a user composes email, the set of recipients
is assumed to come from his or her address book. The address book size is unlimited,
i.e., it can be as large as the user population. These factors mean that it is much more
common for emails with a large number of recipients to be generated in this experiment.

Several different types of viruses were used in the experiment. These virus types are
shown in Figure 6. Higher numbered viruses were intended to be progressively more
stealthy.

4.2 Detection Effectiveness

Hundreds of simulation runs were carried out with the above types of viruses. Due to
the fact that the anomaly detector was tuned explicitly for delayed detection of viruses,
no alarms were generated in those runs where the orchestrator was able to contain the
virus. There were seven runs in which the orchestrator was unable to contain the virus.
It is significant that in every one of these cases, the anomaly detector was able to detect
the virus, as shown in Figure 7. In most cases, the detection took place 2 or 3 minutes
after the detection of virus.

In some cases, the detection was rather slow. For virus 4b.v2, the delay was due to
the fact that it had a very long incubation period, so it was not propagating fast until
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Virus type|Description
1 Static
2a Randomized Addresses - (taken from sent items)
2b Randomized Addresses - (taken from received items)
3a Randomized - (random number of recipients)
3b Delayed Randomized (random no. of recipients and time delay)
4a Polymorphic - (virus attachments all end in .vbs)
4a.vl |Polymorphic - (virus attachments have variable extensions)
4b Persistent Polymorphic - (virus attachments all end in .vbs, lives forever)
4b.vl |Persistent Polymorphic - (fast propagating version)
4b.v2  |Persistent Polymorphic - (slow propagating version)
4b.v3  |Persistent Polymorphic - (medium propagating version)
4b.v4  |Persistent Polymorphic - (viruses have variable extensions, lives forever)

Fig. 6. Properties of Viruses Used

Time of
Virus type|(post-virus release) Percentage of
detection traffic consumed by virus
2b 3.7 min < 5 percent
4a 36.4 min < 5 percent
4b 3.0 min < 5 percent
4b 2.2 min < 5 percent
4b 3.3 min < 5 percent
4b 3.1 min < 5 percent
4b.v2 22.7 min < 5 percent

Fig.7. Virus Detection
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around 20 minutes after its introduction. Thus, detection took only two minutes after
the virus became active. In the case of virus 4a, the orchestrator was initially able to
contain the virus, and hence no alarms were reported by the anomaly detector. However,
after about 30 minutes of containment, the orchestrator lost control of the virus, which
subsequently took over the system. The detection occurred a few minutes after the point

when the virus

got away.

4.3 False Alarm Analysis

As for Experiment I, false alarm rates were measured in two ways:

— Criteria I: Count even a single alarm as a false alarm: Using this criteria, there were
a total of 18 false alarms across 6 runs, or a rate of about 0.3 false alarms per hour.
(Compare this to the 0.38 false alarms per hour obtained using this same criteria in
Experiment 1.)

— Criteria 2: Set a threshold via experimentation. In this case, the threshold was set so

that not only do we mask false alerts, but also true alarms that are not sufficiently

severe to warrant a system shutdown. (Recall that the only response used in the
experiment was to shutdown the mail server when the anomaly detector produced



68 A. Gupta and R. Sekar

an alarm.) For this reason, the threshold was much higher than in Experiment I.
Specifically, we identified a threshold of 50 or more alarms in a period of 256
seconds. Using this criteria, no false alarms were observed. (In fact, the maximum
number of alarms produced within a period of 256 seconds in any of these six runs
was 14, which is well below the 50 threshold.)

We note that in the detection results reported in Figure 7, Criteria 2 was used. Thus,
those detection results were obtained with zero false alarm rate.

4.4 Runtime Performance and Memory Usage

The anomaly detector performance and memory usage in this experiment was similar to
that reported for 400 clients in experiment I.

5 Related Work

Self-propagating malicious programs have been analyzed ever since they came into
existence starting with the Morris worm [2]. Along with the growth of the Internet, the
threat of worms spreading into computer networks has also increased. To understand and
predict the propagation of such worms has become an increasingly important research
topic. Propagation analysis and detection has also been carried out for more recent Code
Red [12] and Melissa [1] viruses, where the email is used as the vehicle of propagation
for these malicious executables.

Incidents of virus propagation through the cyber realm have been viewed and mod-
eled using epidemiological modeling, mapping the Internet to mathematical models of
ecological systems [15]. Models have been developed to accurately predict the prop-
agation of worms and viruses through the networks. One such example is a variation
of Kermack-Mckendrick model, used to predict the propagation of the Code Red virus
through the Internet [39]. At IBM, Kephart and White have developed systems for de-
tection using these models [7],[8] [9]. In addition to borrowing ideas from mathematical
epidemiology, the model has been extended by incorporating network topological ef-
fects, using power-law relationships [20] which try to give some structure to the apparent
randomness of the Internet. [10] studies the propagation of viruses when a subset of the
hosts are immune to the virus. [18] studies the problem of network availability in the face
of viral attacks. The focus of all these efforts were to study the propagation of viruses,
whereas the focus of this paper is the development of an effective detection technique.

Anomaly detection techniques have long been used for intrusion detection [13,27,
25,32-34,16,36]. The approach developed in this paper is closely related to [36]. In
both approaches, a protocol state machine specification forms the basis for detection.
This state machine is used to transform events (such as network packets, or sending
or delivery of emails) into frequency distributions that characterize normal behavior.
The training and detection phases are robust, and can operate without any supervision.
These factors contrast with most other anomaly detection approaches, especially at the
network level, where considerable knowledge and ingenuity was needed to identify the
set of “features” to be included in normal behavior characterization. Moreover, many
of these techniques required expert supervision to make sure that the normal behavior
characterization learned by the technique was indeed appropriate.
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The Malicious Email Tracking (MET) system [17] was developed to track the flow
of malicious emails such as self-replicating viruses through a network. It was designed
as a system to track flow of malicious email traffic on wide area network without hav-
ing to sample most of the emails exchanged in the network. However, its techniques
for detecting malicious emails, such as the use of MD5 sums for identification of the
propagation of the same virus, can be defeated by polymorphic viruses such as those
considered in this paper.

While MET is focused specifically on emails, the earlier Graph-based intrusion
detection system (GrIDS) [31] work was focused on the more general problem of large-
scale automated attacks that propagate over the network. GrIDS is based on assembling
the activities on different network nodes into activity graphs that show the spread of
attacks through a network. It can also support policy-based detection of attacks by
detecting policy violations in the activity graph.

[6] uses a data mining approach to detect malicious executables embedded within
emails. Short sequences of machine instructions are the features used in this approach. A
Naive Bayes classifier, trained on a set of malicious and a set of benign executables, was
used to detect whether an attachment contained malicious code. This approach assumes
that there are similarities among the binary code of malicious executables. While this is
shown to be true for viruses known today, it is easy enough to write stealthy viruses that
can escape detection by this technique.

The Email Mining Toolkit (EMT) [35] work complements MET in that it uses data
mining to synthesize the behavior profiles of users that is used by MET to detect ma-
licious email. EMT models “normal behavior” of each email user in terms of several
characteristics such as the identities of the other users they communicate with, and
the frequencies with which they communicate with these users. It can detect not only
viruses, but also changes in communication patterns that may result due to misuse or
other malicious user behavior. However, for the purpose of virus detection, this technique
is likely to have higher latency than the technique proposed in this paper. This is because
the sending of a single message, or even a few virus messages, cannot be considered a
significant departure from normal communication pattern without increasing the false
alarm rate.

6 Conclusions and Future Work

In this paper, we presented a new technique for detecting self-propagating email viruses
using statistical anomaly detection. Our results suggest that the kinds of viruses preva-
lent today can be detected before a significant fraction of the network is infected. Our
approach degrades gracefully when facing more stealthy viruses that use a combination
of low propagation factor, high incubation period and randomization. We note that an
email virus writer has to be careful in designing a stealthy virus: if it uses too low a
propagation factor, then it may “die” in the presence of hosts that are immune to the
virus (e.g., Microsoft Outlook viruses sent to Netscape or Lotus Notes users). A high
incubation period also delays the spread of the virus, which provides more opportunities
for a vigilant user or system administrator to notice the virus. Thus it is likely that very
stealthy viruses are not very stable.

When we began this work, we assumed that an anomaly detection technique such
as ours will have a significant latency in detection, by which time most of the network
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may be infected. While this assumption turned out to be true for the most stealthy of the
viruses used in our experiments, our results suggest that for a majority of the viruses, it
is potentially feasible to detect attacks when only a minority of the network is infected.
Note that with early detection, the costs associated with cleaning up such viruses can be
reduced.

While the results presented in this paper are promising, their main weakness is that
they are all based on simulation. Real systems often display behaviors that are more
complex and variable than those exhibited in simulations. This factor can artificially
inflate the effectiveness of anomaly detection systems during simulations. In order to
really assess the effectiveness of the approach, it is necessary to evaluate it using realistic
email traffic. Our ongoing work develops techniques where email traffic is no longer
simulated, but is taken from mail server logs. The virus models will continue to be
simulated. The traffic presented to the anomaly detector is obtained by superimposing
the background traffic from the logs with simulated virus email traffic.

A second difficulty in extrapolating the simulation results is that on real systems,
email traffic crosses organization boundaries frequently. In particular, a virus may prop-
agate from one user to any other user on the Internet, and not just on the intranet of
the user’s organization. At the same time, it is not realistic to assume that our anomaly
detector can be deployed Internet-wide. Thus, a question arises as to how well an Internet-
wide virus propagation can be detected by an anomaly detector observing the behavior
of email on an intranet. This is another question that needs to be addressed in future
research.
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Abstract. With the increasingly widespread deployment of security
mechanisms, such as firewalls, intrusion detection systems (IDSs), an-
tivirus software and authentication services, the problem of alert analysis
has become very important. The large amount of alerts can overwhelm
security administrators and prevent them from adequately understanding
and analyzing the security state of the network, and initiating appropri-
ate response in a timely fashion. Recently, several approaches for alert
correlation and attack scenario analysis have been proposed. However,
these approaches all have limited capabilities in detecting new attack
scenarios. In this paper, we study the problem of security alert corre-
lation with an emphasis on attack scenario analysis. In our framework,
we use clustering techniques to process low-level alert data into high-
level aggregated alerts, and conduct causal analysis based on statistical
tests to discover new relationships among attacks. Our statistical causal-
ity approach complements other approaches that use hard-coded prior
knowledge for pattern matching. We perform a series of experiments to
validate our method using DARPA’s Grand Challenge Problem (GCP)
datasets and the DEF CON 9 datasets. The results show that our ap-
proach can discover new patterns of attack relationships when the alerts
of attacks are statistically correlated.

Keywords: Intrusion detection, alert correlation, attack scenario anal-
ysis, time series analysis

1 Introduction

Information security (INFOSEC) is a complex process with many challenging
problems. Deploying INFOSEC mechanisms, e.g., authentication systems, fire-
walls, intrusion detection systems (IDSs), antivirus software, and network man-
agement and monitoring systems, is just one of the necessary steps in the security
process. INFOSEC devices often output a large amount of low-level or incom-
plete alert information because there is a large number of network and system
activities being monitored and multiple INFOSEC systems can each report some
aspects of the same (coordinated) security event. The sheer quantity of alerts
from these security components and systems also overwhelms security admin-
istrators. The large number of low-level or incomplete alert information can
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prevent intrusion response systems and security administrators from adequately
understanding and analyzing the security state of the network, and initiating ap-
propriate response in a timely fashion. From a security administrator’s point of
view, it is important to reduce the redundancy of alarms, intelligently integrate
and correlate security alerts, construct attack scenarios (defined as a sequence of
related attack steps) and present high-level aggregated information from multi-
ple local-scale events. Correlating alerts of the related attack steps to identify an
attack scenario can also help forensic analysis, response and recovery, and even
prediction of forthcoming attacks.

Recently there have been several proposals on alert correlation (e.g.,
MI7/10l2212527]). Most of these proposed approaches have limited capabilities
because they rely on various forms of predefined knowledge of attack conditions
and consequences. They cannot recognize a correlation when an attack is new
(previously unknown) or the relationship between attacks is new. In other words,
these approaches in principle are similar to misuse detection techniques, which
use the “signatures” of known attacks to perform pattern matching and cannot
detect new attacks. It is obvious that the number of possible correlations is very
large, potentially a combinatorial of the number of (known and new) attacks.
It is infeasible to know a priori and encode all possible matching conditions
between attacks. To further complicate the matter, the more dangerous and in-
telligent adversaries will always invent new attacks and novel attack sequences.
Therefore, we must develop significantly better alert correlation algorithms that
can discover sophisticated and new attack sequences.

In this paper, we study the problem of INFOSEC alert analysis with an em-
phasis on attack scenario analysis. The analysis mechanism is based on time
series and statistical analysis. We reduce the high volume of raw alerts by com-
bining low-level alerts based on alert attributes. Clustering techniques are used
to group low-level alert data into high-level alerts. We prioritize alerts based on
the relevance of attacks to the protected networks and hosts and the impacts
of attacks on the mission goals. We then conduct causality analysis to correlate
alerts and construct attack scenarios. We perform a series of experiments to vali-
date our method using DARPA’s Grand Challenge Problem (GCP) datasets and
the DEF CON 9 datasets. Our results show that our approach can discover new
patterns of alert relationships without depending on prior knowledge of attack
scenarios. Our statistical approach complements other approaches in that our
correlation approach does not depend on the hard-coded prior knowledge for
pattern matching and can discover new attack relationships when the alerts of
attacks are statistically correlated.

The emphasis of this paper is on statistical causality analysis. The remainder
of this paper is organized as follows. In Section B] we introduce Granger Causality
Test, a time series analysis method. Our alert correlation steps and algorithms
are presented in Section [3. In Section @] we report the experiments and results
on the GCP datasets and the DEF CON 9 datasets. Section Bl discusses related
work. We summarize our work and future work in Section [6l
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2 Granger Causality Analysis

Time series analysis aims to identify the nature of a phenomenon represented by
a sequence of observations. The objective requires the study of patterns of the
observed time series data. Time series analysis has been widely used in many
applications, e.g., earthquake forecasting and economy analysis. In this section,
we introduce time series based causal analysis, and in particular, the Granger
Causality Test [11].

2.1 Time Series Analysis

A time series is an ordered finite set of numerical values of a variable of interest
along the time axis. It is assumed that the time interval between consecutively
recorded values is constant. We denote a univariate time series as x(k), where
k=0,1,...,N —1, and N denotes the number of elements in z(k).

Time series causal analysis deals with analyzing the correlation between time
series variables and discovering the causal relationships. Causal analysis in time
series has been widely studied and used in many applications, e.g., economy
forecasting and stock market analysis. Network security is another application
in which time series analysis can be very useful. In our prior work [1l[3], we have
used time series-based causality analysis for pro-active detection of Distributed-
Denial-of-Service (DDoS) attacks using MIB IT [26] variables. We based our ap-
proach on the Granger Causality Test (GCT) [L1]. Our results showed that the
GCT is able to detect the “precursor” events, e.g., the communication between
Master and Slave hosts, without prior knowledge of such communication signa-
tures, on the attacker’s network before the victim is completely overwhelmed
(e.g., shutdown) at the final stage of DDoS.

In this work, we apply the GCT to INFOSEC alert streams for alert corre-
lation and scenario analysis. The intuition is that attack steps that do not have
well-known patterns or obvious relationships may nonetheless have some statis-
tical correlations in the alert data. For example, there are one or more alerts for
one attack only when there are also one or more alerts for another attack. We
can apply statistical causality analysis to find such alerts to identify an attack
scenario. We next give some background on the GCT.

2.2 Granger Causality Test

The intuition of Granger Causality is that if an event X is the cause of another
event Y, then the event X should precede the event Y. Formally, the Granger
Causality Test (GCT) uses statistical functions to test if lagged information on a
time-series variable z provides any statistically significant information about an-
other time-series variable y. If the answer is yes, we say variable z Granger-causes
y. We model variable y by two auto-regression models, namely, the Autoregres-
sive Model (AR Model) and the Autoregressive Moving Average Model (ARMA
Model). The GCT compares the residuals of the AR Model with the residuals
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of the ARMA Model. Specifically, for two time series variables y and = with size
N, the Autoregressive Model of y is defined as:

P
y(k) = biy(k — i) + o (k) (1)
i=1
The Autoregressive Moving Average Model of y is defined as:
P P
y(k) =Y ouy(k — i) + ) Bk — i) + er(k) (2)
i=1 i=1

Here, p is a particular lag length, and parameters «;, §; and 6; (1 < i < p) are
computed in the process of solving the Ordinary Least Square (OLS) problem
(which is to find the parameters of a regression model in order to have the
minimum estimation error). The residuals of the AR Model is Ry = Zle e3(k),
and the residuals of the ARMA Model is R; = ZkT:l e2(k). Here, T = N — p.

The AR Model, i.e., Equation[], represents that the current value of variable
y is predicted by its past p values. The residuals Ry indicate the total sum of
squares of error. The ARMA Model, i.e., Equation 2] shows that the current
value of variable y is predicted by the past p values of both variable y and
variable x. The residuals R; represents the sum of squares of prediction error.

The Null Hypothesis Hy of GCT is Hg : 5; = 0,i = 1,2,---,p. That is, z
does not affect y up to a delay of p time units. We denote g as the Granger
Causality Index (GCI):

(Ro— R1)/p

QZW’VF(P7T—2P—1) (3)

Here, F(a,b) is Fisher’'s F' distribution with parameters a and b [T4]. F-test
is conducted to verify the validity of the Null Hypothesis. If the value of g is
larger than a critical value in the F-test, then we reject the Null Hypothesis
and conclude that z Granger-causes y. Critical values of F-test depends on the
degree of freedoms and significance value. The critical values can be looked up
in a mathematic table [I5].

The intuition of GCI (g) is that it indicates how better variable y can be
predicted using histories of both variable x and y than using the history of y
alone. In the ideal condition, the ARMA model precisely predicts variable y with
residuals Ry = 0, and the GCI value g is infinite. Therefore, the value of GCI (g)
represents the strength of the causal relationship. We say that variable {z1(k)}
is more likely to be causally related with {y(k)} than {z2(k)} if g1 > g2 and both
have passed the F-test, where g;, ¢« = 1, 2, denotes the GCI for the input-output

pair (x;,y).
Applying the GCT to alert correlation, the task is to determine which hyper
alerts among Bi, Bo, ..., B; are the most likely to have the causal relationship

with hyper alert A (a hyper alert represents a sequence of alerts in the same
cluster, see Section B)). For a hyper alert time series, say A, each A(k) is the
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number of alerts occurring within a certain time period. In other words, we
are testing the statistical correlation of alert instances to determine the causal
relationship between alerts. For each pair of hyper alerts (B;, A),i =1,2,...,1,
we compute the GCI value g;. We record the alerts whose GCI values have passed
the F-test as the candidates, and rank order the candidate alerts according to
their GCI values. We can then select the top m candidate alerts and regard
them as being causally related to alert A. These (candidate) relationships can
be subject to more inspection by other analysis techniques such as probabilistic
reasoning or plan recognition.

The main advantage of using statistical causality test such as GCT for alert
correlation is that this approach does not require a priori knowledge about attack
behaviors and how the attacks could be related. This approach can identify the
correlation between two attack steps as long as the two have a high probability
(not necessarily high frequency) of occurring together. We believe that there
is a large number of attacks, e.g., worms, that have attack steps with such
characteristics. Thus, we believe that causal analysis is a very useful technique.
As discussed in [1I3]2], when there is sufficient training data available, we can
use GCT off-line to compute and validate very accurate causal relationships
from alert data. We can then update the knowledge base with these “known”
correlations for efficient pattern matching in run-time. When GCT is used in
real-time and finds a new causal relationship, as discussed above, the top m
candidates can be selected for further analysis by other techniques.

3 Alarm Correlation

In this section, we describe our framework for alert correlation and attack sce-
nario construction. Specifically, the steps include alert aggregation and clus-
tering, alert prioritization, alert time series formulation, alert correlation, and
scenario construction.

3.1 Alert Aggregation and Clustering

One of the issues with deploying multiple security devices is the sheer amount
of alerts output by the devices. The large volume of alerts makes it very difficult
for the security administrator to analyze attack events and handle alerts in a
timely fashion. Therefore, the first step in alert analysis is alert aggregation and
volume reduction.

In our approach, we use alert fusion and clustering techniques to reduce the
redundancy of alerts while keeping the important information. Specifically, each
alert has a number of attributes such as timestamp, source IP, destination IP,
port(s), user name, process name, attack class, and sensor ID, which are de-
fined in the standard document “Intrusion Detection Message Exchange Format
(IDMEF)” [12] drafted by the IETF Intrusion Detection Working Group.

In alert fusion, there are two steps. First, we combine alerts that have the
same attributes except timestamps. The timestamps can be slightly different,
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Fig. 1. Alert Priority Computation Model

e.g., 2 seconds apart. Second, based on the results of step 1, we aggregate alerts
with the same attributes but are reported from different heterogeneous sensors.
The alerts varied on time stamp are fused together if they are close enough to
fall in a pre-defined time window.

Alert clustering is used to further group alerts after alert fusion. Based on
various clustering algorithms, we can group alerts in different ways according to
the similarity among alerts, (e.g., [27] and [17]). Currently, based on the results
of alert fusion, we further group alerts that have same attributes except time
stamps into one cluster. After this step, we have further reduced the redundancy
of alerts.

A Hyper Alert is defined as a time ordered sequence of alerts that belong to
the same cluster.

For example, after alert clustering, we have a series of alerts, Ay, As...A,, in
one cluster that have the same attributes along the time axis, and we use hyper
alert A to represent this sequence of alerts.

3.2 Alert Prioritization

The next phase of alert processing is to prioritize each hyper alert based on
its relevance to the mission goals. The objective is that, with the alert priority
rank, security analyst can select important alerts as the target alerts for further
correlation and analysis. Specifically, the priority score of an alert is computed
based on the relevance of the alert to the configuration of the protected networks
and hosts as well as the severity of the corresponding attack assessed by the
security analyst. Porras et al. proposed a more comprehensive mechanism of
incident/alert rank computation model in a “mission-impact-based” correlation
engine, named M-Correlator [25]. Because we focus on alert correlation and
scenario analysis instead of alert priority ranking, and alert prioritization is just
an intermediate step to facilitate further alert analysis, we adapted the priority
computation model of M-Correlator with a simplified design.

Figure [1 shows our priority computation model that is constructed based
on Bayesian networks [24]. We use Bayesian inference to obtain a belief over
states (hypotheses) of interests. A Bayesian network is usually represented as
a directed acyclic graph (DAG) where each node represents a variable, and
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the directed edges represent the causal or dependent relationships among the
variables. A conditional probability table (CPT) [24] is associated with each
child node. It encodes the prior knowledge between the child node and its par-
ent node. Specifically, an element of the CPT at a child node is defined by
CPT;; = P(child_state = j|parent_state = i) [24]. The belief in hypotheses of
the root is related to the belief propagation from its child nodes, and ultimately
the evidence at the leaf nodes.

Specifically, in our priority computation model, the root represents the prior-
ity with two hypothesis states, i.e., “high” and “low”. Each leaf node has three
states. For node “Interest”, its three states are “low”, “medium” and “high”.
For other nodes, the three states are “matched”, “unmatched” and “unknown”.
The computation result is a value in [0,1] where 1 is the highest priority score.

We denote e* as the k' leaf node and H; as the i" hypothesis of the root
node. Given the evidence from the leaf nodes, assuming conditional indepen-
dence with respect to each H;, the belief in hypothesis at the root is: P(H; |
el,e? ...,elV) = yP(H;) Hiv:l P(e*|H;), where v = [P(e!,e2,...,eV)]™! and
7y can be computed using the constraint Y, P(H;le!,e?,...,e") = 1. For ex-
ample, for the hyper alert of FTP Globbing Buffer Overflow attack, we get
evidence [high, matched, matched, unknown, unknown] from the corresponding
leaf nodes, i.e., Interest, OS, Services/Ports, Applications and User, respectively.
As Figure [[] shows, the root node represents the priority of hyper alert. As-
sume that we have the prior probabilities for the hypotheses of the root, i.e.,
P(Priority = high) = 0.8 and P(Priority = low) = 0.2, and the following
conditional probabilities as defined in the CPT at each leaf node, P(Interest =
high|Priority = high) = 0.70, P(Interest = high|Priority = low) = 0.10,
P(OS = matched|Priority = high) = 0.75, P(OS = matched|Priority =
low) = 0.20, P(Services = matched|Priority = high) = 0.70, P(Services =
matched|Priority = low) = 0.30, P(Applications = unknown|Priority =
high) = 0.15, P(Applications = unknown|Priority = low) = 0.15, P(User =
unknown|Priority = high) = 0.10, P(User = unkown|Priority = low) =
0.10, we then can get v = 226.3468, therefore, P(Priority = high|Interest =
matched, OS = matched, Service = matched, Applications = matched, User =
unknown) = 0.9959. We regard this probability as the priority score of the alert.
The current CPTs are predefined based on our experience and domain knowl-
edge. It is our future work to develop an adaptive priority computation model so
that the CPTs can be adaptive and updated according to specific mission goals.

To calculate the priority of each hyper alert, we compare the dependencies
of the corresponding attack represented by the hyper alert against the configu-
rations of target networks and hosts. We have a knowledge base in which each
hyper alert has been associated with a few fields that indicate its attacking OS,
services/ports and applications. For the alert output from a host-based IDS, we
will further check if the target user exists in the host configuration. The purpose
of relevance check is that we can downgrade the importance of some alerts that
are unrelated to the protected domains. For example, an attacker may launch
an individual buffer overflow attack against a service blindly, without knowing
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if the service exists. It is quite possible that a signature-based IDS outputs the
alert once the packet contents match the detection rules even though such service
does not exist on the protected host. The relevance check on the alerts aims to
downgrade the impact of such kind of alerts on further correlation analysis. The
interest of the attack is assigned by the security analyst based on the nature of
the attack and missions of the target hosts and services in the protected domain.

3.3 Alert Time Series Formulation

After the above processes, we formulate each hyper alert into a univariate time
series. Specifically, we set up a series of time slots with equal time interval,
denoted as T, along the time axis. Given a time range H, we can have N = H/T
time slots. Recall that each hyper alert A represents a sequence of alerts in
the same cluster in which all alerts have the same attributes except timestamp,
ie, A=[A1, As,..., A,], where A; represents an alert in the cluster. We denote
a(k), where k = 0,1,..., N—1, as the corresponding time series variable of hyper
alert A. An element of the time series a(k), denoted as a;, is the number of alerts
that fall in the i** time slot. Therefore, each element of a hyper alert time series
variable represents the number of alert instances within the corresponding time
slot. We currently do not use categorical variables such as port accessed and
pattern of TCP flags as time series variables in our approach.

3.4 GCT Alert Correlation

The next phase of alert processing is to apply GCT for pair-wise alert correlation.
Based on alert priority value and mission goals, the security analyst can specify
a hyper alert as a target (e.g., alert Mstream_DDOS against a database server)
with which other alerts are correlated. The GCT algorithm is applied to the
corresponding alert time series. Specifically, for a target hyper alert Y whose
corresponding univariate time series is y(k), and another hyper alert X whose
univariate time series is z(k), we compute GCT(x(k),y(k)) to correlate these
two alerts. For the target alert Y, we compute such pair-wise correlation with all
the other alerts. As described in Section [ZZ], the GCT index (GCI) g returned
by the GCT function represents the evidence strength if X is causally related to
Y. We record the alerts whose GCI values have passed the F-distribution test
as candidates of causal alerts, and rank order the candidate alerts according
to their GCI values. We then select the top m candidate alerts and regard
them as being causally related to alert Y. These candidate relationships can
be further inspected by other techniques or security analyst based on expertise
and domain knowledge. The corresponding attack scenario is constructed based
on the correlation results.

In alert correlation, identifying and removing background alerts is an impor-
tant step. We use Ljung-Boz [20] test to identify the background alerts. The
assumption is that background alerts have characteristic of randomness. The
Ljung-Box algorithm tests for such randomness via autocorrelation plots. The
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Null Hypothesis is that the data is random. The test value is compared with
critical values to determine if we reject or accept the Null Hypothesis.
However, in order to correctly remove the background alerts, expertise is
still needed to verify that a hyper alert can be regarded as a background alert.
In addition to expertise, we can also use other techniques, e.g., probabilistic
reasoning, for further inspection and verification. This is part of our future work.

4 Experiments

To evaluate the effectiveness and validity of our alert correlation mechanisms, we
applied our algorithms to the datasets of the Grand Challenge Problem (GCP)
version 3.1 provided by DARPA’s Cyber Panel program [6l13], and datasets of
the DEF CON 9 Capture The Flag (CTF) [9]. In this section, we describe our
experiments with an emphasis on the GCP.

4.1 The Grand Challenge Problem (GCP)

The main motivation to use the GCP datasets is that the GCP has developed
multiple innovative attack scenarios to specifically evaluate alert correlation tech-
niques. In addition to the complicated attack scenarios, the GCP datasets also
include many background alerts. This makes alert correlation and scenario con-
struction more challenging. Other datasets, e.g., DEF CON 8 Capture The Flag
(CTF) []], have relatively simple scenarios [21]. In the GCP, multiple hetero-
geneous security systems, e.g., network-based IDSs, host-based IDSs, firewalls,
and network management systems, are deployed in several network enclaves.

GCP alerts are in IDMEF (XML) format. We implemented our alert pro-
cessing system in Java. It can consume XML format alerts directly.

As described in Section Bl we first fuse and cluster raw alerts into more
aggregated and hyper alerts. In scenario I, there are a little more than 25,000
low-level raw alerts output by heterogeneous security devices in all enclaves.
After alert fusion and clustering, we have around 2,300 hyper alerts. In scenario
II, there are around 22,500 raw alerts that result in 1,800 hyper alerts.

The GCP definition includes complete information about the configuration
of the protected networks and hosts including services, operating systems, user
accounts, etc. Therefore, we can establish a configuration database accordingly.
Information of mission goals enables us to identify the servers of interest and
assign interest score for corresponding alerts targeting at the important hosts.
The alert priority is calculated based on our model described in Section

In formulating hyper alert time series, as described in Section Bl we set the
time slot to 60 seconds. In the GCP, the whole time range is 5 days. Therefore,
each hyper alert time series x(k) has a size of 7,200, i.e., k=0, 1, 2, ..., 7,199.

In GCT alert correlation, the first step is to identify and remove the back-
ground alerts. As described in Section B4}, we apply the Ljung-Boz statistical
test to all hyper alerts. We select the significance level a = 0.05. However, in or-
der to correctly remove the background alerts, expertise is still needed to verify
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that a hyper alert can be regarded as background alert. In the GCP, by using
this mechanism, we can identify background alerts such as “HTTP_Cookie” and
“HTTP_Posts”. The next step is to select the alerts with high priority values as
the target alerts. In this step, we set the threshold § = 0.6. Alerts with prior-
ity scores above ( are regarded as important alerts and are selected as target
alerts. We then apply the GCT to correlate each target alert with other alerts
from which the background alerts identified by the Ljung-Box test are already
excluded.

For performance evaluation, we define two measures: true causality rate =

# of correct causal alerts __ # of incorrect causal alerts
total # of causal relationships and false causal rate total # of causal alerts

Here, causal alerts refer to the causal alert candidates output by the GCT (i.e.,
passing the F-test) w.r.t. the target alerts. In experiments of the GCP, we refer
to the documents with the ground truth to determine the causal relationships
among the alerts.

In the GCP Scenario I, there are multiple network enclaves in which attacks
are conducted separately. The attack scenario in each network enclave is al-
most the same. We selected a network enclave as an example to show the GCT
correlation results.

In this network enclave, there are a total of 370 hyper alerts. Applying
the Ljung-Box test on the hyper alerts, we identify 255 hyper alerts as back-
ground alerts. According to the alert priority values calculated based on the
mission-goals and relevance to the protected networks and hosts, there are 15
hyper alerts whose priority values are above the threshold § = 0.6. There-
fore, we have 15 hyper alerts as the target alerts, which are correlated with
other alerts excluding the identified background alerts. As an example, we select
three alerts that are related to the Database Server as the target alerts, i.e.,
Loki, DB_NewClient and DB_IllegalFileAccess. Alert Loki indicates that there
is a stealthy data transfer via a covert channel. Alert NewClient means that
a host on the network initiates a connection to a remote service that is sus-
picious and uncharacteristic. Therefore, alert DB_NewClient denotes the con-
nection activity from the Database Server to an external suspicious site. Alert
DB_lllegalFileAccess occurs when there is a file access (read or write) on the
Database Server that violates the access policy. DB and Plan represent Database
Server and Plan Server respectively. Table [ shows the causal alert candidates
correlated with target alert Loki. Table [ shows the alert candidates that are
causally related to target alert DB_NewClient. Table Bl shows the causal alerts
related to target alert DB_IllegalFileAccess. Alert DB_FTP_Globbing_Attack in-
dicates an FTP Globbing buffer overflow attack on the Database Server. Alert
DB_NewClient_Target denotes an unusual connection activity from a host to the
Database Server. Among the candidate alerts which have passed the F-test, we
select the top 6 alerts according to their GCI values.

Figure[2 shows the correlation graph based on the correlation results of alerts
Loki, DB_NewClient and DB_IllegalFileAccess. Here, some expert knowledge is
needed to further inspect the causal alert candidates resulted from GCT corre-
lation in order to construct the correlation graph. In this case, we do not include
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Table 1. Alert Correlation by the GCT on the GCP Scenario I. Target Alert: Loki

Alert; Target Alert|GCT Index
HTTP_Java Loki 22.25
DB_IllegalFileAccess Loki 11.81
DB_NewClient Loki 11.12
DB_NewClient_Target Loki 10.84
DB_FTP_Globbing_Attack Loki 10.84
HTTP_ActiveX Loki 10.68

Table 2. Alert Correlation by the GCT on the GCP Scenario I: Target Alert:
DB_NewClient

Alert; Target Alert |GCT Index
Loki DB_NewClient| 115.56
Plan_NewClient DB_NewClient 14.50
Plan_Loki DB_NewClient 13.06
HTTP _Java DB_NewClient 12.84

DB_NewClient_Target |DB_NewClient 12.84
DB_FTP_Globbing_Attack| DB_NewClient 12.84
HTTP_ActiveX DB_NewClient 12.84
DB_lllegalFileAccess |DB_NewClient| 10.76

Table 3. Alert Correlation by the GCT on the GCP Scenario I: Target Alert:
DB_IllegalFileAccess

Alert; Target Alert GCT Index
HTTP_ Java |DB_IllegalFileAccess 22.23
DB_NewClient |DB_IllegalFileAccess 14.87
Loki DB_IllegalFileAccess| 11.24
Plan_Loki |DB_IllegalFileAccess 11.13
HTTP_ActiveX |DB_IllegalFileAccess| 10.71
Plan_NewClient|DB_IllegalFile Access 9.08

alerts such as HTTP_Java and HTTP_ActiveX in the scenario construction be-
cause they are not likely to be correct causal alerts. In the correlation graph, the
directed edges represent the causal relationships and the arrows show the causal-
ity directions. For example, Table [ shows that alert DB_FTP_Globbing_Attack
is a causal alert candidate with regard to alert Loki. Such causal relationship
is shown by a directed edge originated from DB_FTP_Globbing_Attack pointing
to Loki in Figure Pl A bi-directional edge indicates a mutual causal relationship
between two alerts.

Figure Rl shows that there are multiple types of relationships among the
alerts. First, there is a straightforward causal relationship that is obvious be-
cause of the nature of corresponding attacks. In Figure B| we can see that alert
DB_FTP_Globbing_Attack is causally related to alerts Loki and DB_NewClient,
so is alert DB_NewClient_Target. Such causality indicates that the corres-
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DB_lllegalFileAccess Plan_Loki

P]an_NewClieng

DB_NewClient_Target FTP_Globbing_Attack

Fig. 2. The GCP Scenario I: Correlation Graph on Database Server

ponding activities represented by alert DB_FTP_Globbling_Attack and alert DB
_NewClient_Target cause the activities indicated by alert DB_NewClient and
Loki. The fact spreadsheet in the GCP document also supports the validity of
such causality. The ground truth shows that the attacker first gets root access to
the Database Server using the FTP Globbling buffer overflow attack, then trans-
ports the malicious agent to the Database Server. The activity of agent transfer is
detected by an IDS that outputs alert DB_NewClient_Target. The buffer overflow
attack and initial malicious agent transfer are followed by a series of forthcoming
autonomous attacks from/against the Database Server. Such causal relationship
is obvious and can also be discovered by other correlation techniques because
once the attacker obtained the root access to the victim using the buffer overflow
attack, he/she can easily launch other attacks from/against the target. There-
fore, a simple rule is to correlate the buffer overflow attack with other following
attacks at the same target.

Some indirect relationships among alerts can also be discovered by the GCT
correlation. As shown in Figure 2, we can see that alerts Plan_Loki and Plan
NewClient all have causal relationship with alerts DB_IllegalFileAccess (trig-
gered by activities of illegal access to files at the Database Server) and DB
NewClient (triggered by activities of connecting to a suspicious site). It is hard
to correlate them together via traditional correlation techniques because they
do not have a known relationship with the target alert DB_NewClient. From
the ground truth in the GCP document, we can see that the attacker first com-
promises the Plan Server and then uses that host to break into the Database
Server. Alert Plan_-NewClient indicates that the attacker downloads malicious
agent from the external site to the Plan_Server. Alert Plan_Loki indicates the
attacker uploads sensitive information from the Plan_Server to the external site.
The malicious code is later transferred to the Database Server after a buffer
overflow attack against the Database Server originated from the Plan Server.

Figure 2] also shows a pattern of loop relationships among alerts. We can see
that alerts DB_IllegalFileAccess, Loki and DB_NewClient have mutual causal
relationships with each other. Such pattern indicates that the occurrences of
these three alerts are tightly coupled, i.e., whenever we see one alert, we expect
to see another one forthcoming. The fact spreadsheet validates our results. The
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Table 4. Alert Correlation by the GCT on the GCP Scenario II: Target Alert:
Plan_Service_Status

Alert; Target Alert GCT Index
Plan_IIS_Generic_BufferOverFlow |Plan_Service_Status 20.21
Plan_Registry _Modified Plan_Service_Status| 20.18

IIS_Unicode_Attack Plan_Service_Status 18.98
HTTP_Java Plan_Service_Status 17.35
HTTP_Shells Plan_Service_Status 16.28
HTTP_ActiveX Plan_Service_Status 1.90

Table 5. Alert Correlation by the GCT on the GCP Scenario II: Target Alert:
Plan_Host_Status

Alert; Target Alert |GCT Index
HTTP_Java Plan_Host_Status 7.73
Plan_IIS_Generic_BufferOverflow |Plan_Host_Status 7.70
Plan_Registry_Modified Plan_Host_Status 7.63
CGI_Null_Byte_Attack Plan_Host_Status 7.56
Port_Scan Plan_Host_Status 3.26
HTTP_RobotsTxt Plan_Host_Status 1.67

malicious agent autonomously gets access to the sensitive files and collects data
(alert DB_IllegalFileAccess), uploads the stolen data to an external site (alert
Loki), then downloads new agent software (alert DB_NewClient) and installs it
(alert DB_IllegalFileAccess) on the Database Server, and then begins another
round of the same attack sequence. GCT correlation results show a loop pattern
of causal relationship among the corresponding alerts because these activities
occur together.

When we correlate each target alert with other alerts using the GCT, we have
some false causal alert candidates. For example, HTTP_Java, HT'TP_ActiveX in
Table [ Overall, in this experiment, the true causality rate is 95.06% (77/81)
and false causality rate is 12.6% (10/87) in this network enclave.

We also use the same network enclave as an example to show our results in the
GCP Scenario II. In this network enclave, there are a total of 387 hyper alerts.
Applying the Ljung-Box test to the hyper alerts, we identify 273 hyper alerts
as the background alerts. In calculating the priority of hyper alerts, there are 9
hyper alerts whose priority values are above the threshold 8 = 0.6. Therefore,
we have 9 hyper alerts as the target alerts, which are correlated with other alerts
excluding the identified background alerts. As before, based on the mission goals
and alert priority, for example, we select two alerts, Plan_Service_Status and
Plan_Host_Status, as the targets, then apply the GCT to correlate other alerts
with them. Table ] and Table [f] show the corresponding GCT results. We list
the top 6 candidate alerts that have passed the F-test in the tables. The alerts
Plan_Host_Status and Plan_Service_Status are issued by a network management
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Fig. 3. The GCP Scenario II: Correlation Graph of Plan Server

system deployed on the network. The true causality rate is 93.15% (68/73) and
false causality rate is 13.92% (11/79).

After finding the candidate alerts, we construct a corresponding correlation
graph as shown in Figure Bl This figure shows that alerts IIS_Buffer_Ouverflow
and Plan_Registry_Modified are causally related to alerts Plan_Service_Status
and Plan_Host_Status. The GCP document verifies such relationship. The at-
tacker launches I1S Buffer Overflow attack against the Plan Server in order to
transfer and install the malicious executable code on it. The Plan Server’s reg-
istry file is modified (alert Plan_Registry-Modified) and the service is down (alert
Plan_Service_Status) during the daemon installation. Alert Plan_Host_Status in-
dicates the “down” or “up” states of the Plan Server. The states are affected by
the activities of the malicious agent installed on the Plan Server. Therefore, the
ground truth described in the GCP document also supports the causal relation-
ships among the corresponding alerts. These relationships are represented by di-
rected edges pointing to alert Plan_Host_Status from alerts IIS_Buffer_Overflow,
Plan_Registry_Modified and Plan_Service_Status in Figure [3

However, the correlation result in the GCP Scenario II is not comprehensive
enough to cover the complete attack scenarios. By comparing the alert streams
with the GCP document, we notice that many malicious activities in the GCP
Scenario II are not detected by the IDSs. Therefore, there are some missing
intrusion alerts. In our approach, we depend on alert data for correlation and
scenario analysis. When there is a lack of alerts corresponding to the intermediate
attack steps, we cannot construct the complete attack scenario. In practice,
IDSs or other security mechanisms can miss some attack activities. We will
study how to deal with the “missing” attack steps in alert analysis and scenario
construction.

4.2 DEF CON 9 Capture the Flag

As another case study, we applied our algorithms on the DEF CON 9 Capture
The Flag (CTF) datasets. We use Snort to analyze the network traffic and output
alerts for analysis. The DEF CON 9 CTF datasets are collected on 7 subnets.
However, some datasets in subnet Eth0 are corrupted. Therefore, we do not
include them in our analysis. Because there is no information available about
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Table 6. DefCon 9: Target Alert: DDOS_Shaft_Zombie_Host_A

Alert; Target Alert GCT Index
FTP_Command_Overflow_Host_B_Src |DDOS_Shaft_Zombie 13.43
FTP_User_Overflow_Host_B_Src DDOS_Shaft_Zombie 12.98
FTP_Command_Overflow_Host_C_Src |DDOS_Shaft_Zombie 11.43
WEB-CGI_ScriptAlias_Access DDOS_Shaft_Zombie| 11.12
TFT _GetPasswd_Host_B_Src DDOS_Shaft_Zombie 10.88
FTP_Aix_Overflow_Host_B_Src DDOS_Shaft_Zombie 10.83
EXPERIMENTAL_MISC_AFS_Access |DDOS_Shaft_Zombie 10.70
FTP_CWD_Overflow_Host_D_Src DDOS_Shaft_Zombie 10.68
WEB-CGI_Wrap_Access DDOS_Shaft_Zombie 10.54
FTP_Command_Overflow_Host_D_Src |DDOS_Shaft_Zombie 10.35
FTP_CWD _Overflow_Host_C_Src DDOS_Shaft_Zombie 9.87
FTP_OpenBSDx86_Overflow_Host_D_Src|DDOS_Shaft_Zombie 7.86
WEB-CGI_WebDist_Access DDOS_Shaft_Zombie 7.54

the network topology and host configuration, we cannot fully apply our model of
alert priority computation on the datasets. Therefore, we select the target alerts
for correlation based on domain knowledge.

As an example, we report results of alert analysis for subnet 4. Snort outputs
more than 378,000 raw alerts. Scanning related alerts account for 91% of the
total alerts. Alert ICMP Redirect Host accounts for about 3% of the total and
alert MISC Tiny Fragments accounts for 5.9% of the total. Other alerts include
Buffer Overflow, DDOS, DOS, DNS, TFTP, SNMP and Web-related attacks.

Applying our alert fusion and clustering algorithms, we can reduce the re-
dundancy of low-level alerts dramatically, in particular, scanning alerts. The
number of concrete high-level hyper alerts is about 1,300. We apply the Ljung-
Bozx test with the significance level a = 0.05 to all hyper alerts, and identify
754 hyper alerts as background alerts. For convenience, we denote the follow-
ing: Host_A : 10.255.100.250, Host_-B : 10.255.30.201, Host-C' : 10.255.30.202,
Host_D : 10.255. 40.237.

We first select the alert DDOS Shaft Zombie targeting at Host_A, and ap-
ply the GCT to correlate it with other alerts. Based on the correlation results,
we select a causal alert as the next correlation target alert. For example, after
each GCT correlation, we select the causal alert that is oriented from host_C
as the target alert for the next GCT correlation. Table [6 through Table B
show the corresponding GCT correlation results with regard to the selected
target alerts, i.e., DDoS_Zombie_Host_A, FTP_Command_Overflow_Host_C_Src,
FTP_CWD_Overflow_-Host_C_Src. We construct the attack scenario graph based
on GCT correlation results and alert analysis.

Figure[d shows the attack scenario targeting Host_A according to the network
activities in subnet 4. We can see that the attackers first launch a series of port
scanning, e.g., NMAP and RPC_Portmap. Then multiple FTP Buffer Overflow
attacks are launched against the target in order to get root access. The attackers
also launch some Web-related attacks against the target. There are also some
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Table 7. DefCon 9: Target Alert: FTP_Command_Overflow_Host_C_Src

Alert; Target Alert GCT Index
Scan_NMAP_TCP FTP_Command_Overflow_Host_C_Src 11.27
ICMP_Ping NMAP FTP_Command_Overflow_Host_C_Src|  10.93

WEB-MISC_Perl_Command|FTP_Command_Overflow_Host_C_Src 10.75

Xmas_Scan FTP_Command_Overflow_Host_C_Src 10.23
RPC_Portmap_Request |FTP_Command_Overflow_Host_C_Src| 10.17
FIN_Scan FTP_Command_Overflow_Host_C_Src 10.13
NULL_Scan FTP_Command_Overflow_Host_C_Src 10.11

Table 8. DefCon 9: Target Alert: FTP_CWD_Overflow_Host_C_Src

Alert; Target Alert GCT Index
Scan_ NMAP_NULL FTP_CWD _Overflow_Host_C_Src 12.72
ICMP_Ping NMAP FTP_CWD_Overflow_Host_C_Src 12.12
WEB-MISC_Perl_Command| FTP_CWD_Overflow_Host_C_Src 11.87
Xmas_Scan FTP_Command_Overflow_Host_C_Src 11.63
SYN FIN_Scan FTP_CWD _Overflow_Host_C_Src 11.27
NULL_Scan FTP_CWD _Overflow_Host_C_Src 10.92

other attack scenarios that our algorithms are able to find; many of them are
port scanning followed by Buffer Overflow attacks.

4.3 Discussion

In our experiments, the results from the GCP show that our approach can corre-
late alerts of the attacks that have statistical causal relationships. The statistical
causal correlations among alerts are not limited to the patterns of co-occurrences,
e.g., alert New_Client and Loki in the GCP Scenario I. It also includes the case
where the causal attack occurs only once, e.g., the sequential attacks in the
scenario of the DEF CON 9. However, as the GCT results show, we have false
causal alert candidates resulted from the GCT correlation that can result in false
scenarios. One reason is that a large amount of background alerts can increase
the false correlations. For example, we have a relatively high false causality rate
in the GCP because the GCP has a lot of background alerts. Another reason is
that, in our experiments, we do not have and use any training data sets. There-
fore, it is different from traditional anomaly detection in which training data is
used to construct the baseline that can reduce the false positive rate. In the DEF
CON 9 dataset, our approach also finds some reasonable scenarios. Because of
the nature of the DEF CON 9 dataset, we cannot comprehensively evaluate the
success rate of our alert correlation method.

The key strength of our approach is that it can discover new alert correlations.
Another advantage of our approach is that we do not require a priori knowledge
about attack behaviors and how attacks are related when finding candidate alert
correlations. In addition, our approach can also reduce the workload of security
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Fig. 4. DefCon 9: A scenario example of victim Host A

analysts in that they can focus on the causal alert candidates output by the
GCT for further analysis. They do not have to assess all alerts and investigate
all possible correlations. This is especially helpful when an attack is in progress
and the security analysts need to figure out the attack scenarios in a timely
fashion.

The time series used in our approach is based on the alert count instead of
other categorical variables such as port access and pattern of TCP flag. The
intuition is that if two attacks are related or have causal relationships, their
occurrences should be tightly correlated because the causal attack triggers the
resulting attack. Some experimental work and theoretical analysis have been
presented in [1J3J2]. However, it is important to consider categorical variables
when constructing attack scenarios. We will address this issue in our future work.

One challenge to our approach is background alert identification. Using the
Ljung-Box test cannot cover all the background alerts. The limit of our approach
is that we still need expert knowledge to further inspect the causal alert candi-
dates resulted from GCT alert correlation when constructing attack scenarios.
Human intervention has limits in automating attack scenario constructions. In
future work, we will develop new correlation algorithms, in particular, proba-
bilistic reasoning, and will integrate other existing correlation algorithms, e.g.,
prerequisite-consequence approach, for alert correlation in order to reduce the
false correlation rate and improve the accuracy of scenario analysis.

5 Related Work

Recently, there have been several proposals on alert correlation and attack sce-
nario analysis.

Porras et al. design a “mission-impact-based” correlation system, named M-
Correlator [25]. The main idea is to evaluate alerts based on security interests
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and attack relevance to the protected networks and hosts. Related alerts are
aggregated and clustered into a consolidated incident stream. The final result
of the M-Correlator is a list of rank ordered security incidents based on the
relevance and priority scores, which can be further analyzed by the security
analyst. This approach focuses on the incident ranking instead of attack scenario
analysis. The security analyst needs to perform further correlation analysis.

Valdes and Skinner [27] develop a probabilistic-based alert correlation mecha-
nism. The approach uses similarities of alert attributes for correlation. Measures
are defined to evaluate the degree of similarity between two alerts. Alert ag-
gregation and scenario analysis are conducted by toughening or relaxing the
similarity requirement in some attribute fields. However, it is difficult for this
approach to correlate alerts that do not have obvious (or predefined) similarities
in their attributes.

In the approach proposed by Debar and Wespi [[7], alert clustering is applied
for scenario construction. Two reasoning techniques are used to specify alert
relationships. Backward-reasoning looks for duplicates of an alert, and forward-
reasoning determines if there are consequences of an alert. These two types of
relationships between alerts are predefined in a configuration file. The main
limitation of this approach is that it relies on the predefined duplicate and con-
sequence relationships between alerts.

Goldman et al. [T0] build a correlation system that produces a correlation
graph, which indicates the security events that aim to compromise the same se-
curity goal, with IDS alerts as the supporting evidence of the security events. The
reasoning process is based on the predefined goal-events associations. Therefore,
this approach cannot discover attack scenarios if the attack strategy or objective
is not known.

Some other researchers have proposed the framework of alert correlation and
scenario analysis based on the pre-condition and post-condition of individual
alerts [4J5]22]. The assumption is that when an attacker launches a scenario,
prior attack steps are preparing for later ones, and therefore, the consequences of
earlier attacks have a strong relationship with the prerequisites of later attacks.
The correlation engine searches for alert pairs that have a consequences and
prerequisites match and builds a correlation graph with such pairs. There are
several limitations with this approach. First, a new attack may not be paired
with any other attack because its prerequisites and consequences are not yet
defined. Second, even for known attacks, it is infeasible to predefine all possible
prerequisites and consequences. In fact, some relationships cannot be expressed
naturally in rigid terms.

Our approach differs from prior work in that it focuses on discovering new
and unknown attack strategies. Instead of depending on the prior knowledge of
attack strategies or pre-defined alert pre/post-conditions, we correlate the alerts
and construct attack scenarios based on statistical and temporal relationships
among alerts. In this respect, our approach is analogous to anomaly detection
techniques.
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We also notice that alert correlation has been a research topic in network
management for decades. There are several well-known approaches such as case-
based reasoning system [19], code-book [I8], and model-based reasoning sys-
tems [16123]. In network management system (NMS), event correlation focuses
on alarms resulted from network faults, which often have fixed patterns. Whereas
in security, the alerts are more diverse and unpredictable because the attackers
are intelligent and can use flexible strategies. We nevertheless can borrow ideas
in NMS event correlation for INFOSEC data analysis.

6 Conclusion and Future Work

In this paper, we presented an approach for correlating INFOSEC alerts and
constructing attack scenarios. We developed a mechanism that aggregates and
clusters raw alerts into high level hyper-alerts. Alert priority is calculated and
ranked. The priority computation is conducted based on the relevance of the alert
to the protected networks and systems. Alert correlation is conducted based on
the Granger Causality Test, a time series-based causal analysis algorithm. At-
tack scenarios are analyzed by constructing a correlation graph based on the
GCT results and on alert inspection. Our initial results have demonstrated the
potential of our method in alert correlation and scenario analysis. Our approach
can discover new attack relationships as long as the alerts of the attacks have
statistical correlation. Our approach is complementary to other correlation ap-
proaches that depend on hard-coded prior knowledge for pattern matching.

We will continue to study statistical-based approaches for alert correlation,
and develop algorithms to detect background alerts, develop techniques to in-
tegrate categorical variables such as patterns of TCP flags, and study how to
reduce false causality rate. We will also develop other correlation algorithms, in
particular, probabilistic reasoning approaches, to integrate multi-algorithms for
alert correlation and scenario analysis. We will also study how to handle missing
alerts of attack steps in scenario analysis. One approach may be to insert some
hypothesis alerts and look for evidence to either support or degrade the hypoth-
esis from other sensor systems. We will validate our correlation algorithms on
alert streams collected in the real world.
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Abstract. In this paper, we propose a multi-alarm misuse correlation
component based on the chronicles formalism. Chronicles provide a high
level declarative language and a recognition system that is used in other
areas where dynamic systems are monitored. This formalism allows us
to reduce the number of alarms shipped to the operator and enhances
the quality of the diagnosis provided.

1 Introduction

The diagnosis provided by current intrusion detection systems is spread over
numerous fine-grained alarms. As a result, the overall number of alarms is over-
whelming. Moreover, their content is so poor that it requires the operator to go
back to the original data source to assess the actual severity of the alarms.

Being able to express phenomena involving several alarms' is essential in
diagnosis applications because using several observations i) strengthens the di-
agnosis, ii) reduces the overall number of alarms and iii) improves the content
of the alarms. Strengthening the diagnosis enables to invalidate or confirm the
alarms, which is very important in intrusion detection where false positives are
prominent. The number of alarms is reduced because alarms (symptoms) are
presented to the operator as labeled groups instead of being presented individ-
ually. The content is enhanced because the information of the symptoms are
combined. Our approach implies a multi-event correlation component using as
input IDS alerts.

The correlation component we propose is a misuse based. The definition of
misuse correlation is similar to misuse intrusion detection: known malicious or
undesired sequences of events are searched in the data stream. In our approach,
the alarms are checked against a set of multi-events patterns (or signatures)
expressed in a dedicated language. Several approaches have been proposed in
the research field to provide signatures languages involving many events. In [2],
Eckmann et al classify languages in six categories: event languages, response
languages, reporting languages, correlation languages, exploit languages and de-
tection languages. We are interested here in correlation languages. Correlation

L or events — in the remainder of this paper, we will either speak of events and alarms

because alarms triggered by IDSes are input events of the correlation system
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languages rely on alarms provided by IDSes to recognize ongoing attack sce-
narios. Examples of existing correlation languages are Statl [2], P-Best [4] and
Lambda [24].

We propose to use the chronicle formalism proposed by Dousson [11] to corre-
late alarms. Chronicles are used in many distinct areas [14]. They were primarily
designed to analyze sequences of alarms issued by equipments in a telecommu-
nication network and a voltage distribution network. They are now also used in
some subtasks of a project aimed at representing car flows in road traffic. In the
medical domain, they are being looked at for hepatitis symptoms tracking, in-
telligent patient monitoring or cardiac arrhythmia detection. We propose to use
chronicles to correlate alarms issued by intrusion detection analyzers. Our corre-
lation component uses Dousson’s chronicle recognition system (CRS), available
at http://crs.elibel.tm.fr.

In this paper, we first introduce the chronicles formalism. We then show how
chronicles are applied to intrusion detection and illustrate how it solves some
intrusion detection issues. We also describe in what extent chronicles integrate
with an existing alarm correlation infrastructure. Before concluding and evoking
future works, we compare our research with related work.

2 Chronicles

Chronicles provide a framework for modeling dynamic systems. They include
an evolution monitoring mechanism to track changes in the modeled system.
Recognition of chronicles is based on a formalism in which time is fundamental.
This is in contrast with classical expert systems, which base their reasoning on
rules, relegating time information to the background.

Chronicles are temporal patterns that represent possible evolutions of the ob-
served system. A chronicle is a set of events, linked together by time constraints,
whose occurrence may depend on the context. The available time information
allows ordering and the specification of time spans between two occurrences of
events. In the Al literature, chronicles are related to other approaches such as
plan recognition and event calculus (see [12]).

In the remainder of this section, we present the essential features of the
chronicles, and briefly sketch the recognition process. Detailed description can
be found in [11,13].

2.1 Representation

In the AT literature, a natural approach to the representation of temporal in-
formation consists in associating assertions with particular times. Chronicles
representation relies on the reified temporal logic formalism [5,7,16]. In this for-
malism, propositional terms are related to times or other propositional terms
through additional truth predicates, like hold. For example, in a reified logic,
one may use hold(is(light, on),T’) to represent the assertion “light is on over
time T7.
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Time Representation For algorithm complexity reasons, time representation re-
lies on the time points algebra and time is considered as a linearly ordered
discrete set of instants whose resolution is sufficient for the environment dynam-
ics.

It should be noticed that in the chronicle formalism, if several identical events
occur at the same time point, only one is taken into account. As a consequence,
the time resolution is very important because in domains like intrusion detection,
many identical events may occur within a small time window.

A time interval I is expressed as pair I = (¢1,t2) corresponding to the lower
and upper bound on the temporal distance between two time points ¢ and ts.

Domain Attributes In the reified logic formalism, the environment is described
through domain attributes. Domain attributes are the atemporal propositions
of the modeled environment.

A domain attribute is a couple P(ai,...,a,) : v, where P is the attribute
name, aq, ..., a, its arguments and v its value. For example, Load(host) can be
a measure of a server load, and the possible values {1low,medium,high}. Special
attributes, called messages, are attributes without any associated value.

Reifying Predicates Reifying predicates are used to temporally qualify the set of
domain attributes. Their syntax and informal semantics are sketched in Figure 1.
The predicates used in chronicles are hold, event, noevent and occurs.

hold(P : v, (t1,t2)) The domain attribute P must keep the value v over the
interval [t1, t2].

event(P : (v1,v2),t) The attribute P changed its value from v to v at t.

event(P,t) Message P occurs at t.

noevent(P, (t1,t2)) The chronicle would not be recognized if any change of
the value of the domain attribute P occurs between t1
and ta.

occurs((ni,n2), P, (t1,t2)) the event that matches the pattern P occurred exactly

(0 < n1 < n2) N times between the two time points t1 and t2, and

n1 < N < ne. The value oo can be used for no.

noevent(P, (t1,t2)) = occurs((0,0), P, (t1,t2))

occurs is unifying because {event(P, #1) = occurs((1,00), P, (t1,t1 + 1))

Fig. 1. Reifying Predicates

— The hold predicate models chronicle assertions (assertions for short). Asser-
tions represent persistence of the value of a domain attribute over an interval,
without knowing when this value was reached.

— The event predicate expresses a time stamped instance of a pattern. An
event has no duration. Events denote a change of the value of a domain
attribute.
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— The noevent predicate expresses forbidden events, i.e. events whose occur-
rence leads to the invalidation of a chronicle instance during the recognition
process.

— The occurs is a counting predicate.

Chronicle Model A chronicle model (or chronicle) represents a piece of evolution
of the world. Chronicles are made of i) a set of time points, ii) a set of temporal
constraints between the time points, iii) a set of event patterns which represent
relevant changes of the world for this chronicle, iv) a set of assertions patterns
which represent the context of the occurrences of events, and v) a set of external
actions which will be performed by the system when a chronicle is recognized.
Actions are not limited to report generation: the system can generate events
and assertions. Both of them can later interact with other chronicles instances.
Reinserting previously recognized chronicles in the flow of input events is referred
to as “looping” functionality in the remainder (see section 3.4).

Chronicle models are expressed in the chronicle language. After a compilation
stage during which the consistency of the chronicle constraints is tested, the
chronicles are coded into efficient data structures used for the recognition process
described thereafter.

2.2 Chronicle Recognition

After the chronicle models compilation, the recognition system is initialized by
creating an empty chronicle instance for each chronicle model. A chronicle in-
stance is a chronicle for which a complete match is not found yet. The chronicle
recognition system then processes the stream of input events in one shot and
on-line.

An event whose atemporal state unifies with a pattern of a chronicle is always
considered for integration in a chronicle; the integration solely depends on the
suitability of the chronicle temporal constraints, the previously integrated events
and the event’s timestamp. Events may be shared by many chronicles and the
system is able to manage all the concurrent instances. The recognition process
manages a set of partial instances of chronicles as a set of time windows (one
for each forthcoming event) that is gradually constrained by each new matched
event.

An event occurrence may also lead chronicle instances to be destroyed be-
cause an expected event’s deadline is reached, and so all chronicles waiting for
any event before this deadline are destroyed. Outdated assertions can also be
suppressed after an event occurence.

If an assertion is violated or if a deadline expires, then a chronicle instance
is destroyed.

When integrating an event occurence in a chronicle instance, the system
cannot a priori be sure that the event will integrate well in the chronicle with
regard to the forthcoming events. It is not possible to integrate an event inside
a chronicle without maintaining the hypothesis that it is not necessarily this
chronicle instance that will be recognized. As a result, every chronicle instance
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chronicle examplel {
event(el,tl);
event (e2,t2);
event (e3,t3);

t1<t2<t3
t3-t2 <= 4

0 N O O WN -

Fig. 2. A Chronicle Example
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(el,2")
=
(el,2")

c4 (e2,10")
(e3,13")
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Fig. 3. Duplication example

is duplicated before the integration of an event. The systems maintains parallel
hypothesis so that all event sequences satisfying the constraints are recognized.

We illustrate duplication of chronicles with the example in Figure 3. Let us
consider the following chronicle:

event(ey,t1) A event(ea,ta) A event(es,ts) A (t1 <t <t3) Atz —to <4

which is equivalent to the one represented in the chronicle language in Figure 2.

The event stream is made of ey at 2, followed by es at 5’ followed by another
e2 at 10’ and a e3 at 13’. When e; arrives, a chronicle instance (C1) of chronicle
model C' is created. When es arrives, a duplicate of Cy is created (Cs), and e is
integrated in Cy. At 9, Cy dies because the constraint t., — t., < 4 is not true
anymore. When the second ez arrives, a duplicate of Cy (C3) is created. When e3
occurs , a duplicate of C5 (Cy) is created and the chronicle is recognized (shaded
box on figure). At 15, C5 dies.

This mechanism imposes the chronicle recognition system to be exhaustive,
i.e. all the possible instances of the defined chronicles are identified by the system.

For example, if we consider the chronicle

event(a,t1) A event(b, t2) A event(c,t3) Ata < t3

2

and the event stream?,

ay,ag, by, c1,a3
then the chronicle is recognized three times: {ay,b1,¢1}, {a2,b1,¢1}, {as,b1,c1}.

2 indices are only used to distinguish event instances and we do not provide timestamps
because we do not need them for the example
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Chronicles duplication imposes chronicle models to be written with care.
As a matter of fact, if no chronicle invalidation mechanism is specified in a
chronicle model, the chronicle instances tree may grow up indefinitely because of
chronicles living forever. Chronicles may be invalidated either with an assertion
violation or a deadline being reached. As a result, in order to prevent chronicle
instances to live forever, assertions (like hold or noevent) and/or quantitative
time constraints (like (t2 — 1) < 2) should be specified inside chronicle models.

When a complete match is found, a chronicle is recognized, and the associated
action is performed by the system.

3 Using Chronicles to Correlate Intrusion Alarms

The current three major issues in intrusion detection are alarm overload, poor-
ness of the alarms semantics and false negatives. In our approach, we explicitly
address the first two. The false negative issue is partly solved by making comple-
mentary sensors cooperate to provide an appropriate coverage of the monitoring
of the environment. Cooperation is a kind of correlation that involves fusion of
redundant alarms and synthesis of complementary alarms, and can be achieved
by chronicles because we are not restricted to using a single input stream. Co-
operation is indeed all the more essential as the multiplication of analyzers also
multiplies the alarms. However, contrary to Cuppens in [24] whose correlation
process infers unobserved alarms from attack scenarios, we solely rely on avail-
able alarms. We do not generate almost recognized® chronicles because this would
imply that optional events are used inside chronicles models which could conse-
quently be removed.

In the remainder of this section, we first briefly discuss the informal semantics
of the chronicles used in intrusion detection. Then, we give examples to illustrate
how chronicles can be used to enhance the content of the alarm and reduce the
amount of alarms.

The domain attribute used in the following chronicle models is a triplet
alarm(name, src,trg) where name is the attack identifier (e.g “cmd.exe
access”), src is the attack source (e.g an IP address) and trg is the attack
target (e.g an IP address). In fact, the alarm term may denote real attacks
or benign events. Using the chronicle language, the alarm domain attribute is
declared as follows:

message alarm[?name,?src, 7trg]
{
}

Constraints on the parameter values can be specified inside the brackets.
The 7 is used to inform the system that attributes are variables that should be
instantiated by the chronicle recognition system when an event occurs.

3 i.e chronicles whose expected event set is not complete
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3.1 Informal Semantics of the Chronicles Applied
to Intrusion Detection

Chronicles model phenomena which involve more than one event. This definition
does not presume the semantic of a chronicle. Actually, in the intrusion detection
context, the modeled phenomena may either be normal or malicious. In this
section, we describe these two kinds of chronicles.

Normal Phenomena. False alarms (false positives) are the primary cause of
alarm overload. Although many false positives could be avoided by using more
sophisticated signatures and detection mechanisms, it should be noted that some
attacks can only be characterized by a single event. As a result, legitimate actions
can be confused with attacks.

To solve this, it is possible to discriminate legitimate actions from attacks
instead of discriminating attacks from legitimate actions. In this case, chronicles
represent normal phenomena which involve an alarm as well as other peripheral
and innocuous events which are indicative of normal activity. Paragraph 3.2 il-
lustrates this situation. The recognition of such a chronicle invalidates the alarm;
a chronicle invalidation (i.e a chronicle which is not recognized) means that the
alarm is indicative of a real attack. In the former case, the alarm is not directly
shown to the security operator (it is included in a recognized chronicle); in the
latter case, the alarm is directly provided to the operator.

Notice that a chronicle instance can also be invalidated because only innocu-
ous events are observed, but no alarms. In this case, the innocuous events shall
not be shown to the operator. Examples of innocuous events are provided in
Section 3.2.

Malicious Phenomena. Some attacks are characterized by several suspicious
events. In this case, sensors trigger one alarm per event. Chronicles can be used
to model these phenomena. Such a chronicle recognition contributes to alarm
reduction because only one alarm (the recognized chronicle) is provided to the
operator instead of each individual alarm. It also contributes to the semantic
improvement because the recognized phenomena is more significant than each
individual alarm. If partial chronicle are invalidated, their constitutive alarms
are provided to the operator individually and may be used in other correlation
mechanisms.

Innocuous events used in this kind of chronicles shall not be provided to
the operator if the chronicle is invalidated. If a chronicle is recognized, then the
involved innocuous events are available to the operator for investigation.

In the intrusion detection literature, alarm correlation often refers to attack
scenarios. An attack scenario is a sequence of explicit attack steps which are
logically linked and lead to an objective. A portscan followed by a buffer overflow
against a given service is an example of attack scenario.

An attack scenario can be modeled by a chronicle. However, we do not in-
tend to use chronicles to model attack scenarios. There are two reasons for this.
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Firstly, the relevance of an attack scenario is questionable because many (un-
predictable) paths may lead to a given attack objective. Secondly, it is hard to
specify quantitative time constraints in chronicles because the time gaps between
each step may vary a lot, depending on how hurried the attacker is. The attacker
may even work on time gaps to evade detection.

As a result, malicious phenomena modeled with chronicles are phenomena
whose occurrences are deterministic. Examples of such phenomena are given in
sections 3.4 and 3.3.

3.2 Alarm Semantics Improvement

Description of the Phenomenon. False alarms are the main cause of alarm
overload; Julisch reports that they represent up to 99% of the overall number of
alarms [19].

We believe that the diagnosis provided by intrusion detection systems can be
strengthened by taking into account contextual events to discriminate true from
false positives. Contextual events can be benign events whose occurrence can
reinforce or mitigate the confidence an operator has in an alarm. In that sense,
chronicles can both represent known false positive cases and true positives.

To illustrate this, we propose a chronicle which is used identify a recurrent
false positive triggered by a network IDS in our network, pretending that buffer
overflow attacks occur. The shellcodes used in some buffer overflow attacks con-
tain long 0x90 bytes strings. Many misuse network IDSes signatures are based
on this property to detect buffer overflow attacks in a generic way. However,
this kind of signature can provoke false positives because legitimate binary data
going on the wire can match the signature. This is the case with ftp file transfers:
binary file transfers can trigger alarms because the probability for a binary file
to contain 0x90 bytes strings is potentially high*. Deactivating the signature is
not a solution because true attacks against ftp servers would not be detected
anymore.

One solution can consist in mitigating the alarm severity when it is triggered
during a file transfer, i.e between a request from a client and the end of the file
transfer. This implies that sensors generate events for each file retrieval request
and the corresponding acknowledgement message. As a result, every file transfer
provokes two innocuous events. Notice that the frequency of file transfer requests
is moderate with regard to the events throughput managed by chronicles, so these
innocuous events do not burden the recognition process. However, a security
operator should keep this consideration in mind when writing chronicles.

Description of the Chronicle. The corresponding chronicle is in Figure 4.
The goal of this chronicle is to generate a report informing the operator that a
buffer overflow alarm was raised, but it occurred during a file transfer, so it is
probably a false alarm. As a result, any buffer overflow alarm that is not inside
a chronicle is really suspect.

4 http://www.whitehats.com /info/TDS181
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1 chronicle shellcode_mitigation[?source, ?7target]

2 {

3 event (alarm[ftp_retr_request,?source,?target], t1)

4 event (alarm[shellcode, ?source, 7target], t2)

5 noevent (alarm[ftp_transfer_complete,?target,?source],

6 (t1+1,t3-1))
7 event (alarm[ftp_transfer_complete,7target, ?source], t3)
8

9 t1<t2<t3

10

11 when recognized {

12 emit event(alarm[shellcode_mitigation, ?source, 7target], t2);
13 }

14 }

Fig. 4. A Chronicle Example: Alarm Mitigation

In this chronicle, ftp_retr_request and ftp_transfer_complete are the
innocuous events which respectively indicate a FTP file transfer request made
by the client and the end of file transfer. The shellcode alarm is the actual
buffer overflow attempt. A sensor is required to trigger the first two events.
Snort can be used for that purpose, with the adequate signatures to monitor
control commands of the FTP protocol.

The order in which the reifying predicates are specified does not matter
because the system relies on the temporal constraints.

The temporal symbols t1,t2 and t3 are variables which are instantiated by
the system. Note that contrary to the domain attributes parameters, temporal
symbols do not need to be prefixed by a “?”, since temporal symbols only de-
note variables (absolute dates cannot be used as time symbols). The chronicle
recognition system instantiates t1 (resp. t2 and t3) with the ftp_retr_request
(resp. shellcode and ftp_transfer_complete) event timestamp.

The use of identical variable names as parameters of the domain attributes
implicitly imposes the source and target involved in the chronicle to be identical.

The noevent predicate in line 5 is necessary to prevent chronicles to live
forever in the system (see section 2.2). No quantitative temporal constraint is
specified in this chronicle (we do not know how long a file transfer may last)
and since the CRS recognition is exhaustive, the ftp_transfer_complete event
could be used as the end of an earlier chronicle instance being recognized; as a
result, we need to add a constraint saying that ftp_transfer_complete alarms
should not occur twice within a chronicle.

When faced with a “normal” ftp transaction, (i.e. a ftp_retr_request fol-
lowed by a ftp_transfer_complete event), the chronicle recognition system
discards a chronicle instance when receiving the ftp_transfer_complete event,
because the chronicle constraints (t2<t3) cannot be satisfied anymore.
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1 chronicle portscan[?source, 7target]

2 {

3 event (alarm[sid_1,7source,?target], tl)

4 occurs((1,+00) ,alarm[sid_2,?source,?target], (ti1+1,t2))
5 noevent (alarm[sid_3, ?source, ?target], (t1,t2))

6 event (alarm[sid_3,7source,?target], t2+1)

7 t1<t2

8

9 when recognized {

10 emit event(alarm[portscan, ?source, 7target], t2);
11 }

12 }

Fig.5. A Chronicle Example: portscan detected by Snort

3.3 Alarm Reduction

Description of the Phenomenon. Intrusion detection systems tend to spread
their diagnosis over many alarms, mainly because the analysis is performed on
single events; as a result, alarms are too fine-grained: a single phenomenon in-
volving many events —be it benign or not— provokes many alarms. Let us take
the example of portscan detection by Snort to illustrate this.

When detecting portscans, Snort generates three kinds of alarms: a portscan
_begin alarm, several portscan_status during the scan, and finally a portscan
_end when the portscan is supposedly finished.

Description of the Chronicle. A simple yet effective chronicle model to
synthesize portscan alarms is provided in Figure 5. The sid_1, sid_2 and sid_3
alarms respectively correspond to the portscan_begin, portscan_status and
portscan_end alarms. These alarms should have the same source and the same
target. The first event (line 1) initiates the chronicle and instantiates t1; t2 is
instantiated by the last event (line 6); between t1 and t2+1, an infinite number
of portscan_status alarms may occur.

Portscans are recurrent phenomena. For the same reason as the previous
chronicle example, we need to add a constraint saying that portscan end alarms
should not occur twice within a chronicle.

3.4 Alarm Semantics Improvement and Alarm Reduction

Description of the Phenomenon. Recognizing known phenomena in which
many events are involved both enables reduction of the number of alarms (we
only have to consider the alarm set) and semantic enhancement (the identified
phenomenon). More and more attacks are automated processes, making it pos-
sible to write interesting chronicles because the intrusion steps are always the
same.
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1 chronicle nimda[?source, ?7target]

2 {

3 occurs((1,2) ,alarm[iis_code_red_ii_root_exe,?source,?target],

4 (t,t+2000))
5 occurs((1,4) ,alarm[iis_decode_bug, ?source, 7target], (t,t+2000))
6 occurs((1,14) ,alarm[iis_cmd_exe,?source,?target], (t, t+2000))
7 occurs((1,3),alarm[web_dot_dot,?source, 7target] , (t,t+2000))

8 occurs((1,2),alarm[iis_unicode, ?source, 7target] , (t,t+2000))

9 occurs((1,1) ,alarm[iis_unicode2, ?source,?target], (t,t+2000))

10 occurs((1,1),alarm[iis_unicode3, ?source, ?target], (t,t+2000))

11 occurs((1,1) ,alarm[iis_decode_bug3, ?source, 7target], (t,t+2000))
12 occurs((1,1) ,alarm[iis_decode_bug2,?source, 7target], (t,t+2000))
13 occurs((1,1) ,alarm[iis_decode_bugd, ?source, 7target], (t,t+2000))
14

15  when recognized {

16 emit event(alarm[nimda, 7source, 7target], t);

17}

18 }

Fig. 6. A Chronicle Example: a Nimda worm attempt detected by Dragon

Example of such phenomena are worms. Worms attacks involve many events,
each of which can trigger one or more alarm. As worms are recurrent attacks,
reducing the number of alarms for each attempt has a strong impact on the
overall alarm excess.

The Nimda worm attacks vulnerable IIS web servers. During each infection
attempt, many suspect or malicious HTTP requests are sent to the target. Thus,
each Nimda attempt triggers many alarms by conventional IDSes: Snort® gener-
ates about 20 alarms; Dragon® generates about 30 alarms.

Description of the Chronicle. In Figure 6 we show a chronicle suited for
Dragon alarms. A Nimda attempt is characterized by a burst of 10 distinct
alarms. Each alarm can occur several times (for instance, the iis_cmd_exe
occurs 1 to 14 times at each attempt). All the alarms should have the same
source and the same target, and they all occur within a 2s time window (the
resolution here is 1 ms). When such an alarm burst occurs, a synthetic alarm
nimda_worm_attempt is reported. Only one synthetic alarm represents the 30
original ones.

We provide an complementary chronicle example called new_infection in
Figure 7. This example illustrate two important things: the chronicles looping
functionality and the use of domain attributes which are not alarms. The goal
of this chronicle is to recognize every new server infection by the Nimda worm.
The first parameter of the new_infection chronicle is the newly infected server
and the second parameter is the host causing the infection.

5 http://www.snort.org
6 http://dragon.enterasys.com
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1 chronicle new_infection[?victim, ?7attacker]

2 {

3 event (infected[?victim, somebody]: (true, false), t0)
4 noevent (infected[?victim, 7?7]:(false, true), (t0,t1))
5

6 event (alarm[nimda, ?7attacker, ?7victim], t1)

7 event (alarm[nimda, ?victim, ?], t2)

8

9 t2 - t1 in [1000,10000]

10  when recognized {

11 emit event(infected[?victim, 7attacker]:(false,true), t1)
12 }

13 }

Fig. 7. Identifying new Nimda infections

We can say that a host b is infected by a if a Nimda attempt from a to b is
detected (line 6), followed by Nimda attempts from b to any host (line 7) 1 to
10 seconds later (line 8).

The problem is that a host still receives attack attempts although it is already
infected. As a result, if we only use the previous two patterns to detect newly
infected hosts, the chronicle would be recognized every time b is attacked. We
want the chronicle to be recognized only once, so we need to tag infected hosts:
b is newly infected only if it was not infected before the attack from a.

We use a infected(?victim, ?attacker) € {true, false} domain attribute. Note
that infected is not an alarm. It is rather a topology-like relation. Note also that
contrary to alarms which are messages, infected is a valued domain attribute.

Line 3 of the chronicle is the initialization of the state of the hosts: the
chronicle recognition system should receive events saying that by default, no
host is infected (“victim is infected by somebody” is false).

Line 4 should be read as “[For the chronicle to be recognized|, victim must
not have been previously infected by any host”. When used solely, the “?” symbol
represents a variable whose value should not be instantiated (any).

Line 6 and 7 are the manifestations of a successful infection. When the
chronicle is recognized, the status of victim is updated (infected[?victim,
?attacker] becomes true when the attempt occurs — see line 11).

3.5 Sensor Cooperation

Description of the Phenomenon. The chronicle language is a high level
declarative language. It does not presume the nature of the underlying input
event stream. As a result, cooperation (i.e. correlation of alarms from heteroge-
nous sources) is naturally modeled with chronicles. Of course, the input format
must be compliant with the one expected by the chronicle recognition system

(the domain attributes properties —arity, parameters domain values— have to be
defined).
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1 chronicle successful_codeExec[?source, ?target]

2 {

3 event (alarm[?bufov_snort_alarm, 7source, 7target], t1l);

4 event (alarm[shell_exec, 7, 7target], t2);

5 noevent (alarm[login, ?, 7target], (t1,t2));

6 ?bufov_snort_alarm in {sid_203, sid_34}

7

8 t2 - t1 in [0,100]

9

10  when recognized {

11 emit event(alarm[successful_buffer_overflow, 7source, ?7target],
12 t2);
13 }

14 }

Fig. 8. A Chronicle example: example of IDS cooperation

The upstream sensors that generate alarms must have their clocks synchro-
nized, and the gap between two clocks should be coherent with the time resolu-
tion used in the chronicle models. If these conditions hold, then chronicles are
able to manage delays due to sensors processing or transport durations. Whether
an event is delayed or not, its integration in a chronicle is done in the same way
because the chronicle temporal reasoning is solely performed over the events
timestamp, not on the running clock.

Description of the Chronicle. In the example provided in Figure 8, three
sensors are used: Snort, Snare and Syslog. The Snort sensor sends the alarm
?bufov_snort_alarm, shell_exec is triggered by a system-based monitoring
tool (Snare) and the login alarm is sent by Syslog. The chronicle monitors
successful attacks resulting in the execution of a shell on a host.

In line 3, we wait for any alarm about a buffer overflow attack. In line 6,
the Snort alarm names (sid_xxx) that refer to buffer overflow attacks are enu-
merated. If such an attack is followed by a shell execution on the same target,
and no login execution occurred between the two (which could justify the shell
execution), then the chronicle is recognized.

3.6 Experimental Results

The chronicle models proposed in this paper have not been tested on a live system
yet. We plan to do this in the near future. They have only been validated on
alarm logs collected in our network.

However, concerning the ability of the chronicle recognition system to cope
with intrusion alarm flow, one should notice that chronicles were primarily de-
signed to diagnose failures in telecommunication network by analyzing alarms
issued by equipments. In this context, the recognition system must be efficient
because it has to deal with alarm bursts and high alarm rates.
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The alarm rates observed in the intrusion detection field are of the same order
as the ones observed in other fields where the chronicles have already successfully
been applied.

The performance issue may arise if no chronicle invalidation mechanism is
specified by the chronicle writer in a chronicle model. In this case, the chronicle
instances tree may grow up indefinitely because of chronicles living forever (see
section 2.2).

Performance also depends on the number of chronicle models used in parallel.
The time required to process an event grows linearly with the number of chronicle
models. In [11], efficiency experiments are performed with 80 chronicle models,
containing about 10 event patterns among 50 domain attributes, 20 temporal
constraints and 4 assertions. In this configuration, the integration of an event
required about 10 ms. Detailed efficiency arguments about chronicles can be
found in [11] (pages 78-81).

4 M2D2: An Intrusion Alarm Correlation Infrastructure

Except the chronicle model proposed in Figure 7, alarm(name, sre,trg) is the
only domain attribute used in the chronicle models discussed in the previous
section.

In [1], we argue that current alarm correlation approaches do not take advan-
tage of all the available information, especially environmental information. For
example, false alarms are often abusively attributed to poor intrusion detection
systems techniques: in many cases, false alarms are caused by the environment
properties not being taken into account.

To address this, we proposed a formal data model called M2D2. M2D2 fed-
erates the information that is required for alarm correlation. In this section,
we sketch how the chronicle recognition system can cooperate with the M2D2
framework.

4.1 Overview of M2D2

M2D2 can be seen as an infrastructure upon which alarm correlation systems can
rely for events and structural information. M2D2 provides concepts and relations
modeled with standard propositions of the classical first-order logic.

The concepts of M2D2 can be categorized in four groups: i) characteristics
of the information system, ii) vulnerabilities, iii) security tools and iv) events.

Characteristics of the information system include information about the car-
tography” and the security policy. Vulnerabilities include information about the
characteristics of known vulnerabilities: prerequisites, effect, products affected.
Security tools include information about the nature and the configuration of the
tools used to monitor entities of the information system for signs of attacks.

7 cartography both refers to the topology of the network and the softwares running
on the hosts
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Events include basic events (signs of the attacks) and alarms provided by IDSes,
but also by the correlation systems.
A more detailed description of M2D2 can be found in [1].

4.2 M2D2 and the Chronicles

There is a two-way relationship between M2D2 and the chronicles: as a correla-
tion system, the chronicles take advantage of the data provided by M2D2 and
also act as an alarm provider for M2D2.

M2D2 data are modeled with first-order logic predicates, so they can be used
as the atemporal information of the reified logic on which the chronicles are
based. In other words, the M2D2’s concepts are used as domain attributes of
the chronicles. In our current approach, only M2D2’s alarm concepts are used
as domain attributes of chronicles (see section 3). However, the other available
concepts would enhance the chronicle models.

The infected domain attribute in the example 3.4 is an example of the use of
a domain attribute corresponding to M2D2’s cartography class of information.
We illustrate the use of topological information with another example: video
conferences require the firewall to be open. Every participant is notified of the
port number he/she shall use, and connections bursts on the server are observed.
Thus, over these periods, portscans shall be described as false positives. By
tracking the topological modification (the firewall opening), a chronicle could
qualify the portscans as false positives during video-conference sessions.

In M2D2, the high level alarms triggered by correlation systems are related
to lower level alarms with the part_of relation. Thus, alarms are structured in a
hierarchy, where leaf nodes are the lowest level alarms provided by basic IDSes
and root nodes are the highest level alarms, built with intermediate events.
Only the hierarchies root alarms are directly shown to the operator. If detailed
information about the alarms is required, the operator can browse the alarm
hierarchy. There is a straightforward mapping between the IDWG [15] alarm
structures and the event concept of M2D2.

Using previously recognized chronicles into other chronicle models is a func-
tionality already included in the chronicle recognition system (see the looping
functionality in section 2.1). By making M2D2 and the chronicle recognition sys-
tem cooperate, the recognized chronicles are transformed into M2D2 high level
alarms linked with the events with the part_of relation. The new alarms provided
by the chronicle recognition system are de facto made available to other corre-
lation systems relying on M2D2. This is illustrated in Figure 9. There are two
alarm generators, a Snort sensor and CRS. When a nimda attack occurs, Snort
generates the three iis-decode-bug, iis-cmd-exe and iis-unicode alarms.
These alarms are made available to CRS, which recognizes a nimda attack. A
nimda alarm is triggered, and related to the previous alarms with the part_of re-
lationship. Only the nimda alarm is provided to the operator. On the contrary,
the shellcode alarm is not related to any recognized chronicle so it is directly
provided to the operator. The nimda alarm could be involved in another alarm
via the part_of relation. For instance, we can use the vulnerabilities information
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Fig. 10. Interactions between the chronicles and M2D2

contained in M2D2 to check whether the target server is really vulnerable or not
(see [1]).

The architecture of the global system is summarized in Figure 10. On this
figure, we see that alarms provided by sensors (S; and S3) are sent to a dis-
patcher. The dispatcher assigns unique identifiers to events and dispatches them
to the M2D2 database and to the correlation systems performing asynchronous
(i.e. event-driven) analysis. Chronicle recognition is one of these asynchronous
processes. Other environmental information contained in M2D2 are exploited as
domain attributes of the chronicles.

5 Related Work

Among the six categories of languages proposed by Eckmann et al [2], two are
of relevance here: detection languages and correlation languages. Our approach
aims at correlating alarms, so we shall first compare to other correlation lan-
guages.
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Cuppens [23] proposes a language, called Lambda, whose scenarios steps
represent the attacker’s action (be they observable or not). However, we believe
that attackers strategies are too random to be the subject of explicit attack
scenarios. In [24], Cuppens also proposes more flexible approaches to correlate
alarms through the underlying attacks consequences and prerequisites.

Although chronicles could be used for this purpose, we do not dedicate chron-
icles to attack scenario modeling. In our approach, chronicles are used to rep-
resent known phenomena which involve several alarms and to strengthen and
enhance single alarms by combining them with other events, as well as other
information not found in the alarms.

The Statl [2] correlation language is a transition-based language, which is
strongly dedicated to the underlying search algorithm, whereas the chronicles
language is a high level declarative language. This language enabled to success-
fully apply chronicles to many distinct fields. Our intrusion alarm correlation
component benefits from the operational and stable chronicle recognition sys-
tem developed by Dousson for these application fields.

Another essential difference with the two previous works is that time is fun-
damental in chronicles, whereas the reasoning of Lambda and Statl is not based
on time.

Although we are interested in correlating alarms, we shall compare our work
with existing detection languages. Detection languages analyze raw events, some
of which are manifestations of an attack. This is the fundamental difference
between correlation and detection languages: in detection, the goal is to identify
the events in the monitored stream that are suspects, among all the legitimate
ones. In correlation, all events are potentially suspects.

However, from the point of view of the operators used in such languages, the
distinction between detection and correlation languages is rather small. Thus,
operators used in high-level declarative detection languages like Sutekh from
Pouzol [21], LogWeaver from Goubault-Larrecq [3] are closer from our work
than previously cited correlation languages. These languages could most likely
be transposed to correlation languages (i.e take alerts as input instead of raw
events).

Pouzol and Goubault-Larreq use non-reified temporal approaches; they take
as input a trail, i.e a totally ordered set of events. From the point of view of
expressiveness, since reified logics accord a special status to time and allow one
to predicate and quantify over propositional terms, they are more expressive
for classifying different types of temporal occurrence and in representing both
non-temporal and temporal aspects of causal relationships.

As much as we know, Pouzol does not provide the counting predicate, but the
chronicles would benefit of his work concerning the problem of the recognition
being exhaustive, evoked in section 2.2 [22].

We way also compare our work with an existing alarm correlation system,
called Risk Manager [8]. Risk Manager uses time information to aggregate alarms
but is not based on a temporal reasoning. Moreover, it does not provide any mean
to express explicit alarm sequences.
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6 Conclusion and Future Work

In this paper, we proposed to apply chronicles to alarm correlation in intrusion
detection. Chronicles benefit of strong theoretical background. They provide a
high level declarative language which does not presume the nature of the under-
lying input events. An operational and stable implementation of the recognition
system exists. Chronicles are indeed being successfully used in many distinct
areas to monitor dynamic systems where the time information is relevant.

We have illustrated how chronicles might solve some of current intrusion
detection issues like alarm overload, false positives and poor alarm semantics.

The proposed chronicles currently only use alarms as domain attributes. We
plan to integrate the chronicle recognition system with an alarm correlation
infrastructure, M2D2, in order to extend domain attributes to other relevant
concepts, like topology, which is more and more dynamic.

Chronicle models are currently written by experts of the domain. A chronicle
learning tool called Fuace is currently being developed by Dousson to discover
frequent chronicles. In intrusion detection, many alarm groups are caused by
recurrent phenomena, especially worms. We plan to apply the chronicle learning
tool to discover such phenomena.
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Abstract. We state the benefits of transitioning from taxonomies to ontologies
and ontology specification languages, which are able to simultaneously serve as
recognition, reporting and correlation languages. We have produced an ontology
specifying a model of computer attack using the DARPA Agent Markup Lan-
guage+Ontology Inference Layer, a descriptive logic language. The ontology’s
logic is implemented using DAMLJessKB. We compare and contrast the IETF’s
IDMEEF, an emerging standard that uses XML to define its data model, with a data
model constructed using DAML+OIL. In our research we focus on low level kernel
attributes at the process, system and network levels, to serve as those taxonomic
characteristics. We illustrate the benefits of utilizing an ontology by presenting
use case scenarios within a distributed intrusion detection system.

1 Introduction

A central component of an IDS is the taxonomy employed to characterize and classify
the attack or intrusion, and a language that describes instances of that taxonomy. The
language is paramount to the effectiveness of the IDS because information regarding
an attack or intrusion needs to be intelligibly conveyed, especially in distributed en-
vironments, and acted upon. Several taxonomies have been proposed by the research
community. Some include a descriptive language; however, most do not. Likewise, sev-
eral attack languages have been proposed, but most are not grounded in any particular
taxonomy, hence their associated classification schemes are ad hoc and localized. The
inherent problem with this approach is threefold:

i. In order to operate over instances of the data model characterized by a particular
taxonomy, the data model must be encoded within a software system. Any changes
or updates to the data model necessitate a change to the software system.

ii. Taxonomies only provide schemata for classification. They lack the necessary and
sufficient constructs needed to enable a software system to reason over an instance
of the taxonomy, which is representative of the domain under observation.

iii. Most attack and signature languages are particular to specific domains, environments
and systems; consequently, they are not extensible, are not communicable between
non-homogeneous systems, and their semantics are often vague and lack grounding
in any formal logic.

G. Vigna, E. Jonsson, and C. Kruegel (Eds.): RAID 2003, LNCS 2820, pp. 113-[[33] 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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To mitigate the effects of theses problems, we suggest transitioning from taxonomies
to ontologies. We construct a data model that characterizes the domain of computer at-
tacks and intrusions as an ontology and implement that data model with an ontology
representation language. Ontologies, unlike taxonomies, provide powerful constructs
that include machine interpretable definitions of the concepts within a domain and the
relations between them. Ontologies, therefore, provide software systems with the ability
to share a common understanding of the information at issue, in turn empowering soft-
ware systems with a greater ability to reason over and analyze this information. Gruber
[17] defines an ontology as an explicit specification of a conceptualization. The term,
which is borrowed from philosophy, is used to provide a formal specification of the
concepts and relationships that can exist between entities within a domain. Accordingly,
ontologies are designed for the purpose of enabling knowledge sharing and reuse be-
tween the entities within a domain. In our case, those entities are Intrusion Detection
Systems (IDS) and IDS sensors.

Ontology representation languages may be mapped into first-order relational sen-
tences and a set of first-order logic axioms. This mapping restricts the allowable in-
terpretations of the non-logical symbols (i.e., relations, functions, and constants) [[L1]],
enabling instances of the ontology to be operated over using formal and complete theo-
rem provers.

Commenting on the Internet Engineering Task Force’s emerging standard — the Intru-
sion Detection Message Exchange Format Data Model and Extensible Markup Language
(XML) Document Type Definition (IDMEF)[6]], and its ability to enable interoperability
between non-homogeneous IDS sensors, Kemmerer and Vigna [25] state that the ID-
MEF is a first step and that additional effort is needed to provide a common ontology
that lets IDS sensors agree on what they observe.

We illustrate the benefits of using ontologies by presenting an implementation of one
being utilized by a distributed intrusion detection system. We have constructed our ontol-
ogy using the Darpa Agent Markup Language + Ontology Inference Layer (DAML+OIL)
[22] and have implemented its logic using DAMLIJessKB [28], an extension to the Java
Expert System Shell [13].

Although our IDS model is not the focus of this paper, we briefly describe it in order to
provide context to the reader. Our IDS [23] is a two-phased, host based system. The first
phase is an anomaly detector which detects aberrant behavior at the system level. We have
instrumented the Linux kernel and gather 190 distinct attributes at the process, system
and network levels, several times per second. We use Principal Component Analysis
(PCA) [15] to reduce the dimensionality of the data set and then use Fuzzy Clustering
[29] on the reduced data set in order to obtain clusters that model the quiescent state of
the system. Once the baseline has been established, we use the Mahalanobis metric S]] as
a dissimilarity measure in order to determine if subsequent data samples fall within the
bounds of the normative state. The second phase of our IDS reasons over the subsequent
samples of the feature set that fall outside of the bounds of the normative state, and
possibly represent anomalous behavior. The sample, constrained by the ontology, is
asserted into a knowledge base which is continually queried for evidence of an intrusion
or an attack. Figure Mlillustrates a single component of our distributed system.
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Fig. 1. Distributed IDS Framework

The goal of this work is to demonstrate the utility of ontologies and the overwhelming
benefits that may be derived by the IDS research community by transitioning from
taxonomies and their linguistic and symbolic representations, to ontologies and ontology
representation languages.

The remainder of this paper is organized as follows: SectionRlpresents related work
in the area of attack taxonomies, attack languages and ontologies for intrusion detection.
Section [3] details the motivation for transitioning from taxonomies to ontologies. Our
ontology is presented in Section [ Section [3 details our implementation and Section
[l provides a use case scenario illustrating the utility of using an ontology in detecting
instances of a Denial of Service, Mitnick and Buffer Overflow attacks. We conclude with
Section[7]

2 Related Work

There is little, if any, published research formally defining ontologies for use in Intrusion
Detection. Raskin et al. [40] introduce and advocate the use of ontologies for information
security. In stating the case for using ontologies, they claim that an ontology organizes and
systematizes all of the phenomena (intrusive behavior) at any level of detail, consequently
reducing a large diversity of items to a smaller list of properties.

The preponderance of existing research in the area of the classification of computer
attacks is limited to taxonomies and the taxonomies that are implicit in attack languages.
The following subsections address taxonomies and attack languages.

2.1 Related Work: Taxonomies

There are numerous attack taxonomies proposed for use in intrusion detection research.

Landwehr et al. [31] present a taxonomy categorized according to genesis (how), time
of introduction (when) and location (where). They include sub-categories of: validation
errors, boundary condition errors and serialization errors, as a means of effecting an
intrusion. We have incorporated these sub-categories into our ontology.
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During the 1998 and 1999 DARPA Off Line Intrusion Detection System Evaluations
[20026.35]], Weber provided a taxonomy that defined the category consequence. This
includes the sub-categories of Denial of Service, Remote to Local, User to Root and
Probe. We have incorporated these classifications into our work.

In defining their taxonomy, Lindqvist and Jonsson [33]] state that they “focus on the
external observations of attacks and breaches which the system owner can make”. Our
effort is consistent with their focus because we hold that, since IDSs are either adjacent
to or co-located with the target of an attack, it is imperative that any classification
scheme used to represent an attack be target-centric, where each taxonomic character is
comprised of properties and features that are observable by the target of the attack.

Ning et al.[37] propose a hierarchical model for attack specification and event ab-
straction using three concepts essential to their approach: System View, Misuse Signature
and View Definition. Their model is based upon a thorough examination of attack char-
acteristics and attributes and is encoded within the logic of their proposed system. We
include a global system view in our ontology.

As detailed by Allen et al. [1]] and McHugh [36]], the taxonomic characterization of
intrusive behavior has typically been from the attacker’s point of view, each suggesting
that alternative taxonomies need to be developed. Allen et al. state that intrusion detection
is an immature discipline and has yet to establish a commonly accepted framework.
McHugh suggests classifying attacks according to protocol layer or, as an alternative,
whether or not a completed protocol handshake is required. Likewise, Guha [[18] suggests
an analysis of each layer of the TCP/IP protocol stack to serve as the foundation for an
attack taxonomy. Consequently, we have endeavored to make our ontology as target
centric as possible.

Aslam et al. [3]] observe that many potential faults and vulnerabilities are intrinsic to
the software development process. Their observations are consistent with our own. Our
ontology defines the class “Means of Attack” and is comprised of many of the attributes
identified by Aslam et al.

Our intent is to not criticize the use of taxonomies. To the contrary, they have served
their purpose well, particularly in identifying and classifying the characteristics of com-
puter attacks and intrusions. We do, however, advocate leveraging their work by building
upon existing taxonomies and transitioning to ontologies. We feel that this is necessary
and warranted because, according to Staab and Maedche [43|], taxonomies do not contain
the necessary meta-knowledge required to convey modeling primitives such as concepts,
relations and axioms that are required to make sense of and operate on specific objects.
Ontologies do. It should be pointed out that a complete and well formed ontology sub-
sumes a taxonomy.

2.2 Related Work: Attack Languages

There are several attack languages proposed in the literature. These languages are often
categorized as Event, Response, Reporting, Correlation, and Recognition Languages
[8l9]. We concentrate on correlation, reporting and recognition languages because an
ontology representation language is able to simultaneously provide the functionality of
all three.
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. P-Best

The P-BEST Toolset [34] (Production-Based Expert System Toolset) is a correlation
language from which users may specify the inference formula for reasoning and act-
ing upon facts asserted into its fact base and from facts derived from external events.
P-BEST supports the writing of rules for signature detectors. According to Doyle
et al. [8], the P-BEST language lacks concepts that are specific to event recognition
and consists solely of a formalism for expressing probabilistic and linguistic rules.

. STATL

STATL [9] is an extensible state/ transition-based attack detection language designed
to support intrusion detection. STATL allows one to describe computer penetrations
as sequences of actions that an attacker performs in order to compromise a computer
system. In STATL, scenarios are attacker centric. This language provides constructs
to represent an attack as a composition of states and transitions. The constructs are
similar to those used in programming languages, which describing conditional, se-
quential and iterative events. STATL lacks constructs for combining sub-events into
larger events. Reporting on the efficacy of various attack recognition languages,
Doyle et al. [§]] state: “STATL constitutes the most clearly defined language for use
in attack recognition”.

. LogWeaver

LogWeaver [16] is a log auditing tool that takes a system log as input and processes
it according to a signature (rule) file. The signature file defines the type of events that
are to be monitored and reported on. LogWeaver is able to match regular expressions
and make correlations between events, provided that they are executed by the same
user. LogWeaver employs logic that is based upon model checking [42]. Essentially,
LogWeaver is a specification for a detection language, which defines a syntax and
grammar for the end-user to use when writing signatures.

. CISL

The Common Intrusion Detection Framework (CIDF) [24]] started as a DARPA
initiative in 1998. CIDF was an effort to develop protocols and application pro-
gramming interfaces to give IDS research projects the ability to share information
and resources and to enable IDS component reuse by multiple systems. The CIDF
framework is comprised of components which exchange data in the form of a GIDO
(generalized intrusion detection object) which are represented in a standard format.
This standard format is specified in the Common Intrusion Specification Language
(CISL) [10], a reporting language. The CIDF effort appears to have lost inertia, with
many of its developers now working on the IETF’s IDMEF.

. BRO

Bro [39] is a real-time, network based IDS that utilizes the specialized “Bro Lan-
guage”, a detection language. The goal of the “Bro Language” is to express security
policies in terms of scripts written within that language. In turn, the scripts consist of
event handlers that specify what to do whenever a particular event occurs. According
to Paxson, the scripts require environment specific tailoring.
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F. Snort Rules
SNORT [41] is a network intrusion detection system that performs real time analy-
sis and packet logging on IP networks. SNORT uses a detection language to define
rules. The rules are two part: header and options. The header contains the rule’s
action and addressing information. The options section contains the alert message
as well as specifying packet inspection criteria.

G. IDMEF

The Internet Engineering Task Force’s proposed Intrusion Detection Message Ex-
change Format Data Model and Extensible Markup Language (XML) Document
Type Definition [6] is a profound effort to establish an industry wide data model
which defines computer intrusions. It defines a data model that is representative of
data exported by an IDS. It also defines data formats and exchange procedures for
inter/intra IDS exchanges. The data model is defined in an XML Document Type
Definition and implemented in the Extensible Markup Language (XML) [47].

The IDMEF assumes a hierarchal configuration of three IDS components: sensors,
analyzers, and managers. Sensors are located at the bottom most level of the hierar-
chy. Sensors output data to analyzers, which in turn report up to a manager, located
at the topmost level of the hierarchy.

Because the IDMEF data model, encoded in XML, is an emerging standard, we
compare and contrast it to the notion of using ontologies to represent the data model and
the subsequent encoding of the data model in an ontology representation language.

2.3 XML in Comparison to DAML+OIL

The IDMEF’s principal shortcoming is its use of XML, which is limited to a syntactic
representation of the data model. This limitation requires that each individual IDS inter-
pret and implement the data model programmaticaly. This shortcoming may be mitigated
by using an ontology representation language such as DAML+OIL.

The ontology specification language DAMLA+OIL, is a descriptive logic language and
is grounded in both model-theoretid!] and axiomatic semantic{] and has been “cooked”
specifically for the Internet. Consequently it is able to:

i. Model the attributes and characteristics of a domain.
ii. Report the existence of an instance of the domain (model) in a manner that is
“comprehensible” by any entity that possess the specific ontology.
iii. Aggregate specific instances of the domain in a knowledge base and enable the
conclusion that some larger, or more comprehensive, instance of the ontology exists.

The following best explains the inadequacies of XML vis-a-vis DAML+OIL.
Humans are able to combine new facts with existing knowledge to derive new knowl-
edge, computers are not. When a computer acquires new data in XML, it may be able

! model-theoretic semantics is the process of constructing mathematical models of logical con-
sequence and establishing when the model satisfies a formula

2 axiomatic semantics is the process of defining a language using axioms and proof rules
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Table 1. Language Feature Comparison: DAML+OIL versus XML

Feature Description DAML | XML
+OIL

bounded Uses a first/rest structure to represent unordered bounded lists,
lists with nil representing the end of the list. Yes | No
cardinality |minCardinality and maxCardinality
constraints Yes | Yes
class Wherever a Class is referenced allows an expression involving
expressions |unionOYf, disjointUnionOf,intersectionOf or complementOf. Yes | No
data types  |e.g: numerical, temporal and string data types Yes | Yes
defined Allows new classes to be defined based on property values
classes or other restrictions of an existing class. Yes | No
enumerations |Allows specification of a restricted set of values for

a given attribute to include oneOf Yes | No
equivalence |Supports equivalentTo for classes, properties, and instances

to support reasoning across ontologies and knowledge bases Yes | No
extensibility |Allows new properties to used with existing classes. Yes | No
formal Semantics have been expressed in both model-theoretic
semantics and axiomatic forms. Yes | No
inheritance |Fully supports subClassOf and subPropertyOf Yes | No
inference Has constructs such as TransitiveProperty, UnambiguousProperty,

inverseOf, and disjointWith for reasoning engines. Yes | No
local Allows restrictions to be associated with a Class/Property pairs.
restrictions Yes | No
qualified Allows expressions such as “all children of X are of type Y.
constraints Yes | No
reification  |Provides a standard mechanism for recording data sources,

timestamps, etc., without intruding on the data model. Yes | No

to respond, but only because of some other software which is not part of the XML
specification. Although conforming to the XML specification, different systems may
very well respond differently, given the same XML encoded data. If a computer ac-
quires new data in DAML+OIL, it can generate entirely new information, solely based
on the DAML+OIL standard. Given the same data, any system that conforms to the
DAMLA+OIL specification will generate the same new information and conclusions.
A set of DAML+OIL statements, in conjunction with the DAML+OIL specification,
enables the conclusion of yet another DAML~+OIL statement, whereas a set of XML
statements, in conjunction with the XML specification, does not allow the conclusion of
any other XML statements. To employ XML to generate new data, knowledge needs to
be embedded in some procedural code, which is in stark contrast to DAML+OIL where
the knowledge is explicitly stated in DAML+OIL statements.

Although XML supports sub types which are restrictions of extensions on a type,
there are no classes. Consequently, there is no notion of inheritance. The following ex-
emplifies the benefits of inheritance. Suppose that you wished to define an event of type
X, that is an aggregation of two other events of types Y and Z. Furthermore, suppose
that Y and Z are comprised of subclasses Y7 and Ys and Z; and Z5, respectively. If
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this information were encoded in XML, we would need application logic that iteratively
checked for all possible combinations of Y and Z to satisfy a query. If the same informa-
tion were to be encoded in DAML+OIL, we would only need to query for the existence
of X . Table[Mlprovides a feature by feature comparison between DAML+OIL and XML.

3 From Taxonomies to Ontologies: The Case for Ontologies

An ontology subsumes a taxonomy, therefore, before explaining ontologies, a clear
understanding of the definition, purpose and objective of a taxonomy is in order.

3.1 Characteristics of a Sufficient Taxonomy

A taxonomy is a classification system where the classification scheme conforms to a
systematic arrangement into groups or categories according to established criteria [48].
Glass and Vessey [14] contend that taxonomies provide a set of unifying constructs so
that the area of interest can be systematically described and aspects of relevance may
be interpreted. The overarching goal of any taxonomy, therefore, is to supply some
predictive value during the analysis of an unknown specimen, while the classifications
within the taxonomy offer an explanatory value.

According to Simpson [44], classifications may be created either a priori or a pos-
teriori. An a priori classification is created non-empirically whereas an a posteriori
classification is created by empirical evidence derived from some data set. Simpson de-
fines a taxonomic character as a feature, attribute or characteristic that is divisible into
at least two contrasting states and used for constructing classifications. He further states
that taxonomic characters should be observable from the object in question.

Amoroso [2]], Lindqvist et al. [33], Krusl [30] and others have identified what they
believe to be the requisite properties of a sufficient and acceptable taxonomy for computer
security. Collectively, they have identified the following properties as essential to a
taxonomy:

Mutually Exclusive. A classification in one category excludes all others because cate-
gories do not overlap.

Exhaustive. The categories, taken together, include all possibilities.

Unambiguous. The category is clear and precise so that classification is not uncertain,
regardless of who is classifying.

Repeatable. Repeated applications result in the same classification, regardless of who
is classifying.

Accepted. The taxonomy should be logical and intuitive so that it can become generally
approved.

Useful. The taxonomy can be used to gain insight into the field of inquiry.

Comprehensible. The taxonomy should be useful to those with less than expert knowl-
edge.

Conforming. The terminology of the taxonomy should comply with established secu-
rity terminology.

Objectivity. The features must be identified from the object under observation where
the attribute being measured should be clearly observable.
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Deterministic. There must be a clear procedure that can be followed to extract the
feature.
Specific. The value for the feature must be unique and unambiguous.

Upon review of the above list, we believe that, for our purposes, a sufficient and ac-
ceptable taxonomy must be: Mutually Exclusive, Exhaustive, Unambiguous, Useful,
Objective, Deterministic, Repeatable and Specific. Hence, these requirements form
the underpinnings of our ontology and were selected because they have been identified
by the IDS community as essential. We did not adopt the property “Comprehensible”
because the requirement that a taxonomic property be comprehensible dictates that those
with less than expert knowledge should find the ontology and its taxonomy useful. We
felt that this requirement has the potential to oversimplify and relax the structure of the
ontology. We did not adopt the property “Accepted”, due to the requirement that it be
intuitive. The knowledge engineering process employed to build a viable ontology is
often more than simple intuition and, at times, appears counter-intuitive.

3.2 Ontologies

According to Davis et al. [7]], knowledge representation is a surrogate or substitute
for an object under study. In turn, the surrogate enables an entity, such as a software
system, to reason about the object. Knowledge representation is also a set of ontological
commitments specifying the terms that describe the essence of the object. In other words,
meta-data or data about data describing their relationships.

Frame Based Systems are an important thread in knowledge representation. Accord-
ing to Koller et al. [27], Frame Based Systems provide an excellent representation for
the organizational structure of complex domains. Frame Based Languages, which sup-
port Frame Based Systems, include RDF [32], and are used to represent ontologies.
According to Welty et al. [49], an ontology, at its deepest level, subsumes a taxonomy.
Similarly, Noy and McGuinness [38] state that the process of developing an ontology
includes arranging classes in a taxonomic hierarchy.

The relationship among data objects may be highly complex; however, at the the finest
level of granularity, the Knowledge Representation of any object may be represented by
an RDF-S (Resource Description Framework Schema) statement [4] which formally
defines the RDF model as:

i. A set called Resources.
ii. A set called Literals.
iii. A subset of Resources called Properties.
iv. A set called Statements, where each element is a triple of the form:{subject, predi-
cate, object }. Where predicate is a member of Properties, subject is a member of
Resources, and object is either a member of Resources or a member of Literals.

Primarily, RDF-S is about defining class hierarchies (i.e.: taxonomies) and introduces
the notions of Class, Property, Domain and Range. RDF and DAML+OIL extend RDF-
S with richer modeling primitives. Figure [2] graphically illustrates the basic RDF-S
model, where (subject, predicate, object), which is the same as (resource, property,
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Mother Of

Fig. 2. RDF-S Relationship Graph

<?xml version='1.0’ encoding='IS0-8859-1"'7?>

<!DOCTYPE rdf:RDF [
<!ENTITY rdf ’'http://www.w3.o0rg/1999/02/22-rdf-syntax-ns#’'>
<!ENTITY rdfs ’'http://www.w3.org/TR/1999/PR-rdf-schema-19990303#"'>
<!ENTITY daml_oil ’‘http://www.daml.org/2001/03/daml+oil#’'>]>

<rdf :RDF
xmlns:rdf ="&rdf;"
xmlns:daml_oil ="&daml_oil;"
xmlns:rdfs ="&rdfs; ">

<daml_oil:ObjectProperty rdf:ID="Mother_ Of">
<daml_oil:range rdf:resource="#Child"/>
<daml_oil:domain rdf:resource="#Woman"/>

</daml_oil:ObjectProperty>

<daml_oil:Class rdf:ID="Woman">
<rdfs:subClassOf rdf:resource="&daml_oil; #Thing"/>
</daml_oil:Class>

<daml_oil:Class rdf:ID="Child">
<rdfs:subClassOf rdf:resource="&daml_oil; #Thing"/>

</daml_oil:Class>

</rdf :RDF>

Fig. 3. DAML+OIL Specification for the Mother Child Relationship

resourcefor literal value]), is illustrated by the (Woman, Mother Of, Child) relationship,
where Mother is the subject, Child is the object and Mother Of is the predicate. Figure
Blillustrates the Mother Child relationship specified in DAML~+OIL. It should be noted
that a set of N-triples, an RDF-S graph, and a DAML+OIL specification are equivalent
if they each describe the same ontology.

In applying ontologies to the problem of intrusion detection, the power and utility of
the ontology is not realized by the simple taxonomic representation of the attributes of
the attack. Instead, the power and utility of the ontology is realized by the fact that we
can express the relationships between collected data and use those relationships to
deduce that the particular data represents an attack of a particular type. Because
ontologies provide powerful constructs that include machine interpretable definitions
of the concepts within a specific domain and the relations between them, they may be
utilized not only to provide an IDS with the ability to share a common understanding of
the information at issue, but also to further enable the IDS, with an improved capacity,
to reason over and analyze instances of data representing an intrusion.
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Moreover, specifying an ontological representation decouples the data model from
the logic of the intrusion detection system. The decoupling of the data model enables
non-homogeneous IDSs to share data without a prior agreement as to the semantics of
the data. To effect this sharing, an instance of the ontology is shared between IDSs in the
form of a set of DAMLA+OIL statements. Non-homogeneous IDSs do not need to run the
same type of software and the sensors of a distributed IDS may monitor different aspects
of an enterprise. A shared ontology enables these disparate components to operate as a
coalition, sharing, correlating and aggregating each other’s data.

4 Our IDS Ontology: Attributes of the Class Intrusion

In constructing our ontology, we conducted an empirical analysis [46] of the features
and attributes, and their interrelationships, of over 4,000 classes of computer attacks and
intrusions that are contained in the CERT/CC Advisories and the “Internet Catalog of
Assailable Technologies” (ICAT) maintained by NIST. Our analysis indicates that the
overwhelming majority of attacks are the result of malformed input exploiting a software
vulnerability of a network attached process. According to CERT, root access is the most
common consequence, while according to /CAT, a denial of service is the most common
consequence.

Figure [ presents a high level view of our ontology. The attributes of each class and
subclass are not depicted because it would make the illustration unwieldy. As stated in
Section[Il we have instrumented the Linux kernel, using it to gather 190 distinct attributes
(i.e.: address from which system calls are made, total virtual memory size, etc) at the
system, process and network levels. Consequently, our ontology, and the taxonomy that
it subsumes, is defined solely in terms of the causal relationships of the observables and
measurables at the target of the attack.

It should be noted that an RDF graph does not depict flow. In an RDF graph, ellipses
are used to denote a class, which may have several properties. When two vertices (classes)
are connected by a directed edge, the edge represents a property whose domain is denoted
by the start of the edge, and whose range is denoted by the end of the edge. An undirected
edge between two vertices (classes) indicates that one class is an instance of another class.

At the top most level of Figure Hlwe define the class Host. Host has the predicates
Current State and Victim of. Current State ranges over System Component and Victim
of ranges over the class Artack. As earlier stated, the predicate defines the relationship
between a subject and an object.

The System Component class is comprised of the following subclasses:

i. Network. This class is inclusive of the network layers of the protocol stack. We
have focused on TCP/IP; therefore, we only consider the IP, TCP, and UDP sub-
classes. For example, and as will be later demonstrated, the TCP subclass includes
the properties TCP_MAX, WAIT _STATE, THRESHOLDand EXCEED_T. TCP_-MAX
defines the maximum number of TCP connections. WAIT_STATE defines the num-
ber of connections waiting on the final ack of the three-way handshake to establish
a TCP connection. THRESHOLD specifies the allowable ratio between maximum
connections and partially established connections. EXCEED_T is a boolean value
indicating that the allowable ratio has been exceeded. It should be noted that these
are only four of several network properties.
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ii.

iii.

System
Component

Fig. 4. Our IDS Ontology

System. This includes attributes representing the operating system of the host. It in-
cludes attributes representing overall memory usage (MEM_TOTAL, MEM _FREE,
MEM _SWAP) and CPU usage (LOAD_AVG). The class also contains attributes re-
flective of the number of current users, disk usage, the number of installed kernel
modules, and change in state of the interrupt descriptor and system call tables.
Process. This class contains attributes representing particular processes that are to
be monitored. These attributes include the current value of the instruction pointer
(INS_P), the current top of the stack (T_STACK), a scalar value computed from the
stream of system calls (CALL_V), and the number of child processes (N.CHILD).

The class Attack has the properties Directed to, Effected by, and Resulting in. This

construction is predicated upon the notion that an attack consists of some input which is
directed to some system component and results in some consequence. Accordingly, the
classes System Component, Input, and Consequence are the corresponding objects. The
class Consequence is comprised of several subclasses which include:

i.

ii.

iii.

iv.

Denial of Service. The attack results in a Denial of Service to the users of the system.
The denial of service may be because the system was placed into an unstable state
or all of the system resources may be consumed by meaningless functions.

User Access. The attack results in the attacker having access to services on the target
system at an unprivileged level.

Root Access. The attack results in the attacker being granted privileged access to
the system, consequently having complete control of the system.

Probe. This type of an attack is the result of scanning or other activity wherein a
profile of the system is disclosed.
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Finally, the class Input has the predicates Received from and Causing where Causing
defines the relationship between the Means of attack and some input and Received from
defines the relationship between Input and Location. The class Location is an instance
of System Component and is restricted to instances of the Network and Process classes.

We define the following subclasses for Means of attack:

i. Input Validation Error. An input validation error exists if some malformed input
is received by a hardware or software component and is not properly bounded or
checked. This class is further sub-classed as:

(a) Buffer Overflow. The classic buffer overflow results from an overflow of a
static-sized data structure.

(b) Boundary Condition Error. A process attempts to read or write beyond a valid
address boundary or a system resource is exhausted.

(c) Malformed Input. A process accepts syntactically incorrect input, extraneous
input fields, or the process lacks the ability to handle field-value correlation
eITors.

ii. Logic Exploits. Logic exploits are exploited software and hardware vulnerabilities
such as race conditions or undefined states that lead to performance degradation
and/or system compromise. Logic exploits are further subclasssed as follows:

(a) Exception Condition. An error resulting from the failure to handle an exception
condition generated by a functional module or device.

(b) Race Condition. An error occurring during a timing window between two op-
erations.

(c) Serialization Error. An error that results from the improper serialization of op-
erations.

(d) Atomicity Error. An error occurring when a partially-modified data structure is
used by another process; An error occurring because some process terminated
with partially modified data where the modification should have been atomic.

As previously stated, the properties of Mutual Exclusion, Exhaustive, Non-ambiguity,
Usefulness, Objectivity, Determinism, Repeatability and Specificity are the overarching
requirements that determine the taxonomic characteristics of our ontology. We believe
that we have met these requirements predicated upon the following:

i. Mutual Exclusion. Each class in the ontology is disjoint from the other classes
because none share an identical set of properties.

ii. Exhaustive. Our analysis of the available data indicates that computer attacks and
intrusions are effected by some input, that is directed to some system component,
causing some heretofore unintended system response (means), and results in some
adverse system consequence. Our ontology captures these notions.

iii. Non-ambiguity. Each class in the ontology has a definite set of properties and
restrictions.

iv. Usefulness. As will be exemplified in Section[3] Implementation, our ontology en-
ables the conclusion (entailment) of new knowledge from seemingly disassociated
facts.
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v. Objectivity. The properties of the classes of our ontology are directly derivable
from 190 distinct system features. This feature set characterizes system state at any
particular time.

vi. Deterministic. The properties of each class obtainable from metrics associated with
the Linux kernel.

vii. Repeatability. An instantiated object within our ontology will always be evaluated
to the identical conclusion. Moreover, the same object will be evaluated to the same
conclusions by any entity using the ontology.

viii. Specific. The property values for classes that define aberrant system behavior are
unique and are limited to a set of 190 attributes.

5 Implementation

There are several reasoning systems that are compatible with DAML+OIL 1219128211,
which according to their functionality, may be classified as backward-chaining or forward-
chaining. Backward-chaining reasoners process queries and return proofs for the answers
they provide. Forward-chaining reasoners process assertions substantiated by proofs, and
draw conclusions.

We have prototyped the logic portion of our system using the DAMLJessKB [28]]
reasoning system. DAMLJessKB is employed to reason over instances of our data model
that are considered to be suspicious. These suspicious instances are constrained according
to our ontology and asserted into the knowledge base.

Upon initialization of DAMLJessKB, we parse the DAML+OIL statements repre-
senting the ontology, converting them into N-Triples, and assert them into a knowledge
base as rules. The assertions are of the form:

(assert
(PropertyValue (predicate) (subject) (object)))

Once asserted, DAMLJessKB generates additional rules which include all of the chains
of implication derived from the ontology.

As will be illustrated shortly, additional information in the form of instances of the
ontology is asserted into the knowledge base as facts.

5.1 Querying the Knowledge Base

Once the ontology is asserted into the knowledge base and all of the derived rules
resulting from the chains of implication are generated, the knowledge base is ready to
receive instances of the ontology. Instances are asserted and de-asserted into/from the
knowledge base as temporal events dictate. The query language is of the form ((predicate)
(subject) (object)) where at least one of the three elements of the triple must be contain a
value. The other one or two elements may be left uninstantiated (signified by prefacing
them with a “?”). If there are any triples in the knowledge base that match the query
either as the result of an assertion of a fact or derived rules resulting from the chain of
implication, the value of those triples will be returned.

To query the knowledge base for the existence of an attack or intrusion, the query
could be so granular that it requests an attack of a specific type, such as a Syn Flood:
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(defrule isSynFlood

PropertyValue

p http://www.w3.0rg/1999/02/22-rdf-syntax-ns#type)

s ?var)

o http://security.umbc.edu/IntrOnt#SynFlood))

=>

(printout t ‘‘A SynFlood attack has occurred.’’ crlf
‘“with event number: ‘' ?var))

(
(
(
(

The query could be of a medium level of granularity, asking for all attacks of a specific
class, such as denial of service. Accordingly, the following query will return all instances
of an attack of the class Denial of Service.

(defrule isDOS

(PropertyValue

(p http://www.w3.0rg/1999/02/22-rdf-syntax-ns#type)
(s ?var)

(o http://security.umbc.edu/IntrOnt#DoS) )

=>

(printout t ‘‘A DoS attack has occurred.’’ crlf
‘‘with ID number: ‘' ?var)

Finally, the following rule will return instances of any attack, where the event numbers
that are returned by the query need to be iterated over in order to discern the specific
type of attack:

(defrule isConseq

(PropertyValue

(p http://www.w3.0rg/1999/02/22-rdf-syntax-ns#type)

(s ?var)

(o http://security.umbc.edu/IntrOnt#Conseq))

=>

(printout t ‘‘An attack has occurred.’’ crlf
‘‘with ID number: ‘' ?var)

These varying levels of granularity are possible because of DAML+OIL’s notion of
classes, subclasses, and the relationships that hold between them. The query variable
?var, which corresponds to the subject, contained in each of the queries, is instantiated
with the subject whenever a predicate and object from a matching triple is located in the
knowledge base.

6 Using the Ontology to Detect Attacks: Use Case Scenarios

To test our implementation and experiment with it, we created instances of our ontology
in DAML+OIL notation, and asserted them into the knowledge base. We then ran our
queries against the knowledge base.

6.1 Denial of Service — Syn Flood

The DAML+OIL representation of an instance of a Syn_Flood attack is illustrated in
Figure B] The first statement indicates that an event numbered 00035 has occurred,
which has the resulting_in property instantiated to an instance of a Syn Flood that is
uniquely identified as event number 00038.
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<Intrusion:Host rdf:about="&IntrOnt;00035"
Intrusion:IP_Address="130.85.112.231"
rdfs:label="00035">
<Intrusion:resulting_in rdf:resource=
"&IntrOnt;00038" />
</Intrusion:Host>

<Intrusion:Syn_Flood rdf:about="&IntrOnt;00038"
Intrusion:Exceed_T="true"
Intrusion:time="15:43:12"
Intrusion:date="02/22/2003"
rdfs:label="00038"/>

Fig. 5. DAML+OIL Notation for an Instance of a Syn Flood Attack

When the knowledge base was queried for instances of Denial of Service (DoS)
attacks, the following was returned:

The event number of the intrusion is:
http://security.umbc.edu/Intrusion#00038

The type of intrusion is:
http://security.umbc.edu/Intrusion#Syn_Flood
The victim’s IP address is:

130.85.112.231

The time and date of the event:

15:43:12 hours on 02/22/2003

It is important to note that we only queried for the existence of a Denial of Service
attack, we did not specifically ask for Syn Flood attacks. The instance of the Syn Flood
attack was returned because it is a subclass of Denial of Service.

6.2 The Classic Mitnick Type Attack

This subsection provides an example of using our ontology as it operates within a coali-
tion of distributed IDSs to detect the Mitnick attack. This particular attack is a distributed
attack consisting of a Denial of Service attack, TCP sequence number prediction and IP
spoofing.

The following example of a distributed attack illustrates the utility of our ontology.

The Mitnick attack is multi-phased; consisting of a Denial of Service attack, TCP
sequence number prediction and IP spoofing. When this attack first occurred in 1994, a
Syn Flood was used to effect the denial of service; however, any denial of service attack
would have sufficed.

In the following example, which is illustrated in figure [6l Host B is the ultimate
target and Host A is trusted by Host B.

The attack is structured as follows:

i. The attacker initiates a Syn/Flood attack against Host A to prevent Host A from
responding to Host B.

ii. The attacker sends multiple TCP packets to the target, Host B, in order to be able
to predict the values of TCP sequence numbers generated by Host B.
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iii. The attacker then pretends to be Host A by spoofing Host A’s IP address, and sends
a Syn packet to Host B in order to establish a TCP session between Host A and
Host B.

iv. Host B responds with a SYN/ACK to Host A. The attacker does not see this packet.
Host A, since its input queue is full due to number of half open connections caused
by the Syn/Flood attack, cannot send a RST message to Host B in response to the
spurious Syn message.

v. Using the calculated TCP sequence number of Host B (recall that the attacker did
not see the Syn/ACK message sent from Host B to Host A) the attacker sends an Ack
with the predicted TCP sequence number packet in response to the Syn/Ack packet
sent to Host A.

vi. Host B is now in a state of belief that a TCP session has been established with a
trusted host Host A. The attacker now has a one way session with the target, Host
B, and can issue commands to the target.

Host A

—

Step 4. 405! B sends
SYN/ACKJto Host A, in
response |o step 3.
Host A’s ijput queue is
full and ddes not
receive thk message

Attacker

Host B
{Trusts
Host A}

Fig. 6. Illustration of the Mitnick Attack

It should be noted that an intrusion detection system running exclusively at either
host will not detect this multi-phased and distributed attack. At best, Host A’s IDS would
see a relatively short lived Syn Flood attack, and Host B’s IDS might observe an attempt
to infer TCP sequence numbers, although this may not stand out from other non-intrusive
but ill-formed TCP connection attempts.

The following example illustrates the utility of our ontology, as well as the importance
of forming coalitions of IDSs. In our model, all of the IDSs share a common ontology
and utilize a secure communications infrastructure that has been optimized for IDSs. We
present such a communications infrastructure in [435].

Consider the case of the instance of the Syn Flood attack presented in Section[6.1] and
that it was directed against Host A in our example scenario. Since the IDS responsible for
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Host A is continually monitoring for anomalous behavior, asserting and de-asserting data
as necessary, it detects the occurrence of an inordinate number of partially established
TCP connections, and transmits the instance of the Syn Flood illustrated in Figure[3 to
the other IDSs in its coalition.

This instance is converted into a set of N-Triples and asserted into the knowledge
base of each IDS in the coalition. (Note: those same N-Triples will be de-asserted when
the responsible IDS transmits a message stating that the particular host is no longer
the victim of a Syn Flood attack.) Since this situation, especially in conjunction with
Host B being subjected to a series of probes meant to determine its TCP sequencing,
is anomalous and may be the prelude to a distributed attack the, current and pending
connections are also asserted into the knowledge base.

Figure [7]lists the set of DAML+OIL statements describing those connections that
were used in our experiments:

<IntrOnt:Connection rdf:about="&IntrOnt;00043"
IntrOnt:IP_Address="130.85.112.231"
IntrOnt:conn_time="15:42:59"
IntrOnt:conn_date="02/22/2003"
rdfs:label="00041"/>

<IntrOnt:Connection rdf:about="&IntrOnt;00043"
IntrOnt:IP_Address="130.85.112.231"
IntrOnt:conn_time="15:44:17"
IntrOnt:conn_date="02/22/2003"
rdfs:label="00043"/>

Fig. 7. DAML+OIL Notation for an Instances of Connections

Figure[§ illustrates the DAML+OIL notation specifying the Mitnick attack. Notice
that it is a subclass of both the class defining a Denial of Service attack and the TCP
subclass, with a restriction on the property indicating that the target of the attack has
established a connection with the victim of the Denial of Service Attack.

DAMLA+OIL, like any other notation language, does not have the functionality to
perform mathematical operations. Consequently, when querying for the existence of a
Mitnick type of attack, we must define a rule that tests for concomitance between the
DoS attack and the establishment of the connection with the target of the DoS attack.
The following query performs that test:

(defrule isMitnick

(PropertyValue
(p http://security.umbc.edu/IntrOnt#Mitnick ) (s ?eventNumber) (o "true"))

(PropertyValue
(p http://security.umbc.edu/IntrOnt#Int_time) (s ?eventNumber) (o ?Int_Time))

(PropertyValue

(p http://security.umbc.edu/IntrOnt#Conn_time) (s ?eventNumber) (o ?Conn_Time))
=>

(if (>= *?Conn_Time ?Int_Time) then

(printout t ‘‘event number: ‘' ?eventnumber ‘' is a Mitnick Attack: crlf)))
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<daml:Class rdf:about="&Intrusion;Mitnick"
rdfs:label="P\_Mitnick">
<rdfs:subClassOf>
<daml:Restriction>
<daml :onProperty rdf:resource=
"&IntrOnt;Victim" />
<daml:hasValue rdf:resource="#true"/>
<daml:toClass rdf:resource=
"&IntrOnt;DoS" />
</daml:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<daml:Restriction>
<daml :onProperty rdf:resource=
"&IntrOnt;est_connections"/>
<daml :hasValue rdf:resource=
"#IP_Address"/>
<daml:toClass rdf:resource=
"&IntrOnt; TCP" />
</daml:Restriction>
</rdfs:subClassOf>
</daml:Class>

Fig. 8. DAML+OIL Specification of the Mitnick Attack

This query makes the correlation between event Number 00043, the connection occurring
at 15:44:17, with the host at IP address 130.85.112.23, and event number 00038, the
Denial of Service attack. The query, in conjunction with the other queries, produced the
following response:

The synflood attack is:
http://security.umbc.edu/Intrusion#00038
The dos attack is:
http://security.umbc.edu/Intrusion#00038
The event number of the connection is:
http://security.umbc.edu/Intrusion#00043
The mitnick attack is:
http://security.umbc.edu/Intrusion#genid2l
A connection with 130.85.112.231 was

made at 15:44:17 on 02/22/2003

where event number genid2] was generated through a chain of implication based upon
events 00038 and 00043 and the specification of the Mitnick attack in the ontology.

At this point, it is important to review the sequence of events leading up to the
discovery of the Mitnick attack. Recall that the IDS responsible for the victim of the
Syn Flood attack queried its knowledge base for an instance of a DoS denial of service
attack. The query returned an instance of a Syn Flood, which was instantiated solely
on the condition that a Syn Flood is a subclass of both the DoS and Network classes
restricted to the value of Exced_T being true.

The instance (its properties) of the Syn Flood attack was transmitted in the form
of a set of DAMLA+OIL statements to the other IDSs in the coalition. In turn, these
IDSs converted the DAMLA+OIL notated instance into a set of N-Triples and asserted
them into their respective knowledge bases. As a Syn Flood is a precursor to a more
insidious attack, instances of established and pending connections were asserted into
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the knowledge base. As the state of the knowledge base is dynamic, due to the assertions
and de-assertions, the rule set of each IDS is continually applied to the knowledge base.

Finally, the instance of the Mitnick attack was instantiated by the knowledge base,
based upon the existence of both the instance of the TCP connection and the instance of
the DoS attack.

6.3 Buffer Overflow Attack

The “C” strepy() function is one of several functions that needs to be bounded in order
to prevent a buffer overflow attack. A buffer overflow attack occurs when deliberately
constructed code is placed onto the stack frame, overwriting the return address from
the current function. When a function is called, input parameters to the function, the
frame pointer(ebp register) and the return address (the current eip + the length of the
call instruction) are pushed onto the stack. Like all instructions, they are located in the
Text address space of memory.

As previously stated, we have instrumented the Linux kernel and are able to intercept
any given process at each system call, and examine the contents of its registers and stack
frame. Consequently, we are able to define the characteristics of a buffer overflow attack
such that the instruction pointer references a memory location that is outside of the
boundaries of the Text segment. Figure Dlpresents the DAML+OIL notation for the class
Buffer Overflow and one of its properties.

<daml:Class rdf:about="&IntrOnt;Buff_ OF"
rdfs:label="Buff_OF">
<rdfs:subClassOf rdf:resource=
"&IntrOnt;R_to_L"/>
<rdfs:subClassOf rdf:resource=
"&IntrOnt;U_to_R">
<rdfs:subClassOf rdf:resource=
"&IntrOnt; Process">
<daml:Restriction>
<daml :onProperty rdf:resource=
"&IntrOnt; EIP_out_Txt"/>
<daml:hasValue rdf:resource="#true"/>
</daml:Restriction>
</rdfs:subClassOf>
</daml:Class>

<rdf:Property rdf:about="&IntrOnt;EIP_out_Txt"
rdfs:label="EIP_out_Txt">
<rdfs:domain rdf:resource="&IntrOnt;
Buff _OF"/>
<rdfs:range rdf:resource="&IntrOnt;
Booleanvalue"/>
</rdf:Property>

Fig. 9. DAMLA+OIL Notation Specifying the Buffer Overflow SubClass

Similar to the previous two examples, querying the knowledge base with the follow-
ing will yield all instances of a buffer overflow.
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(defrule isBufferOverflow

(PropertyValue

(p http://www.w3.0rg/1999/02/22-rdf-syntax-ns#type)
(s ?var)

(o http://security.umbc.edu/IntrOnt#Buff_ OF))

=>

(printout t ‘‘A Buffer Overflow has occurred.’’ crlf
‘‘with ID number: ‘' ?var)

7 Conclusion and Future Work

We have stated the case for transitioning from taxonomies and the languages (event,
correlation and recognition) employed by them to ontologies and ontology representa-
tion languages for use in Intrusion Detection Systems. We have constructed and have
presented an initial ontology, which is available at: http://security.cs.umbc.edu/Intrusion
.daml.

We have used the ontology specification language DAML+OIL to implement our
ontology and to distribute information regarding system state within a distributed coali-
tion. In the Mitnick example, the ontology (DAML+OIL) and an inference engine was
initially employed as an event recognition language, by discerning that a type of Denial
of Service attack was taking place. Secondly, DAML+OIL was used as a reporting lan-
guage to communicate that fact to other systems. Finally, the ontology (DAML+OIL)
and the inference engine were used as an event aggregation language to fuse the exis-
tence of the Denial of Service attack, a network connection, and session establishment
to deduce that a Mitnick type attack had occurred.

Moreover, the only prerequisite for the disparate systems with the distributed coali-
tion is that they share the same ontology.

We are continuing our research, initiating attacks in a controlled environment in order
to capture their low level kernel attributes at the system, process and network levels in
order to further specify our ontology.
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Abstract. One of the most controversial issues in intrusion detection is auto-
mating responses to intrusions, which can provide a more efficient, quicker, and
precise way to react to an attack in progress than a human. However, it comes
with several disadvantages that can lead to a waste of resources, which has so
far prevented wide acceptance of automated response-enabled systems. We feel
that a structured approach to the problem is needed that will account for the
above mentioned disadvantages. In this work, we briefly describe what has
been done in the area before. Then we start addressing the problem by coupling
automated response with specification-based, host-based intrusion detection.
We describe the system map, and the map-based action cost model that give us
the basis for deciding on response strategy. We also show the process of sus-
pending the attack, and designing the optimal response strategy, even in the
presence of uncertainty. Finally, we discuss the implementation issues, our ex-
perience with the early automated response agent prototype, the Automated Re-
sponse Broker (ARB), and suggest topics for further research.

1 Introduction

Automated response to intrusions is an exciting area of research in intrusion detection.
Development of a system that resists attacks carried out or programmed by another
human being can be approached in many ways, including the one in which we teach
the machine to beat an attacker in the game of intrusion and response.

Let us begin by formulating the objectives of our work.

1.1 Objectives

With the growing speed and intensity of computer attacks [13] comes the need for
quick and well-planned responses. Currently, some of the most intense intrusions are
automated. A reliable automated response system, with the right approach, could
certainly provide an efficient protection, or a degree of tolerance for all kinds of at-
tacks. However, automated response remains mostly an area of research due to the
following issues:
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© Springer-Verlag Berlin Heidelberg 2003



Using Specification-Based Intrusion Detection for Automated Response 137

e Primitive response systems that ignore the cost of intrusion and response apply
response actions that cause more harm than the intrusion itself

e A large part of commercially available Intrusion Detection Systems (IDS) pro-
duces an extensive number of false positive alerts, potentially causing numerous,
unnecessary, and costly response actions [12]

Both cases lead to a denial of service to legitimate users of the system.

The objective of this work is to develop a consistent, organized, cost-based ap-
proach to automated response that would address these issues. An optimal response
would stop the progressing intrusion at early stages, and clean up after it as much as
feasible. The scheme described in this work is geared to produce such responses.

We start addressing the problem by considering host-based automated responses.
The key parts of our approach are the basis for response decisions (the system map
and the cost model), and the process (response selection even in the presence of un-
certainty).

Let us briefly summarize the work previously done in the area.

1.2 Related Work

Primitive automated response actions are implemented in some Intrusion Detection
Systems (IDS) commercially available today (i.e., re-setting suspicious network con-
nections or “shunning” a certain network address — not accepting any traffic to or
from it). [12] However, these actions are rather simple and reflexive by their nature.
Even with a limited response arsenal, many practitioners report that they disable the
systems’ intrusion prevention/response capabilities due to a high number of false
positives from IDS’s which give an incorrect basis for response, and also a denial of
service caused by non-sophisticated response strategies.

An interesting research work on Survivable Autonomic Response Architecture
(SARA) [8] uses the term autonomic response by drawing an analogy with the auto-
nomic nervous system, which automatically controls certain functions of an organism
without any conscious input. The authors propose having two separate “loops” of
response: a local autonomic response and a global response carried out by the hosts in
a system in co-operation. The primary focus of the work is a network with multiple
hosts.

Alphatech’s Light Autonomic Defense System (0LADS) relies on control theory
when selecting a response [1]. The authors describe it as a part of Autonomic Com-
puting, which, according to them, is an emerging area of study of design and con-
struction of self-managed computing systems with a minimum of human interference.

Alphatech’s work is not applicable to general-purpose computer systems. The
work is focused on developing a full-scale solution that has its own profile-based
intrusion detection components and is intended to defend a very specific range of
systems. The issue of compatibility with existing intrusion detection systems has not
received much attention in published descriptions of aLADS. However, Alphatech’s
work is of interest to further automated response research, since it is one of the early
organized approaches to the problem of quick automated responses.

Another study of network-oriented automated response that relies on Control The-
ory is currently done at UC Davis [15].
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A study by Toth, et.al., [16] proposes yet another promising model for automating
intrusion response. The authors suggest approaching the problem of response to net-
work intrusions by constructing dependency trees that model configuration of the
network, and they give an outline of a cost model for estimating the effect of a re-
sponse.

Other significant response works include a thorough consideration of some intru-
sion detection and response cost modeling aspects by Lee, et.al. [7], a response taxon-
omy by C. Carver and U. Pooch [3], and Fred Cohen’s work on deception [4], which
is another interesting perspective on countering malicious activity.

The analysis of related work leads us to the conclusion that the primary area of in-
terest so far has been a computer network that consists of multiple hosts. The idea of
responding at a level of a single host has received relatively little attention. Also, we
note that despite the efforts to produce a working cost model for a set of protected
resources, no well-developed and well-tested model currently exists that guarantees a
consistent and fair representation of protected resources, and their true value.

1.3 This Work

This paper has the following remaining sections: Section 2, in which we describe the
basis for constructing a response chain; Section 3, in which we discuss an implemen-
tation of our model; Section 4, which lists possible directions for future work; and,
finally, conclusions in Section 5. The reason for separating the basis for response
decisions from implementation notes on our prototype is to attempt to describe a
model for host-based response in Section 2 that would not be tied to any particular
operating system, and, potentially, could be used for applications other than host-
based response.

2 Basis for Automated Response

Several pieces of information are necessary in order to plan a sequence of response
actions. For the system we are protecting, we need a clear representation of the most
valuable resources and also the underlying resources that provide the basic functional-
ity. The true value of some resources (for example, the TCP/IP network service) is
heavily influenced by other resources that depend on them (network is needed by
httpd, etc.), and we need a clear way to reflect these dependencies before we can
decide how to deal with a compromised entity. We also need an organized way to
store information about malicious and compromised entities, and to decide how they
relate to our key resources. Part of this representation will be highly dynamic, since
some entities reflected (processes, etc.) are dynamic; however, a large part of it, such
as file structure, program configuration (dependence on files, sockets, etc.), and sys-
tem configuration, can be determined statically.

We narrow the scope of the problem by noting that transferring an entire computer
system to a safe state is a challenging task, and limiting the scope of the problem to
returning a set of critical system resources to a reasonably safe and working state.

Resources we will model are anything of value in our system — system subjects
and objects, files and running processes, sockets, file systems, etc. We arrange them
in two different ways — the resource type hierarchy and the system map.
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2.1 Resource Type Hierarchy

It is convenient to group resources by their type, since every such group most likely
will have common response actions associated with it. Also, resource types can be
arranged in a hierarchy similar to the one on Fig. 1.

Resource
| File | Socket Process
| Configuration file | Service User program

|GnuPG key file |

Fig. 1. An example of a response type hierarchy

On a Linux system, for instance, we can subdivide resources into files, sockets,
processes, etc., in advance. However, in certain situations a more specific category
would be appropriate. Consider a file that contains keys for automatic encryp-
tion/decryption of emails using the GNU Privacy Guard software (GPG, [5]). In addi-
tion to response action that applies to a more general node in the hierarchy (configura-
tion files, “restore the configuration file from backup and restart the corresponding
service”), we define a response action specific to this sub-category (“also revoke and
re-issue the keys”).

Since these more specific categories, and their corresponding response actions, de-
pend highly on the system configuration, we cannot define all of them in advance for
all systems. We should provide a way for the users of the response system to define
new custom categories with response actions tailored to specific resources on the
target systems.

2.2 System Map

Although the response type hierarchy is useful for storing general response actions
that might apply to a resource, it carries no information about the specific instances of
resources on a system, merely their types. Therefore, we need an additional data
structure to satisfy the requirements for a decision basis as mentioned above.

We suggest representing the necessary information as a directed graph, which we
will refer to as the system map. The vertices of the graph (which we will refer to as
map nodes) represent the resources in our system. Besides nodes, our map has node
templates and edges.

2.2.1 Map Nodes
The system map contains important nodes of all types — the system’s priorities. By
“important nodes” we mean “all nodes with a non-zero cost”, with cost assigned ac-
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cording to our cost model described in the corresponding sub-section. In addition to
the priorities, our map also reflects the underlying basic resources that these priorities
need for proper operation. For example, most applications need a working mounted
file system with read/write access right in order to operate properly. Therefore, if we
have applications A, B, and C that are our priorities, we place them on the map along
with the node that represents the file system. We also note that the file system, as an
underlying basic resource, does not need to be explicitly specified as a priority itself,
since in this simple example it does not have any value of its own. It costs only as
much as the priority nodes that depend on it.

Each node holds information about the resource it represents. Namely, we need to
know the type of the resource according to our type hierarchy. We also need to know
some type-specific information such as path and filename for types and sub-types of
“file”’; PID, name and owner for type and sub-types of “process”, etc. A node also has
a cost value associated with it.

Some static nodes might have several node templates associated with them in order
to later construct dynamic dependent nodes. Finally, every node has a list of applica-
ble response actions associated with it.

2.2.2 Node Responses

Every node has a list of basic response actions that restore its functionality. Currently,
we require that this list contain only the actions that completely restore the node to a
working state.

The node’s list of responses is constructed from response actions that are listed for
this type of node and its parent types in the type hierarchy. Each such response action
has an activation condition associated with it. Referring to the example we have used
before, type “configuration file” would inherit a response “restore from backup” from
the parent type “file”. The activation condition would be, “the node of this type was a
target of an illegal write system call” or “the node of this type was a target of an ille-
gal unlink system call.”

Another important property of a simple response action is what nodes it affects.
Currently, we assume that an action either damages several resources, or does not. If
the chosen intrusion detection technique relies on system calls, activation conditions
for each response action will be also expressed in terms of system calls. The number
of system calls is finite (approx. 200 in a Linux system), and the number of node
types is finite (6 in the prototype). Furthermore, there are only a few system calls that
are applicable to one type of a resource. Thus, it is feasible to pre-define response lists
for every valid combination.

We also complement the node’s response list with a response “take no action”.
That is an essential response alternative that has a certain cost, just like other re-
sponses, and by including it, we will ensure that any response action we take is not
more expensive than the intrusion itself.

Therefore, an entry in a node’s response list has three fields:

- the action itself (a Linux command, etc.)
- the activation criteria
- the list of nodes the action damages
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2.2.3 Map Edges

Edges on our map represent dependencies between the resources. If an edge is di-
rected from node A to node B, it means that A provides some service to B, B depends
on A, and, most likely, A produces information that B consumes.

However, it does not seem feasible to attempt to trace information flow through
our map, since it contains nodes that are often times not comparable (for example, file
systems and sockets), and also nodes that obscure information flow (if node A reads
from node “file system”, node B writes to node “file system”, there is not necessarily
an information flow from B to A). Therefore, we do not use our map for intrusion
detection. For all information about the intrusion we rely on some detection tech-
nique.

The true value of the map edges is that they allow us to properly carry out single
response actions that involve several nodes (“restart the service that corresponds to
this configuration file”, i.e., the service that consumes information from the file).
Also, the edges allow us to collect information about the nodes that depend on a cer-
tain node, therefore allowing us to calculate the dynamic cost of the node in our sys-
tem.

Relationships between the nodes can be specified with greater detail, such as “node
A writes to node B that often”, or “node A writes to node B with probability N.”
However, for our purposes, it is sufficient to only reflect the fact that one node pro-
vides services to another node, and therefore, the latter depends on the former. Also,
some authors model dependency alternatives (node A depends on node B or node C)
[16]. From a standpoint of resources of a single host, this is a relatively rare situation,
so we will not consider it here.

2.2.4 Constructing the Map

As we have mentioned before, the map will have a static part, which will consist of
nodes that can be produced by static analysis of our priority resources when no proc-
esses are running. The static part of the map will have information about objects of
the system, but not subjects. Operation begins just with the static part of the map. As
the system runs, dynamic nodes are added.

In our design, there are five ways we can add a node to the map. Static nodes are
added to the map upon upgrades/reconfigurations of the protected system.

For the dynamic part, we propose to add new nodes for every subject or object
mentioned in the incident alert from the IDS that was not previously on the map. Such
nodes would be assigned cost 0, since they were not included in the list of priorities,
and they get assigned the most specific type from the type hierarchy that we are able
to automatically determine. Consequently, the node will have a response list that
corresponds to its assigned type.

Also, as we will describe in later sections, sometimes we will be able to classify a
whole group of subjects as malicious, whereas only a few of them might have been
explicitly mentioned in alerts. Such situations can occur, for example, when a mali-
cious process caused an alert, and immediately produced a number of child processes
that have not yet done anything illegal themselves. We will put the whole related
group of subjects on the map and treat them just like the nodes mentioned in the
alerts, despite the fact that only a few were mentioned in the alert. Then the whole
group gets marked as suspicious, or “contaminated”.
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Finally, we will have some dynamic nodes that will represent our priority re-
sources. Often times, a resource in general can be mapped to several nodes. For ex-
ample, a “web server” resource encompasses the executable file, a number of running
processes, and dependent resources (configuration files, sockets, etc.). At the time of
static analysis, we will not have a running instance of a web server; however, we can
get most of information about the web server process node at that time. Therefore,
with every important executable we create a set of templates that will characterize the
subjects and objects later to be produced by running the executable file. A node tem-
plate is a prototype for building nodes that has all the information in place except for
the type-specific information (like PID or filename) that gets filled in upon use of the
template.

2.2.5 Properties and Benefits of the Map

The map has only a few static and dynamic nodes that are critical to the system’s
operation. They are not updated periodically; rather, we update them only when
significant events happen (alerts for dynamic nodes and system re-configuration for
static ones). Therefore, if our system runs for a long time without getting attacked, the
map will not be updated in order to minimize the overhead.

The nodes on the map can be of very different nature, so they cannot always be
compared directly (for example, file systems and processes).

Let us illustrate some properties of the map with a small example. Suppose, we
have a Linux system equipped with System Health and Intrusion Monitoring IDS
(SHIM, [6]) that has been compromised, and now has an active malicious process A
that was produced by a program B which is not supposed to make system calls from
the exec family. Process A has its parent’s specifications imposed on it by SHIM.
Suppose then that process A produces process C, and process C writes to a file. Since
SHIM would promptly alert our response system about A, B and C being involved in
several illegal exec system calls, the whole family would appear on the map, and
would be marked as malicious. As far as the file that C has written to, if specifications
for A allowed such behavior, then we would not get an alert about the file write, and,
therefore, would not reflect that fact on the map. However, if it was not legal accord-
ing to A’s specifications and the system policy, we would get an alert about a possibly
contaminated file, place the corresponding node on the map, and plan our response
strategy with that alert in mind.

As we have shown above, our map contains all necessary information about our
priorities, and resources they need to operate. The map also will reflect information
about malicious entities, and their relation to our priorities. The map, as we have
described it, gives us a solid basis for designing an intrusion response strategy.

2.3 Cost Model

In most cases, when deciding on response to a malicious action, there will be several
response actions with activation criteria matching the current situation. We solve the
problem of comparing these alternatives and selecting the optimal one by introducing
an action cost model. The cost model helps us pick the best response and also ensure
that we don’t cause denial of service to ourselves by performing responses that are
more harmful (i.e., more costly to us) than the intrusion itself.

Our cost model is based on numerical cost values associated with every map node.
Designing a cost model that allows us to quickly associate a number with a resource
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and to precisely reflect the value of that resource is a difficult task. Most of the at-
tempts to produce such a model left it up to the system administrators to determine
cost values for their resources. Although it is true that only the system’s owner, famil-
iar with its configuration and primary functions, can point out the true value of the
resources, it is very hard to assign the cost values in a consistent manner that would
always guarantee optimal response without exhaustive testing of the system. In our
implementation, we rely on ordering the resources by their importance to help pro-
duce a cost configuration that would yield an optimal response.

There are only a few priority nodes that have an actual cost value in our model. For
example, let us consider a system with only one such priority — the web server. In the
static part of the map it is represented with the executable file of the web server.
There will be a static node for the file itself, and it will have a cost of 0. The static
node for the executable file will, however, have a template for web server processes
to be created, and that template will have a cost value associated with it. In our model,
all process nodes that get created according to that template, will share an equal frac-
tion of the template’s cost with existing processes. For example, suppose the system’s
owner has estimated that the web server has cost x. When there is no web server run-
ning, the executable file will have no cost value. If one instance of httpd gets started,
its node will get assigned a cost value x. If y nodes of httpd get created, each will get a
cost value of x/y.

A static node can also get an explicit cost value assigned to itself, and not to its
templates; or it might not even have any templates. For example, some files might be
indicated as a priority, even though they are not used by any subjects of that system.

Cost-wise, another category of nodes on our map is the underlying service nodes.
Most likely, these nodes will have a zero cost of their own. However, any harmful
action on these nodes will also affect the costly resources that rely on them, and by
reflecting these dependencies on the map we will take into account the true value of
the underlying services.

Finally, we have all the resources that were not put on our map as a priority re-
source or its dependency. We assign all such resources cost 0; if they become mali-
cious or get involved in an incident, they are put on the map, and a response action
that affects these 0-cost nodes even in the most dramatic way will not be harmful for
the system in general.

Once we determine the cost values for our map nodes based on these factors, we
then can associate a cost value with any action that an intruder or the response system
takes.

We define the cost of an intrusion action as the sum of costs of map nodes, previ-
ously in a safe state, that get negatively affected by the action. We define the benefit
of a response action as the sum of costs of nodes, previously in the set of affected
nodes, that this response action restores to a working state. Finally, we define the cost
of a response action in terms of costs of the nodes that get negatively affected by the
response action (“lost to the intruder,” or not functioning properly). The goal of a
response system is to carry out the response sequence that yields the maximum bene-
fit at the minimum cost. We note that such an approach does not emphasize transfer-
ring the system to the ultimate safe state, or completely recovering from an intrusion,
since there are situations in which these goals would be much more costly than the
intrusion itself. With our approach, we are, however, guaranteed to come up with a
response strategy that is optimal for the current situation.
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2.4 Response Selection

Once we have the whole picture of the intrusion, our goal is then to "win" the re-
sources on the "contaminated" side back. We start by listing all response alternatives
at every contaminated node whose activation condition matches the intrusion. The
goal of response selection is to build a response action sequence that will have one
action out of a list of every contaminated node. That way, we ensure that every con-
taminated node is addressed. As mentioned before, an optimal response action is the
one that yields the maximum benefit at the minimum cost. We then assume that a
response sequence (response strategy) is optimal if it consists of response actions that
are optimal for every node. Therefore, if we have the complete picture of the intru-
sion, we can build the response chain from optimal responses at every node, and then
carry it out.

2.4.1 Managing Uncertainty

Sometimes we might encounter situations where we do not know for certain what the
intruder has exactly done. For example, suppose the capabilities allowed the intruder
to perform a write call on a file, which is illegal according to the current system pol-
icy. The file could have been overwritten, appended to, or erased completely (over-
written with an empty string). In certain situations, response actions, and their cost,
may vary depending on what has really happened. Then we turn to decision theory,
which provides well-defined ways to construct the response plan, for different re-
quirements in presence of uncertainty.

The possible results of a write call would be over-written data in the file, data ap-
pended to the file, or data completely erased from the file (the latter being a special
case of the first one). This allows us to list the possible system states. Every one of
these states will have a potential damage value and a probability associated with it.
Now, using the decision theory convention [10], we can describe the situation with
the following “gain matrix”:

M4 My My | Ty M5
Ay | a1 | a2 | a3 | a1a | ass

Avn | ant | ane | ans | @na | ans

Qg | 9 | 93| 94| Qs
where /1 are the possible states, g, are the probabilities, and A, represent the response
alternatives. a, in this matrix, again, represents the usefulness, or benefit, of using the
ith decision in case of a jth sub-state. This value can be estimated as:

aij:_ci_(_sij)yBj‘ (D

where B, is the potential damage of a sub-state,

¢, — response cost,

g, — efficiency(benefit) of response i in sub-state j, and

yis 0 if £=0,1 otherwise.

Considering the above parameters, we observe that the greater the value of a,, the
more useful the corresponding response alternative will be in the corresponding state.
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We define the risk of losing in a particular game situation (r,) as the difference be-
tween the player’s gain for strategy A, for conditions of /7, and the player’s gain for
the strategy he would have chosen, had he known the conditions of /7. It is clear that
had the player known the system state and its conditions in advance, he would have
chosen the strategy that yields the maximum gain in its matrix column (). Accord-
ing to our definition,

r, = m;-a,, where m; =maxa;. 2)
1

Defined in this way, the concept of risk also reflects how favorable a given state is
to us. Consequently, a risk matrix constructed similarly to the gain matrix, gives us a
more complete picture than the gain matrix.

Relying on probability significantly simplifies the decision making process, espe-
cially if we can produce relatively accurate probability estimates using the system
history, general knowledge, anomaly analysis tools, etc.

A promising way to eliminate the uncertainty, or, at least estimate the values of
probability of a certain intrusion sequence, is monitoring the system for a long period
of time and building a profile for important resources. For that, machine learning
techniques can be used; also, much can be drawn from the anomaly-based and mis-
use-based intrusion detection techniques [2]. We discuss these suggestions in more
detail in Section 4.

Let us take mathematical expectation of probability-based gain a; to be the effec-

tiveness criterion W that we obviously would like to maximize.

a; =q,a;, +q,a, +...+q,a,,. 3

The optimal strategy is the one that yields the maximum @, in the gain matrix. It

would also yield a minimum average risk based on the risk matrix.

Special care must be taken to accurately estimate probability. Pure probability, as a
statistics-based value, might not always be available. In that case, it can be subjec-
tively estimated. Certain events might be more likely than others according to the
system logs. There are several techniques available that help us quantify these subjec-
tive estimates.

For cases in which we have no statistical information for the system states, we can
assign equal probabilities to each possible state, i.e.:

q,=q,=...=q,=1/n, )

This approach is called Laplace insufficient reason criterion ([10]).

For another approach, we assume that we can order possible system states by their
likeliness. In order to represent the probabilities in this case, we can use a converging
arithmetic series:

q,:q,:...:q,=n:(n-1):...:1. 4)
where:
_2(m-i+]) (6)
T onm+1)

We can also rely on expert estimates.
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If we manage to completely eliminate uncertainty in some situations, the probabil-
ity values for the determined system state becomes 1, probabilities of all other states
become 0, the matrix turns into a single column, and decision making becomes trivial.

2.4.2 The Optimal Decision Criteria

There are several methods for selecting the decision criteria in the decision theory
([10]). In the Minimax risk criterion (Savage criterion) we select the strategy from the
risk matrix that provides us with the minimal risk value under the most unfavorable

conditions. The efficiency W is then estimated as W = min max ;. The Minimax
j

1

risk approach allows us to avoid making the high-risk decisions. The Maximin crite-
rion favors strategies with the largest minimal gain (with W defined differently, see
[10]). The Hurwicz criterion is neither pessimistic nor optimistic. Risk-based criterion
is analogous to Hurwicz

Selection of criterion and its parameters is subjective. It is useful to analyze the
situation using various approaches. If majority of criterions indicate that a certain
strategy is optimal, it should certainly be selected. Should several different criterions
suggest different strategies, it is up to the system owner to select (or pre-select) the
right strategy based on the fact that some criterion might be preferred over the others.

3 Implementation

We have implemented several concepts mentioned in the previous section in a proto-
type response system, the Automated Response Broker (ARB). ARB is developed for
Linux, and it relies on SHIM for detection. Let us briefly mention why we chose
SHIM for that role.

3.1 Intrusion Detection: SHIM

SHIM is specification-based. It relies on the Generic Software Wrapper Toolkit
(GSWTK,[9]) for all information about the system calls. SHIM does not try to recog-
nize an attack as a whole. Instead, it relies on a set of specifications (for programs, or
protocols, etc.) that reflect the system policy.

SHIM addresses a large part of intrusions by enforcing specifications for privileged
Linux programs. System calls of interest are reported by the GSWTK, and then classi-
fied as legal or illegal according to the specifications, with an alert being issued for
the latter.

SHIM is a great vehicle for testing our automated response scheme. Such a fine
event granularity allows us to catch the exact system call that started the intrusion.
Also, the fact that SHIM does not need the whole intrusion to recognize its signature,
allows it to catch unknown intrusions, and intrusions that are still in progress. The last
feature also gives us a chance to stop an intrusion in progress by responding to the
first few steps of it that have been detected.

The underlying assumption about SHIM that we make is that it always promptly
detects and reports all intrusions. Also, SHIM and GSWTK give us a capability to
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check if a system call is legal before it is executed. However, such a mode of opera-
tion causes a large overhead for every system call, and does not seem feasible.

3.2 Map Implementation

We build the map starting with a set of nodes we want to protect. It is the set of all
programs that are constrained by SHIM (regardless of whether they are among our
priorities; the cost will reflect that fact), and several nodes for resources that might not
be constrained by SHIM, but the system owner wants to protect as well.

The type hierarchy is constructed upon installation of a system. It does not have a
dynamic part and it does not change, since it simply contains information about the
types of nodes, not the nodes themselves.

In ARB, the type hierarchy is constructed in C++. While it might be sufficient for
experiments and testing, obviously a more convenient interface for configuring the
type hierarchy is needed. Currently, we experiment with XML for type hierarchy
definitions. XML so far has proved to be powerful enough to express all the informa-
tion necessary, and there is an abundance of tools for parsing the type hierarchy de-
fined in XML into our program.

Below is an example of a response list of a configuration file node. Event name
and target constitute the activation condition for the action. The victim tag marks the
damaged nodes.

<actions>
<event name="chown” target="self”>
<action>restore_attributes;</action>
<action>kill_offender;</action>
<victims>offender</victims>
</event>
<event name="chown” target="self”>
<action>delete _self;</action>
<action>kill_offender;</action>
<victims>self</victims>
<victims>dependents</victims>
<victims>offender</victims>
</event>
<event name="write” target="self”>
<action>
restore_from backup;
fire_ event (“httpd”,”restart”, true) ;
</action>
</event>

</actions>

Should XML fail to be descriptive enough for the task, a new domain-specific lan-
guage (DSL) will be designed for describing the type hierarchy.

Similarly to the type hierarchy, the map itself is constructed manually as a collec-
tion of C++ data structures. We are currently experimenting with more flexible ways
to define a map, such as, again, XML or a new DSL.

As mentioned above, all components of a system in our prototype are determined
manually. However, some of them can be pre-defined for most systems; some can be
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determined by automated analysis upon installation or re-configuration. The ultimate
goal is to let the ARB user specify just the custom types, responses to custom types,
and the system’s priorities. The remainder of the map (such as the basic types, under-
lying service nodes, all dependencies and templates) can be determined automatically.
We list the requirements for automating the map construction and problems associ-
ated with it in the future work section.

Node response lists are constructed from the type hierarchy. The set of response
actions that are implemented, or will be implemented in the prototype include: delete
a file, restore a file from backup, restart a service, change permissions, kill proc-
ess(es), reboot the system, block a connection, re-configure a firewall rule, unmount a
file system, change the owner of the process(es), start checkpointing, slow down the
process(es), roll back to a checkpoint, return a random result, perform a random
action, operate on a fake file, tunnel the process(es) to a sandbox, operate on a fake
socket.

3.3 Node Costs

The most difficult task of any implementation of a response system is performing a
consistent cost assignment that reflects the true value of resources. This part of map
construction cannot be completed in advance, or even automated, since it needs input
from the owner of the system. Currently, we approach the problem by first manually
ordering the key resources of the system, so that the resources (R,) are listed in the
following form:

R, <R, =R,=R, <R <R @)

The least important resource gets assigned priority 1, and the priorities of all other
(more important) resources are approximated as N times the priority of the next less
important one:

Priority(R)) = N * Priority(R,,), ®)

where N is an approximate value and is determined experimentally. Finally, for con-
venience, we obtain a cost value C, for a resource R, from priority values according to
the following formula:

C,= 100*Priority(R,)/ZPriority(R), ©)

where 2Priority(R,) is a sum of the priorities of all resources.

Currently, the process of assignment is completely manual. The cost assignment
method described above is only an approximation of the real resource costs. Work is
being done on improving the method to ensure consistency of the cost assignment.

3.4 Damage Assessment and Response Selection

Let us say ARB received an alert about some malicious actions involving several
nodes on our map. Currently, ARB reads alerts from a socket that SHIM writes to. A
closer form of integration with SHIM is being developed, since the current implemen-
tation is sufficient for evaluation of response, but is vulnerable to attacks.
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First, we need to stop the intrusion, if it is still in progress. The map is partitioned
into a set of nodes that are affected (or might have been affected) by the incident, and
a set of nodes that are not dependent on any in the first set, and therefore, not affected
by the incident.

Upon an alert that, say, mentions only one subject, the damage assessment proce-
dure of ARB puts all ancestors and offspring this subject may have on the map inde-
pendent of further alerts. That allows us to freeze the intrusion in progress before the
children attempt to perform further malicious action, since having a suspicious proc-
ess as a parent already gives us a right to mark a child process as suspicious as well,
without waiting for further alerts. We freeze the intrusion by temporarily suspending
the contaminated processes (by sending them a kill -19 message).

ARB operates with a concept of an incident. Alerts are grouped to form a single in-
cident if they report subjects from the same family as suspicious. ARB considers the
damage assessment procedure completed when it constructed and froze the entire
family of suspicious processes. All new alerts are treated as parts of a new incident.
The testing of ARB that we have done so far indicates that such approach allows us to
clearly separate individual incidents, freeze an incident, assess the damage, and carry
out response actions.

Upon completion of the damage assessment procedure, we have the suspended in-
trusion, the frozen suspicious processes, and the complete picture of an intrusion in
form of the partitioned map.

Finally, the response strategy is built and carried out, as described in the previous
sections.

3.5 Example

Let us demonstrate how ARB carries out the entire process of response selection with
an actual example. We will consider a classic vulnerability in the RedHat Linux 6.2
dump utility [11], which examines the files on a file system, and determines the ones
that need to be backed up. These files are copied to a disk, tape, or other storage me-
dium. The dump utility depends on the environment variables TAPE and RSH.

The goal of the dump exploit is to set the RSH environment variable to an executa-
ble file that will be executed with suid root privileges. File /bin/bash is copied to
/tmp/rootshell, and the root shell is executed.

Specifications for the dump utility are provided by SHIM. According to them,
dump is allowed to make few system calls: open and read certain files, fork, and con-
nect. Consequently, when this intrusion happens on a system that runs SHIM, but is
not protected with ARB, the system administrator will get several alerts. There will be
an alert about dump copying the shell executable to the /tmp directory. Another key
alert is issued when dump executes file /tmp/rootshell. The last alert will be issued
when the attacker uses the obtained root shell to issue the open and write system calls
to the target. The target in our example will be the file secring.gpg, which contains
the keys the GPG software uses for encryption/decryption.

Let us first show the relevant parts of the map before the intrusion begins (Fig. 2).
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Fig. 2. The map of a part of a computer system before an intrusion. Only a few essential nodes
are shown.

The map was built according to the type hierarchy on Fig. 1. According to the map,
our only priority in the entire system is the gpg program that encrypts and decrypts
email messages. However, we also put dump node on the map, since it has SHIM
specifications.

Experiments with the ARB prototype showed that it takes a variable period of time
for SHIM to issue an alert, and for ARB to receive it and process it. For certain test
cases with favorable conditions, that period was short enough for ARB to freeze the
entire attack right after the first alert. For test cases under the least favorable condi-
tions, however, ARB completed the damage assessment procedure only after the
attacker already had access to the root shell.

Regardless of the current conditions, our goal is to stop the intrusion and clean up
after the actions that already happened. The system map for the worst case that has
been observed is shown in Fig. 3.

According to the new map, four nodes are contaminated as the result of the intru-
sion. A node for /tmp/rootsh appeared on the map because the file was involved in an
illegal file copy by cp. However, the cp process itself is gone by the time ARB com-
pleted damage assessment, so it is not reflected on the map.

ARB starts building the response sequence addressing node by node, in arbitrary
order. The dump process node is an issuer of an illegal exec system call, so ARB
chooses the most efficient response — killing the process — since the value of nodes
affected by the response is 0. The /fmp/rootsh node was created as a result of an ille-
gal creat system call, and it does not have any cost or dependencies. The matching
response would be to remove the file. Finally, the response for the secring.gpg file is
selected as follows. Several response alternatives apply to the file, including deleting
it or restoring it from the backup. Deleting the file would certainly damage it. By
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using the map, we detect that the gpg process depends on the file; therefore, deleting
the key file would damage the file and the process, and the cost of such response
would equal to the sum of affected nodes — namely, 100 points. Another alternative
with an activation criterion that matches a write system call is restoring the file from
backup, with a cost of 0. We select the second alternative as the least expensive one.
Another matching response action is “restart the corresponding service(s),” and it was
inherited by the custom type “key configuration file” from general type “configura-
tion file.” By using the map, we determine the corresponding service to be the gpg in
this case, and we restart it with a restored key file.

Static Node
Type: Executable File templates Static Node templates
Path: /sbin/dump > Type: Executable File >
Cost: 0 Path: ... gpg
Responses: ... Cost: 0
Responses: ...
Dynamic Node
Type: Process
Name: _dpg
Responses: ... Cost: 100
Responses: ...
>
Path: ~/.gnupg/secring.apg
Cost: 0

Fig. 3. The map of a part of a computer system after ARB has stopped an attack.

In this case, SHIM has not indicated that the content of the file has been read.
Therefore, the response alternative “reissue all keys” does not apply, and we do not
re-issue the keys.

3.6 Experience with ARB

The ARB prototype was tested for several well-known attack scripts. Work is in pro-
gress to extend it and test it with the broadest range of other intrusions. ARB can only
be run on Linux kernel 2.2.14, since the current version of GSWTK relies on that
kernel version, and the current version of SHIM relies heavily on GSWTK. As we
mentioned before, the map in ARB is built manually for only a subset of all resources
that really should be on the map.

The current version of ARB does not handle uncertainty in intrusions. It does,
however, successfully freeze the set of test attacks, stop them, and respond to them.
The attacks we handle include the two examples from this paper.

The prototype so far has forced us to re-design our original approach to automated
response greatly, and posed several new problems, which were not obvious before.
One such problem was the fact that at first we did not define when the damage as-
sessment procedure is complete, and we can actually start deciding and carrying out a
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response. In order to resolve the issue, the concept of an incident was introduced in
the prototype.

We currently continue to work on the prototype, and we expect promising results
from the future work with ARB.

4 Future Work

4.1 Automating the Map Construction

First, since with SHIM all malicious actions that involve a map node can be expressed
as Linux system calls, and the number of Linux system calls is relatively small, we
can partially automate the generation of nodes’ response lists. For a new type of a
node, we list all applicable system calls that this node can make as an activation crite-
ria. Then, we either borrow the corresponding response actions from the type above in
the hierarchy, or ask the system user to define a response action and the damaged
nodes. Then we construct a list of applicable system calls that target this type of a
node as activation criteria, and obtain the corresponding response and damaged node
information in a similar manner. Therefore, we can simplify the task of constructing
response lists by guiding the user through the process and producing the output in
some convenient format like XML.

Also, construction of the map itself and analysis of node dependencies can be
mostly done automatically. When constructing a map, we can rely, for example, on
the program installation package (i.e., Linux RedHat Package Manager information);
the program’s source code (when available); documentation (man pages); etc., for
dependency information about opened files, sockets, pipes, inter-process communica-
tion, etc. We are also currently working on learning program dependency data from
execution traces. Designing a tool that would assist a system’s user with map con-
struction presents an interesting implementation task.

4.2 Learning the Configuration

The problem of assigning the true costs, determining the actual relationships between
the nodes, and testing the efficiency of ARB can be determined experimentally. As
the next step of this work, the following experiment will be carried out.

One Linux system (defender) will be equipped with SHIM, ARB and several pro-
tected valuable services. Another system (attacker) will continuously generate attacks
targeting every node of the defender. A third system (referee) will record the out-
comes and help restoring the defender after successful attacks.

At first, the attacks will be run under supervision. As a measure of efficiency, up-
time and performance of a certain service under attack will be measured with ARB
protection, and compared to its uptime and performance under the same attack with-
out the protection.

Once such a setup is implemented, it can be used to analyze the flaws in ARB re-
sponse strategies to determine the “blame” for successful attacks. Furthermore, node
costs and degrees/probabilities of relationships can be represented as weights in a
neural network, and some machine learning algorithm (backpropagation, other gradi-
ent descent methods, etc.) can be applied to continuously improve the ARB setup,
possibly with much of the supervision done by the referee system.
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4.3 Other Directions

Introducing nodes of type CPU, or memory, or user may allow us to model and re-
spond to denial-of-service attacks. We did not consider the topic in this work, but it
seems promising; especially when the intrusion detection technology will provide us
with ways to clearly identify denial-of-service attacks.

Storing information about past intrusions and incorporating that knowledge in re-
sponse is also promising. For example, a large number of attacks in a small period of
time might cause the system to take extra response measures targeted at preventing
future intrusions rather than responding to ones already in effect. Also, we might
design a set of more strict specifications for the privileged programs that would reflect
a stricter system policy in response to a large number of intrusions. Another option
would be to implement a “pre-emptive” mode as a wrapper in GSWTK: all system
calls would be checked in advance, and not carried out if illegal. This mode of opera-
tion would cause a large overhead for every single system call; however, it might be
useful when trying to counter particularly severe types of intrusions. Again, the cost
of switching to such mode has to be carefully weighed.

Currently, our response model does not consider actions that partially restore a
node, and it assumes that an action either damages resources, or does not. Considering
actions that only partially restore resources and introducing a degree of damage also
deserve consideration for further work.

Another interesting research direction would be to attempt to combine our host-
based approach and network-oriented response mentioned in Section 1, to design a
network-wide response system that possibly might be based on single host compo-
nents, such as ARB, cooperating with each other to protect the entire network.

Finally, in our opinion, the most exciting future work option is combining a speci-
fication-based IDS, features of anomaly- and misuse-based IDS’s and the re-
quires/provides model of intrusions [14] to form basis for response decisions. With
SHIM being a "low-level", system-call oriented IDS that ignores the intrusion as a
whole, and focuses on individual constraint violations instead, it is able to catch viola-
tions that have never been seen before, and cannot be detected with signature-based
detection systems; whereas signature-based systems can see farther ahead than SHIM,
since they have a signature of the entire intrusion.

In a situation where we receive several SHIM alerts (which represent the first few
steps of an intrusion), we can use our system map to calculate the capabilities of the
attacker, describing them in JIGSAW [14], and also browse the signature database for
all signatures that, at least partially, match the current intrusion. By using some his-
torical data from an anomaly-based system we can determine probability of each
intrusion path (signature), and initiate a game with the intruder. By winning such a
game, we will be able to prevent complex intrusions instead of responding to the ones
that are already in full progress.

5 Conclusion

In this work, we stated the problems associated with automated intrusion response,
and began addressing them.
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The system map and the resource hierarchy provide a basis for response. The dam-
age assessment procedure and response selection that accounts for uncertainty pro-
duce the optimal response strategy.

The current implementation of these ideas — ARB — successfully responded to sev-
eral host attacks. Work is being done to improve ARB and measure its efficiency and
performance.
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Abstract. Network intrusion detection systems (NIDS) are becoming an
important tool for protecting critical information and infrastructure. The quality
of a NIDS is described by the percentage of true attacks detected combined
with the number of false alerts. However, even a high-quality NIDS algorithm
is not effective if its processing cost is too high, since the resulting loss of
packets increases the probability that an attack is not detected. This study
measures and compares two major components of the NIDS processing cost on
a number of diverse systems to pinpoint performance bottlenecks and to
determine the impact of operating system and architecture differences. Results
show that even on moderate-speed networks, many systems are inadequate as
NIDS platforms. Performance depends not only on the processor performance,
but to a large extent also on the memory system. Recent trends in processor
microarchitecture towards deep pipelines have a negative impact on the
systems NIDS capabilities, and multiprocessor architectures usually do not lead
to significant performance improvements. Overall, these results provide
valuable guidelines for NIDS developers and adopters for choosing a suitable
platform, and highlight the need to consider processing cost when developing
and evaluating NIDS techniques.

1 Introduction

Network intrusion detection is becoming an increasingly important tool to detect and
analyze security threats on an organization’s network. It complements other network
security techniques, such as firewalls, by providing information about the frequency
and nature of attacks. A network intrusion detection system (NIDS) often consists of a
sensor that analyzes every network packet on the segment under observation, and
forwards packets deemed interesting together with an alert message to a backend
system that stores them for further analysis and correlation with other events. The
sensor is often implemented as a general-purpose computer system running network
intrusion detection software. A separate system may host a database or similar
software to provide long-term storage and additional analysis capabilities [2][5]. By
relying on off-the-shelf hardware and software, this approach produces a cost-
effective and flexible network intrusion detection system.

Commonly, the performance of a network intrusion detection system is
characterized by the probability that an attack is detected in combination with the
number of false alerts. However, equally important is the system’s ability to process
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traffic at the maximum rate offered by the network with minimal packet loss.
Significant packet loss can leave a number of attacks undetected and degrades the
overall effectiveness of the system. A high-performance sensor is not only able to
process packets at a higher rate, but can also apply more sophisticated detection
techniques to reduce the number of false alerts. Unlike other networking components,
NIDS hosts cannot rely on flow control mechanisms and acknowledgments to control
the incoming data rate. Instead, the NIDS must be able to process packets at the
maximum rate offered by the network segment. The work presented here focuses on
the performance of the NIDS sensor, especially the hardware platform, since it is one
of the most critical component in a network intrusion detection system and its
deficiencies can propagate through the entire system.

operator

sensor

analysis
network backend
under
observation

Fig. 1. Common NIDS Architecture

This paper presents a methodology to quantify the network intrusion detection
capabilities of general-purpose computer systems. It is based on a set of experiments
that test a platform’s capabilities under different traffic characteristics while
separating the NIDS processing load into distinct components. Combined, the
observed behavior can be used to predict the performance of a NIDS on a network
link. The results also provide valuable guidelines for researchers, designers and
adopters of network intrusion detection systems.

A comparative analysis of a variety of systems running the Snort [18] rule-based
NIDS sensor reveals that most general-purpose computer systems are inadequate as
NIDS sensor platforms even for moderate-speed networks. The analysis also shows
that no single factor alone determines the performance of a system, instead a number
of architectural and system parameters such as operating system structure, main
memory bandwidth and latency as well as the processor microarchitecture contribute
to a system’s suitability as a NIDS sensor platform. Furthermore, recent trends
towards deep processor pipelines to maximize the CPU clock frequency, and towards
small-scale multiprocessors do not significantly improve NIDS performance and may
even have detrimental effects. Since in the past DRAM performance improvements
have not kept pace with advances in processor and network speeds, NIDS sensors are
likely to become an increasingly significant bottleneck in the future.

The following section describes the design and rationale of the experimental
methodology in more detail. Section 3 first describes the measured platforms and
then presents and discusses the results. Section 4 contrasts this work with related
work in the areas of performance characterization, high-speed network intrusion
detection and high-performance networking. Finally, section 5 draws conclusions and
outlines future work.
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2 Experimental Methodology

2.1 A Network IDS Performance Model

A network intrusion detection sensor inspects every packet on the network under
observation in an effort to identify suspicious packets that are likely related to
intrusion attempts. One common approach is based on user-defined rules that
describe or fingerprint potentially harmful or interesting packets to the NIDS
software. The intrusion detection algorithm then applies these rules or patterns to
every packet and forwards any packet with a positive match, together with an alert
message, to the analysis backend [18].

The processing load exerted by this algorithm depends on the characteristics of the
rules as well as on the network traffic. Rules generally fall into one of two categories,
depending on whether they apply to the packet header or the payload. Header rules
inspect the packet header in an attempt to detect specific combinations of features,
such as the source and destination address, port numbers, checksums or sequence
numbers. Payload rules attempt to match a specific byte sequence in a packet’s
payload. NIDS rules may also combine header and payload specific match
conditions. Since header size is generally fixed, the processing cost of applying
header rules is nearly constant for each packet regardless of actual packet size, while
the cost of payload rules scales with the packet size.

Real network traffic, on the other hand, is comprised of packets of different sizes.
Small packets involve a larger relative overhead, as they carry less payload per
header than larger packets. While applications wishing to maximize effective
bandwidth generally utilize large packets, an effective NIDS must be able to handle
packets of any size.

The two different classes of NIDS rules lead to two separate trends in the sustained
performance of an NIDS platform. The analysis of traffic consisting of small packets
is dominated by the constant cost of header rules, while for larger packets the cost of
payload analysis begins to dominate. On a network segment of a fixed capacity, the
number of packets transferred per second is inversely proportional to the packet size.
For this reason header rules exhibit the highest processing load for small packets. On
the other hand, the relative header overhead decreases with larger packet sizes, and
thus the cost of payload rules scales with packet size.

In addition to the NIDS processing cost, regardless of the type of rule applied,
each packet incurs processing cost due to interrupt and system call handling and
related protocol processing, as well as the memory copy involved when reading
packets into user space. Similar to the two classes of NIDS rules, interrupt and
protocol cost is largely constant across packets, while the memory copy cost scales
with the packet size. It should be noted however, that packets on most NIDS
platforms do not traverse the complete network protocol stack. Since the NIDS
software inspects packet headers as well as the payload, packets are usually read from
the raw network device before they would normally enter the TCP/IP protocol stack.
Internally however, the NIDS software may replicate some of the protocol stack
functionality, as it inspects both the IP header and the encapsulated higher-level
protocol header.
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2.2 Measurements

To comprehensively describe the performance envelope of a network IDS platform,
measurements are performed for four different packet payload sizes: 64 bytes, 512
bytes, 1000 bytes, and 1452 bytes, thus covering the range from minimum to
maximum size packets on Ethernet networks. Separate experiments are performed for
header rules and payload rules. This separation allows one to attribute observed
bottlenecks to the particular type of rules.

Network traffic is generated between a pair of hosts by the public-domain TTCP
utility. TTCP transmits a specified amount of data between a server and client over a
TCP connection. The traffic generation hosts are connected by a 100 Mbit per second
full-duplex Ethernet segment with a half-duplex tap to send a copy of every data
packet of the TTCP conversation to a sensor platform running the Snort network
intrusion detection software. The sending hosts are able to nearly saturate the 100
Mbit per second network link with an effective bandwidth of over 92 Mbit per
second.

To precisely determine the processing cost of NIDS rules, the number of NIDS
rules is increased until the number of packets reported by the intrusion detection
software is less than the actual number of packets sent, thus indicating that packets
are being dropped by the NIDS platform. Each header rule is unique to eliminate the
possibility of any optimization of the pattern matching engine, but all rules are of
identical overall structure and incur identical cost. The payload rules used here scan
the entire packet payload for a matching string. All rules are designed such that no
rule matches the observed packet stream and that no alerts are generated, since in
most NIDS deployments attacks are the exception rather than the norm. This design
ensures that all rules are applied to every packet. If a rule triggers an alert, an
intrusion detection system may skip the remaining rules, but generating and
forwarding the alert incurs additional cost that is in many cases comparable to or
exceed the cost of the remaining rules.

Experiments are run for 15 seconds on otherwise idle systems and are repeated
multiple times to minimize the impact of measurement error. The total number of
rules that a platform is able to support is a measure of the platform’s NIDS
capabilities.

The approach of varying the number of rules instead of the network traffic rate
was chosen because it more closely corresponds to the usage of intrusion detection
systems in the field, where administrators have little control over the packet rate and
bandwidth on a network, but can adjust the number of rules. Overall, these
experiments are modeled after realistic NIDS setups and thus provide meaningful
insights and recommendations for users of intrusion detection systems.

While these experiments use one specific network intrusion detection system, the
approach of decomposing NIDS cost into constant and payload-dependent
components makes most conclusions also applicable to other NIDS software that
relies on pattern matching techniques. Nearly any system receiving network traffic
incurs a constant per-packet cost from interrupt handling and protocol processing,
whether it is done inside the kernel or by the NIDS software. In addition, in most
cases inspection of the packet payload incurs cost that scales with the packet size.
Advances in pattern matching algorithms and other optimization techniques can
reduce the cost of signature-based intrusion detection and may also change the
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relationship between the number of rules and the per-packet and per-byte cost. On the
other hand, in the experiments presented here over 45 percent of the CPU time was
spent inside the operating system handling interrupts and system calls. This portion of
the NIDS processing cost is independent of the particular NIDS algorithm employed
by the system. Consequently, conclusions drawn from these experiment concerning a
system’s sutability as an NIDS platform are applicable to other NIDS systems and
provide meaningful insights for designers and users of network intrusion detection
systems.

Figure 2 shows a plot of the percentage of dropped packets as a function of the
number of payload rules for a 1.2 Ghz Pentium-3 system running Snort 1.9.1. As of
this writing, Snort is distributed with a set of over 1000 rules of different classes [22].
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Fig. 2: Dropped Packets versus Number of Header Rules (Pentium-3 / 1200 Mhz, 512 byte
packets)

This example demonstrates that for small numbers of rules, nearly no packets are
lost, but when the number of rules exceeds the maximum processing capability of the
system the number of dropped packets increases drastically. The magnitude of the
increase in lost packets underlines the need to understand performance limitations of
general-purpose systems when used as NIDS platforms. The results shown in the
following section are based on the maximum number of rules supported by a platform
with a packet loss of less than 2.5 percent.

2.3 Experimental Systems

The set of experiments described above is performed on six [A-32-based systems of
diverse processing capabilities and configurations. Table 1 summarizes the relevant
configuration parameters.

These platforms cover a wide range of system architectures and capabilities and
can thus provide insight into the contribution of various system characteristics
towards the observed NIDS performance. While a number of parameters vary
considerably between test platforms, the NIDS software and instruction set remain
fixed to allow a meaningful comparison. All systems run Snort 1.9 with libpcap 0.7.1.

The results presented in the following sections compare different subsets of these
systems to provide insight into the contribution of system architecture and
configurations on the NIDS capabilities of a platform.
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Table 1. Test System Configuration

PP-180 P3-600 P3-800

Processor  PentiumPro/MMX Pentium III 600 Mhz ~ Pentium III 800 Mhz

180 Mhz single or dual processor
L-1 Cache 8 kByte 16 kByte 16 kByte
L-2 Cache 256 kByte 256 kByte 256 kByte
System Bus 60 Mhz 100 Mhz 133 Mhz
Memory 64 MB DRAM 128 MByte SDRAM 1024 MByte SDRAM
Chipset Intel 440 FX PClset Intel 810E Serverworks ServerSet III LE
PCI Bus 32-bit, 33 Mhz 32-bit, 33 Mhz 64-bit, 66 Mhz
NIC 3Com 3c¢905 3Com 3c¢905 Compaq NC 3123
(0N} FreeBSD 4.5 FreeBSD 4.5 Debian Linux 3.0

2.4.19 Kernel
P3-1200 P4-1800 P4-2400
Processor  Celeron 1.2 Ghz Pentium 4 1.8 Ghz Dual Pentium 4 Xeon 2.4 Ghz
with Hyperthreading

L-1 Cache 16 kByte 12/8 kByte 12/8 kByte
L-2 Cache 256 kByte 256 kByte 512 kByte
System Bus 100 Mhz 400 Mhz 400 Mhz
Memory 128 MByte SDRAM 128 MByte SDRAM 1024 MByte DDR SDRAM
Chipset Serverworks Intel 845 Serverworks

ServerSet III LE ServerSet GC-HE
PCI Bus 64-bit, 66 Mhz 32-bit, 33 Mhz 64-bit, 66 Mhz
NIC Compaq NC 7760 3Com 3c905 Compaq NC3163
(0N FreeBSD 4.5 or Debian ~ FreeBSD 4.5 Debian Linux 3.0

Linux 3.0 2.4.19 Kernel

2.4.19 Kernel
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3 Results

3.1 Overall Comparison

Table 2 summarizes the maximum number of header rules supported by each of the
platforms tested. Increasing the number of rules beyond these values leads to
significant packet loss which negatively impacts an intrusion detection system’s
ability to detect attacks.

Table 2. Maximum Number of Header Rules Supported by each System

Packet Payload Size (bytes)

System 64 512 1000 1452
PPro /180 0 0 43 109
P-3 /600 0 209 321 362
P-3 /800 0 378 590 693
P-3/1200 101 560 667 722
P-4 /1800 0 251 291 328
P-4 /2400 189 472 507 543

Overall, the results lead to two significant conclusions. First, most of the general-
purpose systems tested appear inadequate to serve as a NIDS platform, especially
when considering that the Snort 1.9.1 distribution includes over 1000 rules of various
classes. Only two systems are able to process network traffic consisting of minimum-
size packets on a saturated 100 Mbit per second network. While this scenario is
unlikely under normal network conditions, occasional bursts of short packets can still
overwhelm the intrusion detection system. Potential intruders can exploit such
weakness by hiding attacks in a large number of short packets. Since these
experiments keep the network bandwidth constant, small packets result in a
significantly higher packet rate and thus fewer rules can be applied on the same
platform.

Second, a platform’s NIDS capabilities are not directly related to the
microprocessor alone, but are also affected by other system parameters. Hence,
further evaluation and comparison is performed in the later sections to uncover the
sources of performance bottlenecks and deficiencies.

Table 3 summarizes the maximum number of payload rules supported by the same
set of test platforms. The total number of payload rules is notably smaller than the
maximum number of header rules that the same platform can support. Unlike header
rules, payload rules search the entire data portion of a packet for a matching pattern.
This sequential scan is significantly more expensive than a test of the fixed-size
packet header. In addition, header rules check for a match at exactly one known
location in the packet header, while payload rules may be required to search for a
sequence of bytes anywhere in the packet body.
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Table 3. Maximum Number of Payload Rules Supported by each System

Packet Payload Size (bytes)

System 64 512 1000 1452
PPro / 180 0 0 3 5
P-3 /600 0 21 33 37
P-3/800 0 38 50 57
P-3/1200 27 71 88 95
P-4 /1800 0 64 87 97
P-4 /2400 94 140 191 217

However, generally the same conclusions hold for these experiments. General-
purpose systems are in many cases not able to perform any significant processing of
packets on a fully-saturated network link. Furthermore, CPU performance alone is
not a sufficient indicator of a systems NIDS capabilities. To gain a better
understanding of various bottlenecks in these platforms, the later sections compare
different subsets of systems.

3.2 Normalized Performance

In the experiments described above, the total network bandwidth is constant across
the different packet sizes. Consequently, tests with small packets produce a higher
packet rate than tests with larger packets. On the other hand, header rules are
expected to incur a constant cost regardless of the packet size, and even payload rules
should incur interrupt costs that are independent of the total packet size. To
investigate the processing costs independently of the packet rate, the graphs in Figure
3 show the product of rules and packets per second for constant-cost header
processing, and the product of the number of rules and the data rate for payload
processing.

The first graph plots the product of the number of header rules and the packet rate
over the four different packet sizes for all systems tested. Given that header rules
exert a constant processing load, the product of the packet rate and rule count is
expected to be approximately constant. The graph shows however that for most
systems 512-byte packets are the least expensive to process. For smaller packets,
performance often drops sharply due to the excessive interrupt rates. In these tests,
the fully-saturated 100 Mbit per second Ethernet link transfers approximately 64000
64-byte packets per second.

Given an interrupt cost of several tens of microseconds, CPU utilization from
interrupt handling alone can approach a significant percentage of total CPU time.
Furthermore, interrupt handling interferes with application processing by evicting
cache and translation lookaside buffer (TLB) entries, and more frequent interrupts
increase the pressure on the caches and TLBs.
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Larger packets are also slightly more expensive, due to the packet copy operation
in the read() system call. Even though header rules do not inspect the packet payload,
the entire packet is copied from kernel into user space. For larger packets, this
operation becomes more expensive.
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The second graph shows the product of payload rules and data rate over packet
size for all systems. Notice that the order of packet size is reversed from the previous
graph to improve clarity. Since the processing cost of payload rules is proportional to
the payload size, the product of data rate and number of rules is expected to be
constant. However, results show that smaller packets are more expensive than large
packets. This effect can again be attributed to the interrupt and system call handling
cost which is nearly constant for all packet sizes. As discussed earlier, small packets
arriving at a high rate incur significant interrupt costs, leaving less CPU time for
actual payload processing.

3.3 Operating System Sensitivity

To gauge the impact of operating system differences on the NIDS performance,
Figure 4 compares the header and payload rule processing capabilities of the same 1.2
Ghz Pentium-3 system under two different operating systems: Debian Linux 3.0
based on the 2.4.19 Kernel, and FreeBSD 4.5, both compiled with the default
configuration and without any NIDS-specific optimizations. For both classes of rules,
processing capabilities are normalized by multiplying the number of rules with the
packet rate and data rate respectively, as shown in the previous section. The Linux
and FreeBSD operating systems were chosen because both are widely used as NIDS
platforms since they are freely available, well understood and are proven stable
platforms for network-intensive applications.

In both cases, the Linux platform outperforms the FreeBSD system. The difference
is most significant for the constant-cost header rules, were the Linux platform is able
to support between 5 and 38 percent more rules. For payload rules, the difference
ranges only from 3.4 to 14 percent.

These results indicate that the Linux kernel handles interrupts more efficiently than
FreeBSD. Each header rule incurs a relatively small constant cost, and faster interrupt
processing directly benefits this type of processing. Payload rules, on the other hand,
scan the entire packet and depend largely on architectural characteristics rather than
the operating system.

3.4 Multiprocessor Issues

Over the past few years, cost-effective small-scale multiprocessors have become
available from many sources. The potential to divide interrupt handling and NIDS
processing cost between multiple processors makes these system an attractive
platform for network intrusion detection. Figure 5 compares the normalized
processing capabilities of the same system with one and two processors. The 800
Mhz platform was selected because it supports a choice of one or two processors.
Furthermore, its NIDS capabilities are close to that of the best-performing system,
hence the conclusions apply to other current high-end systems.

For header processing, the dual-CPU system performs significantly better than a
single-CPU system on minimum-size packets. Even though the Linux process
scheduler does not support the assignment of a process to a particular CPU, it appears
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that the interrupt handling is effectively off-loaded to the second processor. In fact,
the dual-processor system is able to apply 51 header rules to this traffic whereas the
single-CPU system is completely saturated and does not support any rules at all. For
512-byte packets, the dual-processor system outperforms the single-CPU host by
approximately 16 percent.
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Fig. 4. Pentium-3 / 1200 OS Dependencies

For large packets, on the other hand, the additional processor offers a smaller
performance improvement of 7.6 percent. For this type of traffic, packets arrive at a
slow enough rate that interrupt handling is not a significant source of processing load.
However, if interrupts are handled by one CPU and the NIDS software executes on
the other, the sharing of packet buffers leads to cache-coherency traffic between the
CPUs, slowing down memory requests. In addition, synchronization inside the kernel
between the interrupt and system call handler imposes limits on the speedup.

For payload processing, a similar trend can be observed, with the benefit of a
second CPU ranging from 5 to 15 percent. Again, for small packets the interrupt rate
is sufficiently high that offloading it to the second processor improves performance,
but for larger packets the coherency traffic counteracts this effect.



166 L. Schaelicke et al.

Header Rule Cost

10.0
T
£ 75
.E
w
W
E 5.0
8
o
§ 25 L P3/800/dual
& S meamas P3/800/single

0.0 +— : , : , .

0 250 500 750 1000 1250 1500
Packet Size (bytes)
Payload Rule Cost

750
:_2 500
z
=
‘w
2
é 250 P3/800/dual

------ P3/800/single
.
0 = T T |
0 250 500 750 1000 1250 1500

Packet Size (bytes)

Fig. 5. Pentium-3 / 8§ Multiprocessor Dependencies

Overall, the performance advantage of a dual-CPU system is smaller than
expected. The benefit of dividing the interrupt handling and rule processing between
two processors is limited due to OS-internal synchronization and cache coherency
overhead.

3.5 Sensitivity to Architectural Parameters

This section presents comparative results for the Pentium-3/600, Pentium-3/1200,
Pentium-4/1800 and dual-Pentium-4/2400 systems. By eliminating operating system
dependencies, this comparison provides insight into the contribution of various
architectural parameters on overall NIDS performance.

In addition to the configuration parameters available from public documentation,
several system parameters are measured using LMbench [24]. Table 4 summarizes
processor clock speed, memory hierarchy performance, system call latencies and
peak I/O bus performance, and also lists the observed NIDS sensor performance of
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each platform. In addition, the three rightmost columns show the relative
improvement of each parameter compared to the baseline Pentium-3/600 system.

Memory latency is measured by LMbench through a sequence of dependent load
instructions, reported results are thus true load-to-use latencies observed by programs.
Bandwidth is measured using the system’s native ‘memcpy’ routine. It is reported
here because part of the NIDS cost stems from a memory copy operation between
kernel and user space.

System call latency is measured via the ‘getpid’ system call. In the measured
systems, the code path involved in system calls and external interrupts is identical
except for the actual handler function, and microprocessors use the same mechanisms
to handle interrupts and software traps, hence system call latencies are a good
indication of a system’s interrupt performance as well. Generally, reading a network
packet from the raw device involves one system call and at least one network
interrupt. Unfortunately, LMbench does not measure I/O bus performance. To give an
indication of the systems PCI bus capabilities, peak performance is reported here.

For both header and payload processing, the Pentium-3/1.2 Ghz system shows a
speedup over the baseline 600 Mhz Pentium-3 platform that exceeds the CPU clock
frequency improvement alone. This effect can be attributed to advances in the
memory and I/O subsystem. Cache latency and copy bandwidth as well as I/O bus
bandwidth show disproportional improvements. The system call latency measurement
indicates that the faster memory system leads to significantly faster system call and
interrupt handling. The 1.8 Ghz Pentium-4 system shows only moderate improve-
ments over the baseline system, despite the fact that it runs at a three times higher
processor clock rate and is based on a more modern microarchitecture. Only the
level-1 cache and main memory bandwidth and the level-1 cache latency are
improved, while other memory systems aspects exhibit lower performance than the
baseline system. Most interestingly, system call latencies are 33 percent higher than
on the baseline system. The Pentium-4 system features a very deep pipeline to
achieve high clock rates [10]. While this microarchitecture benefits compute-
intensive codes with regular structures, interrupt handling and other operating system
codes perform poorly on such systems due to expensive pipeline flushes on branch
mispredictions and other serialization conditions. These disadvantages lead to poor
performance on header processing for this Pentium-4 system. Only for payload
processing can the high clock frequency and slightly higher memory bandwidth
compensate for the effects of the deep pipeline.

The 2.4 Ghz Pentium-4 Xeon system shows similarly small improvements for
header processing, but outperforms all other systems for payload processing. While
the irregular and branch-intensive header processing is penalized by the deep
processor pipeline, the significantly improved memory subsystem results in high
payload processing performance. The network adapter transfers incoming packets
into main memory via DMA, invalidating previously cached copies of the receive
buffers in the CPU cache. Subsequently, most references to the packet contents incur
cache misses and are satisfied from main memory. Consequently, the high-bandwidth
main memory system in combination with the processors high clock frequency lead
to these significant payload processing improvements. As shown previously, the dual-
processor architecture has a relatively small impact on NIDS performance.

The 2.4 Ghz Pentium-4 Xeon processor in the dual-CPU system implements
hyperthreading, a form of simultaneous multithreading [13]. This architectural
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technique implements two logical processors on one chip to improve system
throughout at a small cost increase. To the operating system, the logical processors
appear as independent CPUs that can execute different processes and handle
interrupts. However, since the logical processors share most execution resources
including the caches and the system interface, the performance improvement from the
second logical processor is significantly smaller than that of a traditional
multiprocessor. Consequently, the contribution of hyperthreading to the NIDS
capabilities of the 2.4 Ghz Pentium-4 Xeon system is relatively minor.

Table 4 Architectural Parameters and Observed Performance

Absolute values Improvement over P3/600

P3/600 P3/1.2 P4/1.8 P4/24 | P3/1.2 P4/1.8 P4/24

Processor clock (Mhz) 600 1200 1800 2400 2.0 3.0 4.0
L1 cache latency (ns) 5 2 1.18 0.83 2.50 4.24 6.02
L2 cache latency (ns) 11 6 10.9 7.65 1.83 1.01 1.44
DRAM latency (ns) 150 104 180 165 1.44 0.83 0.91
L1 cache copy BW (MB/s) | 5000 10490 5142 7100 2.10 1.03 1.42

L2 cache copy BW (MB/s) 1192 3550 1050 1150 2.98 0.88 0.96

DRAM copy BW (MB/s) 150 189 240 560 1.26 1.60 3.73
System call latency (ns) 719 268 953 747 2.68 0.75 0.96
I/0 bus BW (MB/s) 132 528 132 528 4.00 1.00 4.00
Header rules (512 byte) 209 560 251 472 2.68 1.20 2.26
Header rules (1452 byte) 362 722 328 543 1.99 0.91 1.50
Payload rules (512 byte) 21 71 64 140 3.38 3.05 6.67
Payload rules (1452 byte) 37 95 97 217 2.57 2.62 5.86

Unfortunately, the impact of the I/O bus on overall NIDS performance is not clear
from these experiments. While the two fastest systems tested both feature a 66 Mhz
64-bit PCI bus, even a slower 33 Mhz 32-bit bus can easily sustain the moderate data
rate of the testbed network. A fully saturated 100 Mbit per second Ethernet link
transfers at most 12.5 Mbytes per second, including packet headers. Most standard
I/O buses do not pose a bottleneck for this transfer rate. However, in addition to
writing network packets into main memory, the I/O bus is also used by the processor
to access control registers during interrupt handling. The faster clock rate on the high-
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end I/O bus leads to a slightly improved control-register read latency that benefits
interrupt costs somewhat.

4 Related Work

The work presented in this paper is one of the first efforts to systematically study the
performance requirements of network IDS sensors across a variety of platforms, and
to attribute bottlenecks to specific system features.

Previous work on evaluating intrusion detection systems has often focused on
testing the quality of an IDS. The most prominent effort to this end is the DARPA
IDS evaluation carried out at MIT Lincoln Labs [9]. Reports on the design of the test
traffic and the rational behind it provide a valuable resource for others attempting a
similar effort. However, as the evaluation is geared towards comparing a wide variety
of systems, it is unable to provide insights into the sources of performance
bottlenecks. Industrial whitepapers can add valuable practical experience testing and
evaluating intrusion detection systems, but are by their nature much more limited in
scope [6][17].

Puketza et al. describe an integrated approach to NIDS evaluation that combines
quality and performance metrics [16]. It is designed to compare different intrusion
detection systems in terms of the number of alerts generated under a variety of loads,
including overload situations intended to subvert the NIDS. As such, the approach
takes the capabilities of the NIDS platform into account and can be used to compare a
variety of platforms running the same NIDS software.

This work, in contrast, is mainly concerned with the throughput of a network IDS
sensor platform and is designed to give insights into the sources of inadequacies. In
addition, the experimental setup used here is intentionally kept simple to make the
methodology widely applicable.

Several proposed network IDS approaches have been tested and evaluated with
respect to their performance [12][14][20]. However, the experiments are usually
restricted to test the peak performance of a system, without addressing sources of
bottlenecks, their relationship to architectural parameters or their scalability across
different platforms.

Previous work in high-performance networking has characterized the bottlenecks
of various systems and proposed solutions either in the form of hardware support or
protocol stack optimizations [1][3][8][23]. Conclusions largely agree with results
presented here, emphasizing the cost of interrupt handling and data copying.
However, since NIDS systems are not actively participating in network
communications, many proposed optimizations such as larger frame sizes are not
applicable to NIDS platforms. Furthermore, to remain general, previous studies
usually do not consider the applications impact on overall performance, whereas this
work studies the combined performance requirements of the device driver, operating
system and network intrusion detection software.

5 Conclusions and Future Work

This paper presents a simple methodology to measure and characterize the
performance of general-purpose systems when used as network intrusion detection
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sensors. The methodology constructs a performance profile by measuring the cost of
the two main classes of NIDS processing for different packet sizes. By varying the
number of rules applied to each packet, the peak performance of a given
configuration can be established without the need to control the packet rate or
bandwidth of the test traffic. The performance profile obtained in this way can be
used to predict the performance of a computer system as network IDS sensor.

A comparative study of six distinct systems shows that general-purpose computers
are generally inadequate to act as sensors even on moderate-speed networks. On a
nearly saturated 100 Mbit per second network link, even the best-performing system
can only support a maximum of 720 header rules without losing packets. For larger
numbers of rules, a significant percentage of packets are dropped, thus degrading the
NIDS effectiveness in detecting security breaches. For minimum-size packets, only
two of the six systems are able to perform any significant processing. As a point of
comparison, the default rule file supplied with the Snort 1.9 distribution contains over
1000 rules. These results highlight the need to understand the processing capabilities
of network intrusion detection platforms and to consider the processing cost of NIDS
algorithms in addition to their quality.

In addition, results indicate that no single architectural parameter alone determines
network IDS capabilities, instead a combination of factors contributes to the sustained
performance. In particular, processor speed is not a suitable predictor of NIDS
performance, as demonstrated by a nominally slower Pentium-3 system
outperforming a Pentium-4 system with higher clock frequency. Memory bandwidth
and latency is the most significant contributor to the sustainable throughput [19].
Furthermore, a comparison between two popular operating systems reveals that the
more efficient interrupt handling by the Linux kernel leads to non-negligible
performance improvements. Multiprocessor architectures, on the other hand, offer a
relatively small advantage for network intrusion detection. While an additional
processor is able to offload the interrupt processing, the kernel synchronization and
cache coherency traffic resulting from shared buffers limits the benefit. Current
trends in processor, memory and network performance improvements show that main
memory is becoming an increasingly important bottleneck for overall system
performance. Since network intrusion detection systems are largely memory-bound,
NIDS sensor performance will likely remain critical in the future.

Given these results, optimization of rule-based intrusion detection systems remains
an important concern. Advances in pattern matching algorithms [4], decision-tree
based clustering of rules [11] and compilation of rules into optimized detection
engines [7] reduce the number of comparisons needed as well as the cost of
individual comparisons, but may in the process increase the memory footprint of the
signature matching engine. Given that NIDS performance is shown to be memory-
bound, improving the cache behavior of pattern matching techniques is a promising
approach. Minimizing the memory requirements, for instance through blocking or
tiling of internal data structures may let processors keep a larger portion of frequently
accessed data in the cache, thus improving overall performance. Other promising
approaches to improve NIDS throughput include the distribution of network traffic
over a number of sensors using a loadbalancer, pipelining the processing of packets
through a series of NIDS processes and the distribution of different rules over
multiple sensors. However, given the large percentage of CPU time spent inside the
operating system kernel, optimizations of the NIDS software alone have limited
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benefit. Instead, effective optimizations should include the interface between the
intrusion detection software the the operating system.

As the work presented here focuses on rule-based NIDS sensors using signature
matching, future work involves extending the methodology to other network IDS
approaches such as protocol-based filtering and analysis [15]. In addition, on high-
speed networks, even highly effective sensors may produce alerts at a rate greater
than the analysis backend can absorb. Consequently, it is important that the
performance of the analysis components of network intrusion detection systems be
accurately quantified as well.

The authors wish to thank Frank Irving and Matthew Liszewski for their
contributions to carrying out the numerous experiments, and Aaron Striegel and the
anonymous reviewers for the encouraging and helpful comments. This work was in
part supported by a Faculty Research Grant from the University of Notre Dame
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Science Foundation under Grant No. 0231535. Any opinions, findings, and
conclusions or recommendations expressed in this material are those of the authors
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Abstract. Most deployed intrusion detection systems (IDSs) follow a
signature-based approach where attacks are identified by matching each
input event against predefined signatures that model malicious activity.
This matching process accounts for the most resource intensive task of
an IDS. Many systems perform the matching by comparing each input
event to all rules sequentially. This is far from being optimal. Although
sometimes ad-hoc optimizations are utilized, no general solution to this
problem has been proposed so far.

This paper describes an approach where machine learning clustering
techniques are applied to improve the matching process. Given a set of
signatures (each dictating a number of constraints the input data must
fulfill to trigger it) an algorithm generates a decision tree that is used to
find malicious events using as few redundant comparisons as possible.
This general idea has been applied to a network-based IDS. In particu-
lar, a system has been implemented that replaces the detection engine of
Snort [14, 16]. Experimental evaluation shows that the speed of the detec-
tion process has been significantly improved, even compared to Snort’s
recently released, fully revised detection engine.

Keywords: Signature-based Intrusion Detection, Machine Learning,
Network Security

1 Introduction

Intrusion detection systems (IDSs) are security tools that are used to detect
evidence of malicious activity which is targeted against the network and its re-
sources. IDSs are traditionally classified as anomaly-based or signature-based.
Signature-based systems are similar to virus scanners and look for known, suspi-
cious patterns in their input data. Anomaly-based systems watch for deviations
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of actual behavior from established profiles and classify all ‘abnormal’ activities
as malicious.

The advantage of signature-based designs is the fact that they can identify
attacks with an acceptable accuracy and they tend to produce fewer false alarms
(i-e., classifying an action as malicious when in fact it is not) than their anomaly-
based cousins. The systems are easier to implement and simpler to configure,
especially in large production networks. As a consequence, nearly all commercial
systems and most deployed installations use signature-based detection. Although
anomaly-based variants offer the advantage of being able to find prior unknown
intrusions, the costs of dealing with a large number of false alarms is often
prohibitive.

Depending on their source of input data, IDSs can be classified as either
network- or host-based. Network-based systems collect data from network traffic
(e.g., packets from network interfaces in promiscuous mode) while host-based
systems collect events at the operating system level, such as system calls, or at
the application level. Host-based designs can collect high quality data directly
from the affected system and are not influenced by encrypted network traffic.
Nevertheless, they often seriously impact performance of the machines they are
running on. Network-based IDS, on the other hand, can be set up in a non-
intrusive manner without interfering with the existing infrastructure. In many
cases, these characteristics make network-based IDS the preferred choice.

Although some vendors claim to have incorporated anomaly-based detection
techniques into their system, the core detection of most intrusion detection sys-
tems is signature-based. Commercial IDSs like ISS RealSecure [13], Symantec’s
Intruder Alert/Net Prowler [19] or Cisco’s IDS [2] offer a wide variety of different
signatures and regular updates. Unfortunately, their engines are mostly undocu-
mented. Academic designs like STAT [20] or Bro [10] and open-source tools like
Snort [14] also follow a signature-based approach. They differ significantly in the
way a signature (or rule) can be defined, ranging from single-line descriptions in
Snort to complex script languages such as Bro or STATL [4]. The latter allows
one expressing complete scenarios that consist of a number of related basic alerts
in a certain sequence and therefore require that state is kept. Nevertheless, all
systems require a component that produces basic alerts as a result of comparing
the properties of an input element to the values defined by their rules. These ba-
sic alerts can then be combined as building blocks to describe the more complex
scenarios.

Most systems perform the detection of basic alerts by comparing each in-
put event to all rules sequentially. Some of the aforementioned programs utilize
ad-hoc optimizations, but they require domain specific knowledge and are not
optimal for different rule sets. Therefore, a general solution to this problem is
needed. Our paper describes an approach that improves the matching process
by introducing a decision tree which is derived directly from and tailored to the
installed intrusion detection signatures by means of a clustering algorithm. By
using decision trees for the detection process, it is possible to quickly determine



Using Decision Trees to Improve Signature-Based Intrusion Detection 175

all firing rules (i.e., rules that match an input element) with a minimal number
of comparisons.

The paper is organized as follows. Section 2 discusses related work and de-
scribes current rule matching techniques. Section 3 and Section 4 present the idea
of applying rule clustering and the creation of decision trees in detail. Section 5
explains how the comparison between an input element and a single feature
value is performed. Section 6 shows the experimental results obtained with the
improved system. Finally, in Section 7, we briefly conclude.

2 Related Work

The simplest technique for determining whether an input element matches a rule
is to sequentially compare it to the constraints specified by each element of the
rule set. Such an approach is utilized by STAT [20] or by SWATCH [18], the
simple log file watchdog.

Consider a STAT (state transition analysis) scenario that consists of three
states, one start state and two terminal states. In addition, consider that a
transition connects the start state to each of the two terminal states (yielding
a total of two transitions). Every transition represents a rule such that it has
associated constraints that determine whether the transition should be taken or
not, given a certain input element. In our simple scenario with two transitions
leading from the start node to each terminal node, none, one or both transitions
could be taken, depending on the input element. To decide which transitions
are made, every input element is compared sequentially to all corresponding
constraints. In addition, as STAT sensors keep track of multiple scenarios in
parallel, an input element has to be compared to all constraints of all currently
active scenarios. No parallelism is exploited and even when multiple transitions
have constraints that are identical or that are mutual exclusive, no optimization
is performed and multiple comparisons are carried out. The same is true for the
much simpler SWATCH system. All installed regular expressions (i.e., SWATCH
rules) are applied to every log file entry to determine suspicious instances.

Some systems attempt to improve this process using ad-hoc techniques, but
these optimizations are hard-wired into the detection engine and are not flexibly
tailored to the set of rules which is actually used. A straightforward optimization
approach is to divide the rule set into groups according to some criteria. The idea
is that rules that specify a number of identical constraints can be put together
into the same group. During detection, the common constraints of a rule group
need only be checked once. When the input element matches these constraints,
each rule in the group has to be processed sequentially. When the constraints
are not satisfied by the input element, the whole group can be skipped.

This technique is utilized by the original version of Snort [14], arguably the
most deployed signature-based network intrusion detection tool. Snort builds a
two-dimensional list structure from the input rules. One list consists of Rule
Tree Nodes (RTNs), the other one of Option Tree Nodes (OTNs). The RTNs
represent rule groups and store the values of the group’s common rule constraints
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(the source and destination IP addresses and ports in this case). A list of 0TNs
is attached to each RTN — these lists represent the individual rules of each group
and hold the additional constraints that are not checked by the group constraints
of the corresponding RTN.

In theory, Snort’s two-dimensional list structure could allow the length of
the lists, and therefore the number of required checks, to grow proportional to
the square root of the total number of rules. However, the distribution of RTNs
and OTNs is very uneven. The 1092 TCP and 82 UDP rules that are shipped with
Snort-1.8.7 and enabled by default are divided into groups as shown below in
Table 1. The Maximum, Minimum and Average columns show the maximum, the
minimum and the average number of rules that are associated with each rule

group.
Table 1. Statistics - Snort Data Structures.

ProtocolH# Groups‘# Rules"Maximum‘Minimum‘Average
UDP 31 82 23 1 2.6
TCP

88 1092 728 1 12.4

For UDP, 31 different groups are created from only 82 rules and each group has
only three rules associated with it on average. This requires every input packet
to be checked at least against the common constraints of all 31 groups. For TCP,
more than half of the rules (i.e., 728 out of 1092) are in the single group that
holds signatures for incoming HTTP traffic. Therefore, each legitimate packet sent
to a web server needs to be compared to at least 728 rules, lots of them requiring
expensive string matching operations. As can be seen easily, the ad-hoc selection
of source and destination addresses as well as ports provides some clustering of
the rules, but it is far from optimal. According to our experience, the destination
port and address are two discriminating features, while the source port seems
to be less important. However, valuable features such as ICMP code/type or TCP
flags are not used and are checked sequentially within each group.

The division of rules into groups with common constraints is also used for
packet filters and firewalls. Similar to Snort, the OpenBSD packet filter [6] com-
bines rules with identical address and port parameters into skip-lists, moving on
when the test for common constraints fails.

With the introduction of Snort-2.0 [17] and its improved detection engine,
the two-dimensional list structure and the strict sequential search within groups
have been abandoned. The idea is to introduce more parallelism when checking
rules, especially when searching the content of network packets for matching
character strings. A rule optimizer attempts to partition the set of rules into
smaller subsets which can then be searched in parallel.

The goal of the revised detection engine is similar to our decision trees in the
sense that both systems attempt to partition the set of rules in smaller subsets
where only a single subset has to be analyzed for each input element. The differ-
ences to our approach are the mechanism to select rule subsets and the extent
of parallelism that is introduced. In Snort-2.0, rules are partitioned only based
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on at most two statically chosen constraints (source and destination port for TCP
and UDP, type for ICMP packets). Within each group, a parallel search is only per-
formed for content strings, while all other feature constraints are still evaluated
sequentially. Our decision trees, on the other hand, dynamically pick the most
discriminating features for a rule set and allow to perform parallel evaluation of
every feature. This yields superior performance (as shown in Section 6), despite
the fact that the detection engine of Snort-2.0 is heavily tailored to the Snort
rule set (which has many similar rules that only specify different content strings
— and the content string is the only feature that can be evaluated in parallel).

Another system that uses decision trees and data mining techniques to ex-
tract features from audit data to perform signature-based intrusion detection is
presented in [7]. In contrast to our approach, however, they derive the decision
tree and the signatures from the audit data while we assume an existing set of
signature rules as the basis for our decision model.

3 Rule Clustering

The idea of rule clustering allows a signature-based intrusion detection system
to minimize the number of comparisons that are necessary to determine rules
that are triggered by a certain input data element.

We assume that a signature rule specifies required values for a set of features
(or properties) of the input data. Each of these features has a type (e.g., integer,
string) and a value domain. There are a fixed number of features fi..f, and
each rule may define values drawn from the respective value domain for an
arbitrary subset of these properties. Whenever an input data element is analyzed,
the actual values for all n features can be extracted and compared to the ones
specified by the rules. Whenever a data item fulfills all constraints set by a rule,
the corresponding signature is considered to match it.

A rule defines a constraint for a feature when it requires the feature of the
data item to meet a certain specification. Notice that it is neither required for
a rule to specify values for all features, nor that the specification is an equality
relationship. It is possible, for example, that a signature requires a feature of
type integer to be less than a constant or inside a certain interval.

The basic technique utilized to compare a data item with a set of rules is to
consecutively check every defined feature of a rule against the input element and
then move to the next one, eventually determining every matching signature.

As described above, a popular ad-hoc optimization is implemented by con-
sidering certain features more important or discriminating than others and by
checking on a combination of those first before considering the rest. This tech-
nique, which is, for example, used by the original Snort and the OpenBSD packet
filter, bases on domain specific knowledge and still requires a number of com-
parisons that is about linear to the rule set size. Unfortunately, novel attacks
are discovered nearly on a daily basis and the number of needed signatures is
increasing steadily. This problem is exacerbated by the fact that network and
processor speeds are also improving, thereby raising the pressure on intrusion
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detection systems. Although Snort has been recently released with an improved
detection engine that addresses some of these issues, its parallelization efforts are
limited to searching strings in packet payloads and the discriminating features
are chosen based on domain knowledge. This limits the general applicability of
the solution and forfeits potential gains by processing all features in parallel.

Similar to the revised detection engine of Snort, we attempt to mitigate the
performance problem by changing the comparison mechanism from a rule-to-rule
to a feature-to-feature approach. Instead of dealing with each rule individually,
all rules are combined in a large set and partitioned (or clustered) based on
their specifications for the different features. By considering a single feature at
a time, we partition all rules of a set into subsets. In this clustering process, all
rules that specify identical values for this feature are put into the same subset.
The clustering process is then performed recursively on all subsets until each
subset contains only a single rule or there are no more features left to split the
remaining rules into further subsets. In contrast to the Snort engine, our solution
is applicable to different kinds of signature-based systems and not limited to
input from the network. It requires no domain specific feature selection and is
capable of performing parallel checks for all features.

4 Decision Tree

The subset structure obtained by the partitioning of the rule set can also be
represented as a decision tree. Given this representation, the set that initially
contains all rules can be considered as the tree’s root node while its children
are the direct subsets created by partitioning the rule set according to the first
feature. Each subset is associated with a node in the tree. When a node contains
more than one rule, these rules are subsequently partitioned and the node is
labeled with the feature that has been used for this partitioning step. An arrow
that leads from a node to its child is annotated with the value of the feature
that is specified by all the rules in this child node. Every leaf node of the tree
contains only a single rule or a number of rules that can not be distinguished by
any feature. Rules are indistinguishable when they are identically with respect
to all the features used for the clustering process.

Consider the following example with four rules and three features. A rule
specifies a network packet from a certain source address to a certain destina-
tion address and destination port. The source and destination address features
have the type IPv4 address while the destination port feature is of type short
integer.

(#) Source Address --> Destination Address : Destination Port

(1) 192.168.0.1 --> 192.168.0.2 : 23
(2) 192.168.0.1 --> 192.168.0.3 : 23
(3) 192.168.0.1 --> 192.168.0.3 : 25
(4) 192.168.0.4 --> 192.168.0.5 : 80
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A possible decision tree is shown in Figure 1. In order to create this tree, the
rules have been partitioned on the basis of the three features, from left to right,
starting with the source address. When the IDS attempts to find the matching
rules for an input data item, the detection process commences at the root of
the tree. The label of the node determines the next feature that needs to be
examined. Depending on the actual value of that feature, the appropriate child
node is selected (using the annotations of the arrows leading to all children). As
the rule set has been partitioned by the respective feature, it is only necessary
to continue detection at a single child node.

{1,2,3,4}
Source Address

192.168.0.1

{1,2,3}
Destination Address

192.168.0.2 \ 192.168.0.3

{2,3}
Destination Port

192.168.0.4

Fig. 1. Decision Tree.

When the detection process eventually terminates at a leaf node, all rules as-
sociated with this node are potential matches. However, it might still be necessary
to check additional features. To be precise, all features that are specified by the
potentially matching rules but that have not been previously used by the clus-
tering process to partition any node on the path from the root to this leaf must
be evaluated at this point. Consider Rule 1 in the leftmost leaf node in Figure 1.
Both, source address and destination address have been used by the clustering
process on the path between this node and the root, but not the destination
port. When a packet which has been sent from 192.168.0.1 to 192.168.0.2 is
evaluated as input element, the detection process eventually terminates at the
leaf node with Rule 1. Although this rule becomes a potential match, it is still
possible that the packet was directed to a different port than 23. Therefore, the
destination port has to be checked additionally. Our implementation solves this
problem by simply expanding the tree for all defined features that have not been
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used so far. This only requires the ability to further ‘partition’ a node with only
one rule, a step that results in a single child node.

At any time, when the detection process cannot find a successor node with a
specification that matches the actual value of the input element under consider-
ation (i.e., an arrow with a proper annotation), there is no matching rule. This
allows the matching process to exit immediately.

4.1 Decision Tree Construction

The decision tree is built in a top-down manner. At each non-leaf node, that is
for every (sub)set of rules, one has to select a feature that is used for extending
the tree (i.e., partitioning the corresponding rules). Obviously, features that are
not defined by at least one rule are ignored in this process as a split would simply
yield a single successor node with the exactly same set of rules. In addition, all
features that have been used previously for partitioning at any node on the path
from the node currently under consideration to the root are excluded as well.
A split on the basis of such a feature would also result in only a single child
node with exactly the same rules. This is because of the partitioning at the
predecessor node, which guarantees that only rules that specify identical values
for that feature are present at each child node.

The choice of the feature used to split a subset has an important impact on
the shape and the depth of the resulting decision tree. As each node on the path
from the root to a leaf node accounts for a check that is required for every input
element, it is important to minimize the depth of the decision tree. An optimal
tree would consist of only two levels - the root node and leaves, each with only
a single rule. This would allow the detection process to identify a matching rule
by examining only a single feature.

As an example of the impact of feature selection, consider the decision tree
of Figure 2 which has been built from the same four rules introduced above. By
using the destination port as the first selection feature, the resulting tree has a
maximum depth of only two and consists of six nodes instead of seven.

In order to create an optimized decision tree, we utilize a variant of ID3 [11,
12], a well-known clustering algorithm applied in machine learning. This algo-
rithm builds a decision tree from a classified set of data items with different
features using the notion of information gain. The information gain of an at-
tribute or feature is the expected reduction in entropy (i.e., disorder) caused by
partitioning the set using this attribute. The entropy of the partitioned data is
calculated by weighting the entropy of each partition by its size relative to the
original set. The entropy Eg of a set S of rules is calculated by the following
Formula 1.

Smaz

Es= > —pilog,(pi) (1)

i=1

where p; is the proportion of examples of category i in S. S;, 4, denotes the total
number of different categories. In our case, each rule itself is considered to be a
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{1,2,3,4}
Destination Port

{ 1,2}
Destination Address

? 192.168.0.2 ? 192.168.0.3

Fig. 2. Optimized Decision Tree.

category of its own, therefore S, is the total number of rules. When S is a set
of n rules, p; is equal to % and the equation above becomes

n

Bs ="~ logy(-) = ~logy(~) = logy(n) 2)

i=1

The notion of entropy could be easily extended to incorporate domain specific
know-ledge. Instead of assigning the same weight to each rule (that is, % for
each one of the n rules), it is possible to give higher weights to rules that are
more likely to trigger. This results in a tree that is optimized toward a certain,
expected input.

Given the result about entropy in Formula 2 above, the information gain G
for a rule set S and a feature F' can be derived as shown in Formula 3.

Sy
Gs,ry=Es — Z ||S||ES,, = log,(|S]) — Z

v=Val(F) v=Val(F)

|5y
5]

logy(|Su]) — (3)

In this equation, Val(F') represents the set of different values of feature F' that
are specified by rules in S. Variable v iterates over this set. S, are the subsets
of S that contain all rules with an identical specification for feature F'. |S| and
|Sy| represent the number of elements in the rule sets S and S, respectively.

ID3 performs local optimization by choosing the most discriminating fea-
ture, i.e., the one with the highest information gain, for the rule sets at each
node. Nevertheless, no optimal results are guaranteed as it might be necessary
to choose a non-local optimum at some point to achieve the globally best out-
come. Unfortunately, creating a minimal decision tree that is consistent with a
set of data is NP-hard.
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4.2 Non-trivial Feature Definitions

So far, we have not considered the situation of a rule that completely omits the
specification of a certain feature or defines multiple values for it (e.g., instead of
a single integer, a whole interval is given). As not defining a feature is equivalent
to specifying the feature’s whole value domain, we only consider the definition
of multiple values. Notice that it is sometimes not possible to enumerate the
value domain of a feature (such as floating point numbers) explicitly. This can
be easily solved by specifying intervals instead of single values.

When a certain rule specifies multiple values for a property, there can be
a potential overlap with a value defined by another rule. As the partitioning
process can only put two rules into the same subset when both specify the exact
same value for the feature used to split, this poses a problem. The solution is
to put both rules into one set and annotate the arrow with the value that the
two have in common and additionally put the rule which defines multiple values
into another set, labeling the arrow leading to that node with the value(s) that
only that rules specifies.

Obviously, this basic idea can be extended to multiple rules with many over-
lapping definitions. The value domain of the feature used for splitting is par-
titioned into distinct intersections of all the values which are specified by the
rules. Then, for each rule, a copy is put into every intersection that is associated
with a value defined by that rule. Consider the example rules that have been
previously introduced and change the second rule to one that allows an arbitrary
destination port as shown below.

(2) 192.168.0.1 --> 192.168.0.3 : any

The decision tree that results when the destination port feature is used to
partition the root node is shown in Figure 3. The value domain [0, 2'6-1] of
destination port has been divided into the seven intersections represented by the
following intervals [0,22], 23, 24, 25, [26,79], 80 and [81, 216-1]. Rules that define
the appropriate values are put into the successor nodes with the corresponding
arrow labels. Notice that a packet sent from 192.168.0.1 to 192.168.0.3 and
port 25 satisfies the constraints of both rules, number 2 and 3. This fact is
reflected by the leaf node in the center of the diagram that holds two rules but
cannot be partitioned any further.

The total number of rules in all node’s successors does not necessarily need to
be equal to the number of rules in the ancestor node (as one might expect when
a set is partitioned). This has effects on the size of the decision tree as well as on
the function that chooses the optimal feature for tree construction. When many
rules need to be processed and each only defines a few of all possible features,
the size of the tree can become large. To keep the size manageable, one can trade
execution speed during the detection process for a reduced size of the decision
tree. This is achieved by dividing the rule set into several subsets and building
separate trees for each set. During detection, every input element has then to be
processed by all trees sequentially. For our detection engine implementation, we
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{1,2,3,4}
Destination Port

0:22 81:65535

{12}
Destination Address

Source Address

192.168.0.2 \ 192.168.0.3 192.168.0.1 192.168.0.4

Fig. 3. Decision Tree with any Rule.

have used this technique to manage the large number of Snort rules (see Section
6 for details).

The number of checks that each input element requires while traversing the
decision trees is bound by the number of features, which is independent of the
number of rules. However, our system is not capable of checking input data with
a constant overhead independent of the rule set size. The additional overhead,
which depends on the number of rules, is now associated with the checks at
every node. In contrast to a system that checks all rules in a linear fashion, the
comparison of the value extracted from the input element with a rule specifica-
tion is no longer a simple operation. In our approach, it is necessary to select
the appropriate child node by choosing the arrow which matches the input data
value. As the number of rules increases and the number of successor nodes grows,
this check becomes more expensive. Nevertheless, the comparison can be made
more efficient than an operation with a cost linear (i.e., O(n)) in the number of
elements n.

5 Feature Comparison

This section discusses mechanisms to efficiently handle the processing of an input
element at nodes of the decision tree. As mentioned above, each feature has
a type and an associated value domain. When building the decision tree or
evaluating input elements, features with different names but otherwise similar
types and value domains can be treated identically. It is actually possible to
reuse functionality for a certain type even when the value domains are different
(e.g., 16 or 32 bit variations of the type integer). For our prototype, we have
implemented functionality for the types integer, IPv4 address, bitfield and
string. Bitfield is utilized to check for patterns of bits in a fixed length bit
array and is needed to handle the flag fields of various network protocol headers.

The basic operation that has to be supported in order to be able to traverse
the decision tree is to find the correct successor node when getting an actual
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value from the input item. This is usually a search procedure among all possible
successor values created by the intersection of the values specified by each rule.

Using binary search, it is easy to implement this search with an overhead of
O(logn) for integer, where n is the number of rules. For the IPv4 address and
bitfield types, the different successor values are stored in a tree with a depth
that is bound by the length of the addresses or the bitfields, respectively. This
yields a O(1) overhead.

The situation is slightly more complicated for the string type, especially
when a data item can potentially contain a nearly arbitrary long string value.
When attempting to determine the intersections of the string property specifi-
cations of a rule set during the partition process, it is necessary to assume that
the input can contain any of all possible combinations of the specified string
values. This yields a total of 2™ different intersections or subsets where n is
the number of rules under consideration. This is clearly undesirable. We tackle
this problem by requiring that the string type may only be used as the last
attribute for splitting when creating the decision tree. In this setup, the nodes
that partition a rule set according to a string attribute actually become leaf
nodes. It is then possible to determine all matching rules (i.e., all rules which
define a string value that is actually contained in the input element) during the
detection process without having to enumerate all possible combinations and
keep their corresponding nodes in memory.

Systems such as Snort, which compare input elements with a single rule at
a time, often use the Boyer-Moore [9] or similar optimized pattern matching
algorithms to search for string values in their input data. These functions are
suitable to find a single keyword in an input text. But often, the same input
string has to be scanned repeatedly because multiple rules all define different
keywords.

As pointed out in [3], Snort’s rule set contains clusters of nearly identical
signatures that only differ by slightly different keywords with a common, iden-
tical prefix. As a result, the matching process generates a number of redundant
comparisons that emerge where the Boyer-Moore algorithm is applied multiple
times on the same input string trying to find nearly similar keywords. The au-
thors propose to use a variation of the Aho-Corasick [1] tree to match several
strings with a common prefix in parallel and reduce overhead. Unfortunately, the
approach is only suitable when keywords share a common prefix. When creating
the decision tree following our approach, it often occurs that several signatures
that specify different strings end up in the same node. They do not necessarily
have anything in common. Instead of invoking the Boyer-Moore algorithm for
each string individually, we use an efficient, parallel string matching implementa-
tion introduced by Fisk and Varghese [5]. This algorithm has the advantage that
it does not require common prefixes and delivers good performance for medium
sized string sets (containing a few up to a few dozens elements).

In the Fisk-Varghese approach, hash tables are utilized to reduce the number
of strings that need to be evaluated on an expensive character-by-character basis
when a partial match between the rule strings and the input string is detected.
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However, when a few hundred strings are compared in parallel, some hash table
buckets can contain so many elements that the efficiency is negatively effected.
This is solved by selectively replacing hash tables by tries when a hash table
bucket contains a number of elements above a certain, definable threshold (the
default value is 8).

A trie is a hierarchical, tree like data structure that operates like a dictionary.
The elements stored in the trie are the individual characters of ‘words’ (which
are, in our case, the string features of the individual rules). Each character of
a word is stored at a different level in the trie. The first character of a word
is stored at the root node (first level) of the trie, together with a pointer to a
second-level trie node that stores the continuation of all the words starting with
this first character. This mechanism is recursively applied to all trie levels. The
number of characters of a word is equal to the levels needed to store it in a trie.
A pointer to a leave node that might hold additional information marks the end
of a word.

When a partial match is found by the detection process, the trie is utilized
to perform the expensive character-by-character search for all string candidates
in parallel. It is no longer necessary to sequentially match all words of a hash
bucket against the input string (as with the Fisk-Varghese approach).

Although tries would be beneficial in all cases, we limit their use to the re-
placement of large hash tables only because of the significant increase in memory
usage.

6 Experimental Data

This section presents the experimental data that we have obtained by utilizing
decision trees to replace the detection engine of Snort. We have implemented
patches named Snort NG (next-generation) for Snort-1.8.6 and Snort-1.8.7
that can be downloaded from [15]. The reader is referred to Appendix A for
details about the integration of our patch into Snort and interesting findings
about the current rule set. Our performance results are directly compared to
the results obtained with the latest version of Snort and its improved detection
engine, that is Snort-2.0rc1.

For our first experiment, we set up Snort-2.0 and our patched Snort NG
with decision trees on a Pentium IV with 1.8 GHz running a RedHat Linux
2.4.18 kernel. Both programs read tcpdump log files from disk and attempted
to process the data as fast as possible. When performing the measurements, most
preprocessors have been disabled (except for HTTP-decoding and TCP stream re-
assembling) and only fast-logging was turned on to have our results reflect mostly
the processing cost of the detection algorithms themselves. Obviously, the over-
head of the operating system to read from the file and the parsing functionality
of Snort still influences the numbers, but it does so for both approaches.

We measured the total time that both programs needed to complete the
analysis of our test data sets. For each of these data sets, we performed ten runs
and averaged the results. For the experiment, the maximum number of 1581
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Fig. 4. Time Measurements for 1999 MIT Lincoln Lab Traffic.

Snort-2.0 rules that were available at the time of testing have been utilized.
As Snort NG bases on Snort-1.8.7 that uses a rule language incompatible to
Snort-2.0, all rules have been translated into a suitable format. Both programs
were executed consecutively and did not influence each other while running.

We used the ‘outside’ tcpdump files of the ten days of test data produced
by MIT Lincoln Labs for their 1999 DARPA intrusion detection evaluation [8].
These files have different sizes that range from 216 MB to 838 MB. The compar-
ison of the results for the ten days of the MIT/LL traffic is shown in Figure 4.
For each test set, both systems reported the same alerts. Although the actual
performance gain varies considerably depending on the type of analyzed traffic
(as Snort-2.0 is tuned to process HTTP traffic), the decision trees performed bet-
ter for every test case and yielded an average speed up of 40.3%. The maximum
speed up seen during the tests was 103%, and the minimum was 5%.

The second experiment used the same setup as the first one. This time, how-
ever, the number of rules were increased (starting from 150 up to the maximum
of 1581) while the input file was left the same (we used the first day of the 1999
MIT Lincoln Labs data set). The rules were added in the order implied by the
default rule set of Snort-2.0. All default rule files were sorted in alphabetical
order and their rules were then concatenated. From this resulting list, rules were
added in order. Similar to the previous test, both programs reported the same
alerts for all test runs. Figure 5 depicts the time it took both programs to com-
plete the analysis of the test file given the increasing number of input rules. The
graph shows that the decision tree approach performs better, especially for large
rule sets.

Building the decision tree requires some time during start up and increases
the memory usage of the program. Depending on the number of rules and the fea-
tures which are defined, the tree can contain several tens of thousands of nodes.
A few Snort configuration options, such as being able to specify lists of source
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or destination addresses for certain rules, cause our system to create several in-
ternal signature instances from that rule which are later treated independently
during the building of the decision tree. When defining a network topology with
different subnets and multiple web servers (as needed for the MIT/LL data), the
complete rule set used for our evaluation is transformed into 2398 rule instances
that need to be processed internally. As a single tree would be too large for
this amount of rules, the detection engine splits the rule set for each supported
protocol into two subsets and builds two separate trees.

Figure 6 shows the total memory consumption of the patched version of Snort
for increasing amounts of rules. It indicates that even when the complete set of
rules is loaded, the memory demands are reasonable given todays main memory
sizes. The time to build the tree (including the case for the maximum number
of rules) has never exceeded 12 seconds.

Notice the interesting irregularity that Figure 6 shows for the modified ver-
sion of Snort around rule number 700. The reason is a change in the shape of the
decision tree. Given the tree for the previous rules and adding a single additional
one, the ID 3 algorithm creates a tree which has the same height but is much
broader. It contains noticeable more nodes (mostly due to copied rule instances
with unspecified feature values) and therefore consumes more memory. However,
additional rules fit well into the resulting tree structure and the detection time
does not increase significantly after that as more rules are added (as can be seen
in Figure 5).

7 Conclusion

Signature-based intrusion detection systems face the challenge of an constantly
increasing number of rules that need to be compared to input elements. Com-
bined with the facts that the amount of data is constantly growing and that
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users expect results in real-time, current systems have already met their limits
in coping with this challenge. Novel approaches to re-structure or cluster the
signature rules are necessary in order to relieve the detection engines of as many
redundant checks as possible.

This paper presents a clustering approach based on decision trees which
utilizes machine learning principles to optimize the rules-to-input comparison
process. We describe an application of our mechanism to Snort, the most popular
open-source network intrusion detection system, and show that a significant
improvement of its processing speed was possible. Decision trees, however, are
a general solution that can be of benefit to other intrusion detection systems
(host- and network-based), packet filters and firewalls as well.
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Appendix A

Integrating Decision Trees into Snort

When integrating our data structures and the detection process into Snort, we
attempted to keep the changes to the original code as little as possible. This
ensures that the modifications can be ported to new versions of Snort easily
and enables us to test our components independently of the main program. The
two major changes occurred in the parser and in the code that calls the original
detection process with its two-dimensional lists.
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The parser (i.e., the functions ParseRule() and ParseRuleOptions()) in
rules.c had to be adapted to extract the relevant signature information from
the rules. Snort translates the checks of properties into function pointers which
are later called by the detection process and encapsulates their values in private
data areas that have a feature dependent layout. Although possible, it seems
undesirable to extract values required by our functions from function pointers
and their corresponding private data structures, therefore they are directly gath-
ered during parsing. Nevertheless, the original lists structure is still created and
utilized by our code (e.g., for dynamic rule activation) whenever possible.

The second part of changes affected the detection function (Detect()) in
rules.c. Instead of calling the original processing routine, it redirects to our
decision trees. The modified detection procedure calls response and logging func-
tions in a similar way than the old one. However, it is possible that they are called
several times for a single packet as our engine determines all matching signatures
for each input element. When this behavior is undesirable, our module can be
put into a mode where only the first match per packet is reported (with the com-
mand line switch -j). In this mode, our system imitates the original reporting
behavior of Snort.

All other changes were only minor modifications of function prototypes to ac-
commodate additional arguments or the addition of variables to data structures
such as OptTreeNode. Neither the preprocessing nor the response and logging
functionality is affected in any way by our patch. It simply replaces the lists
with decision trees. Therefore, it is further on possible to use and write new
plug-in modules as desired. In addition, it is also possible to add new features
(i.e., to introduce new keywords) to the signature language. Although this seems
contradicting at first glance as our decision tree requires the knowledge of these
features and their corresponding types, it can be done by excluding these prop-
erties from the decision tree and simply check them afterward for all signatures
that have triggered for a certain packet. This obviously reduces the effectiveness
of our approach but allows one to extend Snort and keep the ability of deploying
the modified detection engine.

Discussion of Snort Rules

The rule set of Snort has evolved together with the program itself. Whenever a
new threat has been discovered, rules that specify an appropriate signature to
detect it have been added. The current version ships with 1581 rules that are
stored in 47 files. When testing our implementation, we used Mucus to generate
test data for a subset of 848 signatures. Mucus is a tool that reads a rule and
creates a network packet with exactly the properties specified by that signature.
When running our prototype on each test packet, we obviously expected to
detect the corresponding rule used to create it. Sometimes however, not only the
expected signature triggered on a single packet, but several others as well. This
has three main reasons.

Rules are identical: A few rule pairs simply specify identical values for the
same features.
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alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"SCAN SYN FIN";flags:SF;
classtype:attempted-recon; sid:624; rev:1;)

alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"SCAN synscan portscan";
id: 39426; flags: SF; classtype:attempted-recon; sid:630; rev:1;)

Rules are nearly identical: Several rule pairs specify identical values for all
but one feature. For this feature, one rule does not define a value at all, thereby
matching all packets that trigger the other one. Notice that for the second rule
pair, only the destination ports differ. The content string represented by the
ASCII values |57 48 41 54 49 53 49 54| is identical to “WHATISIT".

alert tcp $HOME_NET 23 -> $EXTERNAL_NET any (msg:"TELNET Bad Login";
content: "Login incorrect"; nocase; flags:A+; sid:1251; )

alert tcp $HOME_NET 23 -> $EXTERNAL_NET any (msg:"TELNET login incorrect";
content:"Login incorrect"; flags:A+; sid:718; rev:5;)

alert tcp $HOME_NET 146 -> $EXTERNAL_NET 1024: (msg:"BACKDOOR Infector";
content: "WHATISIT"; flags: A+; sid:117; )

alert tcp $HOME_NET 146 -> $EXTERNAL_NET 1000:1300 (msg:"BACKDOOR Infector
to Client"; content:"|57 48 41 54 49 53 49 54|"; flags:A+; sid:120;)

Rules are imprecise: Certain rules specify feature values that can appear with
a reasonable high probability in random, usually non-malicious packets as well.
This affects many rules which define a very short content string that is searched
for inside the packet payload.

alert tcp $EXTERNAL_NET any -> $HOME_NET 21 (msg:"FTP wu-ftp attempt [";

flags:A+; content:"™"; content:"["; classtype:misc-attack; sid:1377;)
alert tcp $EXTERNAL_NET any -> $HOME_NET 21 (msg:"FTP wu-ftp attempt {";
flags:A+; content:"™"; content:"{"; classtype:misc-attack; sid:1378;)

The problem with multiple matching rules is the fact that Snort only reports
the first one. This might result in a packet that triggers a signature which indi-
cates only a minor threat although it would also match one reporting a serious
security problem. When using Snort, one has to make sure that signatures are
specified as precise as possible and have only a negligible probability of matching
benign traffic. We circumvent this limitation by reporting all rules that match a
certain packet (when desired).
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Abstract. With more widespread use of tools (such as fragrouter and
fragroute[11]) that exploit differences in common operating systems to
evade IDS detection, it has become more important for IDS sensors to
accurately represent the variety of end hosts’ network stacks. The ap-
proach described in this paper uses the passively detected OS fingerprint
of the end host in an attempt to correctly resolve ambiguities between
different network stack implementations. Additionally, a new technique
is described to increase the confidence level of a fingerprint match by
looking more extensively at TCP connection negotiations.

1 Introduction

Ptacek and Newsham|[3] describe “a fundamental problem for network intrusion
detection systems (IDS) that passively monitor a network link is the ability of a
skilled attacker to evade detection by exploiting ambiguities in the traffic stream
as seen by the NIDS.” [4] These ambiguites on the wire arise from the fact that
ambiguities exist in common Internet protocols which led to differing protocol
implementations by different operating system vendors.

This paper describes a new approach to the problem of passively providing a
IDS sensor knowledge of an end host’s network stack implementation to prevent
the aforementioned attackers from evading detection or inserting false alerts. We
also describe our implementation of this approach in version 4 of the NFR IDS
Sensor.

1.1 Motivation

Correctly resolving network protocol ambiguities has long been a thorn in the
side of network intrusion detection systems. Exploitable ambiguities show them-
selves in three scenarios[4]: incomplete analysis on the part of the IDS sensor;
lack of detailed knowledge of the end host’s protocol implementation; lack of
detailed topology knowledge to determine whether a host sees any given packet.
This solution mainly deals with the problem arising from the second scenario.

G. Vigna, E. Jonsson, and C. Kruegel (Eds.): RAID 2003, LNCS 2820, pp. 192-P06] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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That is, how can the IDS gain more detailed information about the end host in
a passive environment?

The ambiguity of the Internet Protocol[l6] with respect to fragmentation
leads to numerous problems. The most serious of these is to accurately deter-
mine exactly what a given end host would see in the presence of overlapping
fragments, to properly detect network intrusions, when, and only when they
actually happen.

Implementations of the Transmission Control Protocol[I7] also vary with
respect to handling TCP segments with overlapping TCP data. The specfication
states that segments should be trimmed to only contain new data, but in practice,
network stacks handle this condition in different ways.

These two problems present two common exploitable conditions for current
IDS sensors. We attempt to minimize these opportunities for attackers with the
approach described in this paper.

The rest of the paper is organized as follows: Section Bl looks at related
work and research in this area. Section [3] looks at existing, state-of-the-art fin-
gerprinting technology. In Section @] we describe how we build the fingerprint
databases and show new techniques for accurately identifying host operating
systems. Section [5] shows our current implementation and [6 expands on the re-
source consumption of our implementation, including methods to reduce it. Our
results and measurements are presented in Section [[land other areas of possible
research and future work are described in Section Bl

2 Related Work

2.1 Active Mapping

Inspiration for this work is drawn mainly from the research done on Active
Mapping[I]. This method relies on a separate system, the Mapper, to actively
map hosts within a network to determine its ambiguity resolution policies. That
is, how does a host interpret ambiguous packets. The Mapper builds a Host
Profile Table by sending different combinations of overlapping, fragmented IP
packets and overlapping TCP segments. It then feeds that host profile informa-
tion, or ambiguity resolution policies, to an IDS sensor. When the IDS detects an
ambiguity on the wire, it looks up the IP in the Host Profile Table for instruction
on how to resolve it.

Unfortunately, there are drawbacks to this type of setup for many network
installations. By definition, Active Mapping requires that the mapper actively
send out anomalous traffic that may be rejected by firewalls or routers within the
network. Clients that are dynamically assigned IP addresses via DHCP would
fail to be mapped properly, and could potentially be mapped to a different profile
of another machine. These handcrafted packets could also potentially harm hosts
on a network.
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2.2 Traffic Normalization

Traffic normalization[5] solves the problem of ambiguity by mostly (or com-
pletely) eliminating it. A traffic normalizer acts as a gateway for all ingress,
and possibly egress, traffic and removes any ambiguities when it detects them.
However, traffic normalization cannot always scale to large networks because of
the process overhead per packet, and can also break connectivity between hosts
when they rely on un-normalized traffic. Normalizers must also be extremely
fault tolerant, as any traffic that is to enter the network must first pass the
normalizer.

2.3 nmap, queso, ettercap, pOf, prelude-ids

Active and passive OS fingerprinting tools have been around for quite some time.
These tools identify hosts by taking advantage of subtle variations in network
stack implementations. Mainly ICMP and TCP packets are used to remotely
deduce operating system type. Fyodor’s nmap[i] tool, first released in 1997,
makes extensive use of variations in reply packets from hosts when sent invalid,
unusual, or non-conforming payloads, as does queso[12]. The p0f [13] tool uses
the unique variations of TCP SYN Segments to passively identify hosts on a
network. Similarly, ettercap [14], a multi-purpose network sniffer, attempts to
identify hosts in the same fashion as pOf. Recently, a patch was submitted to
the Prelude IDS Development [15] (prelude-devel) mailing list that can extract
pertinent fingerprint information from a TCP SYN or SYNACK segment and
save it to a database in the ettercap signature style. This allows Prelude-IDS
users the ability to attempt to identify either an attacker’s or victim’s host
operating system.

These tools implement valuable approaches to identifying hosts on a network
that have not yet been widely integrated into available IDS solutions. However,
the information they provide can only be used to forensically investigate an
attack. In other words, these approaches collect data from TCP SYN/SYNACK
segments that can then be used later to assess the host.

3 OS Fingerprinting

Two methods exist for remotely fingerprinting hosts on a network: active and
passive.

3.1 Active Fingerprinting

Active fingerprinting requires one to send interesting, malformed, and unique
payloads to a remote host and examine the values returned by the host. Both
the nmap and queso tools do this. The common tests send special combinations
of TCP flags, such as FIN—PSH—URG, with a NULL TCP payload to both
open and closed ports on the host.
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3.2 Passive Fingerprinting

Passive fingerprinting attempts to determine the host type by passively monitor-
ing a network link, and not sending any traffic onto the wire. Existing passive
OS fingerprinting tools examine the values of fields in the IP and TCP headers
of initial TCP SYN segments sent from clients. Common fields used are:

— Initial Window Size (WS)

— Time To Live (TTL)

— Maximum Segment Size (MSS)
— Don’t Fragment (DF) Bit

— Window Scale Value

— SackOK option presence

— Nop option presence

This technique also relies on requiring an exact match of all the fields used
in the ﬁngerprin.

Other techniques|20] look at how to detect network stack implementations
by examining TCP segments throughout the connection, or by examining the
timing of TCP segments traveling back and forth[24].

3.3 Defeating OS Fingerprinting

As accurate as both active and passive OS fingerprinting may be, there are meth-
ods to prevent a potential attacker from guessing a host’s operating system[9].
For example, a host can fool pOf, in the simplest case, by changing any one of
the values enumerated above. Fooling nmap or queso requires a little more effort,
since these tools send multiple tests. In order to avoid detection, one must ensure
that a majority of the tests sent fail to provide enough intelligence to make a
guess.

3.4 Exploitation of the TCP Three-Way Handshake

Existing passive fingerprinting tools work by looking at the first SYN segment of
a TCP connection. However, the replying SYNACK from the server can also yield
pertinent information that can be used to identify the host. Since the servers are
typically within the same network as the deployed IDS, this information is much
more important. Most attacks are initiated by the client side of the connection.
Additionally, if a person or program were to try to evade an IDS, they would
do so in order to push an attack through without the IDS detecting it. Since
the server side that will be accepting the ambiguous traffic, it is this side we are
more interested in fingerprinting.

During the three-way handshake to initialize the TCP connection, a client
connects to a server within the network by sending a TCP SYN segment, and

! Exceptions to this are the p0f tool, which will incrementally alter the TTL field to
obtain a match since a packet in flight can have a variable TTL value depending on
the network path taken, and Xprobe, which can use a best-match algorithm.
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IDS
(Client ) ( Server )
SYN -
- SYNACK
fragment 1 (24 bytes at offset 0) e

AAAABBBBCCCC_attack_code
fragment 2 (20 bytes at offset 12) e 9

DDDDEEEEFFFFGGGGHHHH

2 possible resolutions of ambiguity by the IDS:

AAAABBBBCCCCDDDDEEEEFFFFGGGGHHHH (Last Policy)

AAAABBBBCCCC_attack_codeGGGGHHHH (First Policy)

Fig. 1. Network packets from a potential attacker and its victim as seen by an IDS.

the server replies with a SYNACK segment. Consider the example shown in
Figure [ where packets are sent between a client (potential attacker) and server
(potential victim) as seen by an IDS sensor.

In this scenario, the only information seen on the wire that can be used to
identify the server is the SYN from the client and the corresponding SYNACK
reply from the server to open the connection. However, depending on the values
within the TCP header and the options present within the SYN from the attacker
and how the server negotiates those options, it is possible to make a guess at the
operating system of both the client and the server. If an accurate guess is made
for the operating system type of the server, then we can attempt to resolve the
ambiguity in the subsequent fragmented packets sent by the client to the server
and have a better chance of determining whether an attack occurred.

Another example can be an attack from a server to a client, where we can
lookup the client via its TCP SYN segment and possibly determine the operating
system type. Consider the case where a web browser within the network connects
to a malicious server outside of the network in an attempt to gain control of the
client.
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It should be noted the the ettercap tool mentioned in Section[2 does have an
entry for the ACK bit in its signature database. However, it does not correlate
the formation of the SYNACK response to the SYN request.

The next section describes how we can build a collection of fingerprints and
their corresponding ambiguity resolution policies.

4 Building TCP SYN/SYNACK Fingerprint Tables

In order to passively map hosts on a network to a particular operating system,
we need to deploy IDS sensors with a pre-built table containing mappings of
TCP SYN/SYNACK fingerprints to ambiguity resolution policies. Two tables
are necessary: one table for identifying TCP SYN segments and another, more
important, table for identifying TCP SYNACK segments. We use the existing
active fingerprinting techniques, as well as some new ones, to build these policy
tables.

4.1 Eliciting TCP SYNs

The pOf£ tool contains a reasonably robust table of fingerprints to map TCP SYN
segments, but it requires human intervention to keep it up-to-date. To automate
this task, one simply needs to be able to automatically elicit TCP SYN segments
from a variety of hosts, keep track of the values set in the SYN segment, and
then use an active OS fingerprinting tool, such as nmap, to identify the operating
system. We do this with a tool that scans the Internet at large for hosts running
FTP servers that accept anonymous connectionsd. Luckily, there are many of
these. The tool connects to the FTP server, attempts to negotiate and verify
active transfer mode (since most FTP servers default to passive), and invokes
the LIST command to obtain a directory file listing. This results in a TCP SYN
segment sent from the FTP server to the listening port sent by the FTP client,
as shown in Figure 2

The tool uses libpcap|23] to catch all initial SYN segments with a TCP
destination port equal to the port number sent in the FTP LIST command,
and gathers the fields and values present in the SYN segment. It then detects its
fragment reassembly policy and overlapping TCP segment policy using the same
methods described in [1]. This is done by sending specially crafted IP fragments
and TCP segments across the same TCP connection and observing how the host
responds. The tool then attempts to identify the host OS type by forking off
an nmap process. If nmap fails to identify the host operating system, we will still
know how that stack resolves network protocol ambiguities. Having knowledge of
the host operating system is really only useful as eye candy to an administrator.

2 Tt is also possible to exploit the gnutella protocol by creating a lightweight client to
connect to the network and both accept connections and send PUSH descriptors to
elicit TCP SYN segments. This would nicely complement the set of SYNs from FTP
servers, which are primarily high-end OS’s.
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Minimal FTP Client FTP Server

TCP Connect

FTP Banner sent
//
USER anonymous
T Anonymous access ok
/
PASS pass@word.org
I Login successful
/
PORT ip,ip.ip,ip,port,port.
T PORT command successful
/
LIST I
LIST data sent to port PORT
/

Look for TCP SYN Segment with
destination port PORT

QUIT

\

Connection closed

Fig. 2. Sample network dialogue between a minimal FTP client and an FTP server to
elicit a TCP SYN segment from the server.

By polling many hosts, we can also weed out bogus entries where adminis-
trators have set up the host to fool nmap by using methods described in Section
B3 Since this tool really requires no human interaction, it can continuously poll
new IP’s and re-poll old ones.

4.2 Eliciting TCP SYNACKSs

The process of eliciting TCP SYNACK segments from a host is much simpler.
This only requires that the host have at least one unfiltered port open. Existing
active OS fingerprinting tools, such as nmap and queso, utilize a number of TCP
tests against open ports to evaluate the network stack behavior. We also utilize
these tests, and additionally, make more extensive use of TCP options.

The most prevalent TCP options used in common, modern operating sys-
tems are the Maximum Segment Size (mss), Selective Acknowledgment (sackok),
Timestamping (timestamp), and the Window Scaling (wscale) options. nmap
first exploited the use of these options as the default set to actively examine
stack implementations in nmap. Fyodor mentions that TCP options are “truly a
gold mine in terms of leaking information” [7]. However, nmap fails to fully mine
the information available via these options.

TCP Options Tests. Using these four most common TCP options, 16 new
nmap-like tests are created. Once a host is found with at least one open port, 16
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Table 1. Enumeration of the possible combinations of TCP options, padded appropri-
ately with nop options .

Possible combinations of TCP options

mss 1460

timestamp nop nop

sackok nop nop

wscale O nop

wscale O nop sackok nop nop

wscale O nop mss 1460

wscale O nop timestamp nop nop

sackok nop nop mss 1460

sackok nop nop timestamp nop nop

10 mss 1460 timestamp nop nop

11 timestamp nop nop sackok nop nop wscale 0 nop
12 mss 1460 sackok nop nop wscale O nop

13 mss 1460 timestamp nop nop wscale O nop

14 mss 1460 timestamp nop nop sackok nop nop

15 mss 1460 timestamp nop nop sackok nop nop wscale O nop

© 00U W | TR

TCP SYN segments are sent with the 2% different possible combinations of TCP
options, as shown in Table [I]

We can encode options ordering to simplify a later lookup to an int com-
parison. A bit-field can be used to identify the options present in the client’s
SYN segment. Since we use the most prevalent options, (timestamp, mss, ws-
cale, sackok), we only need bits bits, and can encode them as shown in Table

These tests allow us to build 16 sub-tables for SYNACK lookups. When
a lookup is requested for a SYNACK, we take the encoded value of the TCP
options present in the SYN segment, as shown in TableP] for which the SYNACK
corresponds, and hash into one of the 16 sub-tables to match the SYNACK TCP
and IP values.

The TCP Timestamp. Another ambiguous bit of behavior was discovered
during testing. This has to do with network stack implementations of the TCP
Timestamp option.

RFC 1323 specifies the requirement for using TCP timestamps as a method to
calculate “reliable round-trip time estimates” [18] between two connected hosts.
Specifically, section 3.2 states:

“The Timestamp Echo Reply field (TSecr) is only valid if the ACK bit is set
in the TCP header; if it is valid, it echos a timestamp value that was sent by
the remote TCP in the TSval field of a Timestamps option. When TSecr is not
valid, its value must be zero.”

However, some operating systems do mot set the TSecr field to the TSval
given in the sent TCP SYN segment of a SYNACK reply, where the sent SYN
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Table 2. Encoding of TCP options present in TCP SYN segments: bit 3: timestamp,
2: wscale, 1: sackok, 0: mss.

TCP options Bits Value
no options 0000 0
mss 0001 1
sackok 0010 2
sackok mss 0011 3
wscale 0100 4
wscale mss 0101 5
wscale sackok 0110 6
wscale sackok mss 0111 7
timestamp 1000 8
timestamp mss 1001 9
timestamp sackok 1010 10
timestamp sackok mss 1011 11
timestamp wscale 1100 12
timestamp wscale mss 1101 13
timestamp wscale sackok 1110 14

timestamp wscale sackok mss 1111 15

segment contained a non-zero T'Swval field. This is not necessarily a violation of
the specification, but it does provide useful information that can be used to
differentiate operating systems when monitored passively.

Window Sizes. Additionally, some stacks will adjust their initial window size
depending on whether the timestamp or other options were requested by the
client. Table [3 illustrates some differences and similarities between operating
systems and the initial window size.

Table 3. Initial Window Sizes (WS) of various operating systems with and without
the TCP timestamp (TS) option requested.

Operating System WS without TS WS with TS
Linux 2.4.0 5840 5792
Microsoft Windows NT4.0 64240 65160
MacOS 10.1 32768 33000
OpenBSD 3.3 64240 65160
FreeBSD 2.2 16384 17520

FreeBSD 4.6 57344 57344
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5 Implementation

The current version of the NFR IDS sensor implements both IP fragment and
TCP overlapping segment ambiguity resolution. Concerning IP fragmentation,
five common variations exist [1]:

BSD: left-trim incoming fragments to existing fragments with a lower or

equal offset; discard if they overlap completely

— BSD-Right: Same as BSD, except right-trim existing fragments when a new
fragment overlaps

— Linux: Same as BSD, except only fragments with a lower offset are trimmed

First: always accept the first value received

— Last: always accept the last value received.

The IP fragment reassembly engine implements all five of the observed poli-
cies described in [T]. The TCP Re-sequencing engine emulates the BSD and Last
policies also described in [I]. The rest of this section describes how the sensor
utilizes the fingerprint tables at runtime.

5.1 Performing a Lookup Operation

During runtime, TCP SYN and SYNACK values for TCP traffic seen by the
IDS are kept in a cache. The cache is keyed by IP address, so if an entry already
exists its values are overwritten.

Once it is deemed necessary to perform a lookup of a particular IP address
to determine its operating system type (this event is triggered by an ambiguity
on the wire), we first need to see if any cached SYN or SYNACK information
is available in the cache. If SYN information is available, we can perform a
lookup of the SYN values in the SYN table containing the mappings. If SYNACK
information is available for that particular IP (corresponding to a server process),
then we take the encoded value of the TCP options present in the SYN segment,
as shown in Table B] corresponding to the SYNACK, and hash into one of 16
fingerprint sub-tables to match the SYNACK TCP/IP values.

A successful lookup will give the sensor access to its ambiguity resolution
policies. Whether the ambiguity is with overlapping IP fragments or overlap-
ping TCP segments, the sensor can perform the proper correction and push the
correctly sequenced data up the protocol stack.

5.2 Best-Match Fingerprinting

Xprobe2[10] utilizes a “fuzzy” approach to actively fingerprinting remote hosts.
In a similar fashion, we employ a best-match algorithm to obtain a best guess of
the host’s operating system type in the situation where no exact match is found.

When a lookup is attempted, as described in section [5.1] and fails to find
an entry in the SYN or SYNACK fingerprint tables, we invoke the best-match
algorithm. Upon failure, then we iterate over every entry in the particular table
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that failed (either the SYN table or one of the 16 SYNACK sub-tables) and
tally a score for each field. Once all fingerprint scores have been calculated, the
highest score wins.

6 Resource Consumption

With ever-increasing network speeds, it is important for the network analysis of
packets by an IDS to be as fast as possible. To this end, a number of optimizations
have been made to satisfy the constraints placed on the IDS sensor.

6.1 On-demand Resolution

Since detecting the OS type can be an O(n) operation, the SYN and SYNACK
data from an IP are cached in a tree based upon the IP address of the host. To
prevent dubious SYN/SYNACK entries from flooding the cache, the insertion
is only done once the three-way handshake is complete and we understand a
complete connection has been made. There is little sense in occupying resources
for some port scan or even a flood.

When an ambiguity arises in future traffic received by the IDS, a lookup is
performed on the IP address of the host receiving the ambiguous packets, and
a decision is made as to how to resolve the ambiguity. With this approach, only
costly operations are performed when necessitated by the network traffic.

6.2 Fingerprint Caching

As described in the previous section, when an ambiguity arises, a lookup is
made into the IP SYN/SYNACK cache. If an entry is found that matches the
destination IP address of the packet(s) containing the ambiguity, the values of
the SYN/SYNACK entry are used to look up the OS type in a fingerprint cache.

Since the IDS does not perform any computationally intensive operations
until an ambiguity arises, the average runtime cost is merely the cost of caching
SYN and SYNACK information. The resulting computational overhead is neg-
ligible.

At cold start, this cache is initialized to contain all the fingerprints of the
database, built as described in Section [4. During runtime, if the lookup of the
OS type in the fingerprint cache fails, the best-match algorithm is invoked to
make a best guess. This resulting value is then inserted as a new entry into the
fingerprint cache, such that any following lookup will result in a cache hit.

6.3 Memory Utilization

The two caches used for the SYN/SYNACK lookup tree and the OS fingerprint
tree can grow to very large sizes. Even though the amount of memory per entry
may be small, an IDS monitoring a large network can quickly expand the size of
these caches. Our implementation does not limit the size of these caches; rather,
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